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MARKUP  OF  THE  FOREST  RESOURCES  CON- 
SERVATION AND  SHORTAGE  RELIEF 
AMENDMENTS  OF  1993 


WEDNESDAY,  JUNE  9,  1993 

House  of  Representatives, 
Committee  on  Foreign  Affairs, 
Subcommittee  on  Economic  Policy, 

Trade  and  Environment, 

Washington,  DC. 

The  committee  met,  pursuant  to  notice  at  1:29  p.m.,  in  room 
2172,  Raybum  House  Office  Building,  Hon.  Sam  Gejdenson  (chair- 
man of  the  subcommittee)  presiding. 

Mr.  Gejdenson.  The  subcommittee  will  come  to  order.  Before  we 
begin  today's  hearing  on  export  controls,  the  subcommittee  will 
mark  up  legislation  relating  to  log  exports.  In  1990,  the  Foreign  Af- 
fairs Committee  approved  legislation  which  was  signed  into  law  to 
limit  the  export  of  timber  from  state  lands.  This  legislation  was 
necessary  to  relieve  the  shortage  of  unprocessed  timber  in  the  Pa- 
cific Northwest  available  for  domestic  milling  operations. 

One  month  ago  the  U.S.  Court  of  Appeals  for  the  Ninth  Circuit 
ruled  the  1990  law  was  unconstitutional.  The  court  did  not  con- 
clude that  Congress  lacked  the  power  to  restrict  the  export  of  tim- 
ber from  state  lands.  Rather,  the  court  held  that  under  the  Tenth 
Amendment,  the  Congress  could  not  require  a  state  to  administer 
a  program  restricting  exports. 

The  legislation  before  the  subcommittee  today  introduced  by  Rep- 
resentative Jolene  Unsoeld  resolves  the  constitutional  issues  which 
caused  the  1990  law  to  be  overturned. 

I  would  now  like  to  turn  to  Representative  Maria  Cantwell  who 
is  shepherding  this  legislation  through  the  Foreign  Affairs  Commit- 
tee for  a  brief  explanation  of  the  bill. 

Ms.  Cantwell.  Thank  you,  Mr.  Chairman.  On  behalf  of  the  en- 
tire Northwest  Delegation  I  would  like  to  commend  you  for  this 
markup  and  your  speedy  explanation  of  the  process  we're  going 
through.  [Laughter.] 

Ms.  Cantwell,  I  know  you  will  take  more  time  with  the  Export 
Control  Act  today. 

The  issue  before  us  is  a  pressing  matter  for  us  in  the  Pacific 
Northwest.  The  recent  Ninth  District  Court  ruling  has  put  about 
many  jobs,  approximately  over  6,000  jobs  in  Washington  State  at 
risk.  These  families  in  Washington  timber  communities  may  face 
the  prospect  of  mills  closing  down  and  unemployment  if  we  do  not 
take  quick  action. 
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The  Northwest  Delegation  in  a  bipartisan  effort  has  come  to- 
gether to  try  to  improve  upon  the  legislation  that  was  passed  in 
1990.  Let  me  take  a  few  minutes  to  describe  exactly  why  we  ar- 
rived at  this  point. 

In  1990,  Congress  responding  to  the  tremendous  need  to  protect 
the  supply  of  logs  to  domestic  mills  and  save  American  jobs  passed 
legislation  banning  the  export  of  logs  from  state  and  public  lands. 
As  the  biggest  state  timberland  owner  in  the  country,  almost  50 
percent  ofall  state-owned  timberland  in  the  nation  is  owned  by  the 
State  of  Washington  and  also  as  the  biggest  exporter  of  raw  logs, 
we  have  been  the  state  most  affected  by  this  legislation. 

On  May  4th  of  this  year,  the  Ninth  Circuit  Court  of  Appeals 
while  affirming  Congress'  authority  to  restrict  the  export  of  logs 
ruled  that  part  of  the  law  was  unconstitutional  based  on  the  Tenth 
Amendment  to  the  U.S.  Constitution.  The  Tenth  Amendment  pro- 
vides that  powers  not  delegated  to  the  United  States  are  prohibited 
to  the  states  or  reserved  to  the  states  or  to  the  people.  Generally 
when  Congress  passes  a  Federal  law  under  an  established  power 
in  the  case  of  log  exports  the  power  to  regulate  commerce,  the 
Tenth  Amendment  is  not  implicated. 

The  Ninth  Circuit  Court,  however,  found  that  the  1990  law  di- 
rects the  states  to  administer  certain  aspects  of  timber  export  pro- 
grams. Requiring  states  by  law  to  affirmatively  issue  regulations, 
administer  Federal  laws  are  among  the  powers  denied  to  the  Fed- 
eral Government.  For  this  reason  the  law  was  declared  unconstitu- 
tional. 

The  bill  before  us  today  is  constitutionally  sound.  To  ban  the  ex- 
port of  unprocessed  timber  from  state  lands  and  will  accomplish 
that  without  allowing  any  gaps  in  new  contracts.  The  legislation  in- 
cludes a  Federal  restriction  on  state  log  exports  but  gives  the  states 
the  option  of  establishing  their  own  regulatory  program  to  imple- 
ment the  ban.  If  a  state  declines  to  act,  a  Federal  regulatory  pro- 
gram would  apply. 

This  is  the  status  quo  fix  to  the  crisis  in  Washington  State.  The 
bill  only  reinstates  current  law  as  it  existed  before  the  May  4th 
court  decision.  It  does  not  introduce  new  ideas.  It  does  not  attempt 
to  go  further  than  the  current  law  nor  will  it  affect  the  export  of 
privately  owned  timber.  The  bill  simply  ^ves  the  states  the  author- 
ity to  design  their  own  program  prohibiting  the  export  of  unproc- 
essed public  timber,  but  does  not  mandate  it.  Again,  a  Federal  pro- 
gram would  only  be  instituted  if  a  state  failed  to  adopt  and  enforce 
the  program. 

This  legislation  is  broadly  supported  in  a  bipartisan  fashion 
throughout  the  Pacific  Northwest,  a  wide  range  of  co-sponsors  from 
Washington,  Oregon  and  from  other  states,  California,  Montana. 

Finally,  it  is  important  to  point  out  that  we  have  a  written  com- 
mitment from  our  governor  of  Washington,  that  he  is  ready  to  act 
in  reestablishing  the  current  state  program  as  soon  as  possible. 
With  this  commitment,  the  final  result  will  be  maintaining  our  sta- 
tus quo  process  in  Washington  State. 

I  urge  my  colleagues  to  support  this  bill  and  I  would  again  like 
to  thank  the  chairman  and  his  staff  and  the  Ranking  Members  and 
their  staff  for  the  opportunity  to  bring  this  legislation  before  us 
today. 


Mr.  Gejdenson.  Thank  you,  Ms.  Cantwell. 

The  gentleman  from  Wisconsin. 

Mr,  Roth.  Yes,  Mr.  Chairman,  I  appreciate  Ms.  Cantwell's  expla- 
nation of  the  bill  and  we  want  to  also  congratulate  her  on  the  inter- 
est that  she  has  on  this  issue. 

Mr.  Chairman,  I  do  have  a  couple  of  questions  I  would  like  to  ask 
you  for  the  record.  And  that  is,  this  bill  is  intended  to  overcome  a 
constitutional  problem  that  the  log  export  legislation  that  we 
passed  in  1990  is  to  correct.  Is  that  right? 

Mr.  Gejdenson.  Yes,  that  is  correct. 

Mr.  Roth.  I  understand  that  this  applies  primarily  to  the  Pacific 
Northwest  and  in  particular  the  State  of  Washington  and  it  applies 
only  to  public  lands.  Is  that  accurate? 

Mr.  Gejdenson.  That  is  correct. 

Mr,  Roth.  And  the  governor  of  Washington  is  on  board? 

Mr.  Gejdenson.  That  is  correct, 

Mr,  Roth.  I  understand  that  there  is  a  consensus  of  support 
among  the  timber  industry  interests  in  that  state.  Is  that  your  un- 
derstanding? 

Mr.  Gejdenson.  Yes,  that's  correct. 

Mr.  Roth.  Is  it  fair  to  say  that  given  the  recent  court  ruling  un- 
less we  pass  this  legislation  there  will  not  be  a  sound  legal  basis 
for  managing  the  timber  resources  on  the  public  lands  in  the  State 
of  Washington. 

Mr.  Gejdenson.  As  always,  the  gentleman  has  come  to  the  prop- 
er and  correct  conclusion.  At  least  most  of  the  time,  if  not  always. 

Mr.  Roth.  Thank  you,  Mr.  Chairman,  and  again  I  appreciate 
your  expeditious  action  here  and  want  to  again  thank  Ms.  Cantwell 
for  her  excellent  explanation  in  shepherding  this  bill  thus  far, 

Mr,  Gejdenson.  Someday  we  hope  to  be  able  to  do  the  same  for 
Darion,  Wisconsin. 

Mr.  Roth.  We  should  live  that  long. 

Mr.  Gejdenson.  We  will  now  consider  H.R.  2343,  Will  the  staff 
director  please  read  the  legislation. 

The  Clerk,  To  amend  the  Forest  Resources  Conservation  and 
Shortage 


Mr,  Gejdenson,  Move  the  bill  be  considered  as  read. 
Without  objection  any  further  reading  of  the  bill  will  be  dis- 
pensed with  and  it  will  be  printed  in  the  record. 

[H.R,  2343  appears  in  the  appendix,] 

Mr.  Gejdenson,  Are  there  any  amendments  to  the  bill?  If  not— 
the  gentleman  has  not  got  a  copy  of  the  bill?  Gentleman,  the  bill 
is  in  the  folder, 

Mr,  Manzullo,  There  is  no  folder  here, 

Mr.  Gejdenson,  No  folder  on  that  gentleman's  desk. 

[Pause.] 

Mr.  Manzullo,  I  have  a  copy  of  the  bill, 

Mr.  Gejdenson.  Are  there  any  questions?  Amendments? 

[No  response.] 

Mr.  Gejdenson,  If  not,  all  those  in  favor,  signify  by  saying, 
"Aye," 

[A  chorus  of  ayes.] 

Mr.  Gejdenson.  All  those  opposed,  say,  "Nay." 


[A  chorus  of  noes.] 

Mr.  Gejdenson.  The  ayes  have  it;  the  bill  is  passed. 
[Whereupon,  at  2:03  p.m.,  the  subcommittee  adjourned,  subject 
to  the  call  of  the  chair.] 


PROBLEMS  OF  U.S.  EXPORT  CONTROLS 


WEDNESDAY,  JUNE  9,  1993 

House  of  Representatives, 
Committee  on  Foreign  Affairs, 
Subcommittee  on  Economic  Policy, 

Trade  and  Environment, 

Washington,  DC. 

The  committee  met,  pursuant  to  notice,  at  2:03  p.m.,  in  room 
2172,  Raybum  House  Office  Building,  Hon.  Sam  Grejdenson  (chair- 
man of  the  subcommittee)  presiding. 

Mr.  Gejdenson.  The  committee  will  now  begin  the  hearing  that 
frankly  I  have  been  looking  forward  to  for  some  time,  and  I  think 
most  of  the  members  here  will  find  it  quite  informative. 

This  is  the  first  in  a  series  of  hearings  to  assist  the  committee 
in  the  total  rewrite  of  the  Export  Administration  Act. 

As  we  begin  this  process,  one  fact  is  evident:  The  present  system 
of  export  controls  is  broken.  It  serves  neither  our  national  security 
interests  nor  our  economic  interests. 

The  United  States  and  its  allies  are  attempting  to  control  items 
for  missiles  and  nuclear  nonproliferation  purposes.  However,  there 
is  no  common  understanding  of  who  we  are  trying  to  keep  the  tech- 
nologies away  from  and  little  agreement  on  the  criteria  for  approv- 
ing or  denying  such  export  licenses. 

As  a  result,  these  nonproliferation  export  control  regimes  are  se- 
riously impaired.  One  example  of  the  failure  of  the  current  system 
is  that  we  do  not  even  have  a  multilateral  agreement  among  our 
closest  allies  to  keep  missile  technology  away  from  Iran.  If  we  can- 
not get  an  agreement  among  the  Gr-7  nations  to  keep  such  poten- 
tial technology  out  of  the  hands  of  one  of  the  most  dangerous  coun- 
tries in  the  world,  we  must  reassess  the  entire  system  of  export 
controls.  The  potential  for  controlling  biological  and  chemical  weap- 
ons is  even  less  certain. 

U.S.  economic  interests  are  also  suffering  at  the  hands  of  an  out- 
dated export  control  svstem.  Advances  in  technology  have  out- 
stripped much  of  our  ability  to  control  dual  use  equipment.  Much 
of  what  we  are  making  is  too  small,  too  good,  and  too  commonly 
available  for  us  to  have  any  realistic  expectation  of  keeping  it  out 
of  the  hands  of  dangerous  countries. 

Todays  hearing  will  demonstrate  that  the  U.S.  Government  is 
attempting  to  control  telecommunications  and  computer  products 
that  are  easily  obtained  from  sources  outside  of  the  control  of  U.S. 
or  the  multilateral  regimes  that  the  United  States  is  part  of.  In  one 
very  notable  case  involving  telecommunications,  the  items  we  are 
now  trying  to  control  are  being  manufactured  in  one  of  the  coun- 
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tries  to  which  we  are  denying  such  technologies.  In  another  case, 
we  find  that  computer  technology  is  available  overseas  at  a  level 
far  in  excess  of  the  threshold  of  control.  Thus  our  ability  to  success- 
fully restrict  exports  may  be  quite  limited. 

The  subcommittee  recently  obtained  some  very  revealing  infor- 
mation from  the  administration.  We  learned  that  computers  and 
telecommunications  equipment  represent  88  percent  of  the  value  of 
all  controlled  U.S.  exports.  If,  as  today's  witnesses  will  show,  much 
of  this  technology  is  available  outside  the  control  regimes,  we  must 
question  whether  the  U.S.  export  controls  are  restricting  the  sale 
of  truly  critical  technologies. 

The  task  before  us  is  to  reform  the  export  control  system  to 
achieve  several  objectives: 

We  must  increase  the  multilateralism  and  therefore  the  effective- 
ness of  export  control  regimes  in  order  to  successfully  control  sen- 
sitive technologies.  The  restriction  must  be  multilateral.  If  the 
United  States  is  the  only  coimtry,  of  the  many  countries  that  have 
these  technologies,  to  control  exports,  it  simply  means  that  the  pur- 
chasers of  this  equipment  will  go  to  other  nations.  Our  controls  do 
not  deprive  them  of  having  access  to  these  technologies. 

In  order  to  achieve  the  necessary  multilateralism,  we  must  have 
commonalitv  in  identifying  the  countries  which  are  the  targets  of 
such  controls  and  we  must  have  criteria  for  export  licenses. 

In  order  to  get  the  cooperation  needed  from  our  allies  to  make 
such  controls  multilateral,  we  must  limit  the  controls  to  items  that 
are  truly  sensitive  and  which  we  can  realistically  control.  In  recent 
years,  we  have  seen  30-year-old  computers  restricted  for  export  to 
Vietnam  not  because  of  any  problems  with  proliferation  but  simply 
because  of  our  old  anger  and  battle  with  the  Vietnamese  Govern- 
ment. 

We  must  distinguish  between  the  treatment  of  country  groups. 
We  must  give  highly  preferential  treatment  to  countries  that  par- 
ticipate in  and  are  members  in  good  standing  in  export  control  re- 
gimes. We  should  also  impose  serious  uniform  restrictions  on  high 
tech  exports  to  terrorist  countries,  and  we  have  to  work  to  make 
sure  that  these  are  multilateral. 

We  must  recognize  that  China  and  the  republics  of  the  former 
Soviet  Union  represent  extraordinary  challenges.  They  are  targets 
for  some  export  control  regimes  and  yet  no  nonproliferation  export 
control  regime  can  succeed  without  their  active  participation  be- 
cause in  many  instances  they  possess  some  of  the  most  modem  and 
potentially  devastating  technologies. 

The  export  licensing  system  must  be  reformed  to  produce  expedi- 
ent processing  of  licensing  applications.  The  endless  discussions 
within  the  U.S.  Government  that  result  in  months  of  nondecisions 
and  that  often  lead  to  foreign  sales  successes  must  stop. 

We  would  hope  that  this  new  administration  would  address  these 
issues. 

As  in  the  past,  the  subcommittee  will  proceed  in  a  bipartisan 
manner  to  deal  with  these  difficulties.  We  also  anticipate  having  a 
close  and  cooperative  working  relationship  with  the  administration 
throughout  the  process  of  rewriting  the  Export  Administration  Act. 

Mr.  Roth. 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 


I  want  to  be  brief  but  I  do  want  to  say  that  this  is  one  of  the 
most  important  bills  as  far  as  I  am  concerned,  probably  the  most 
important  bill  to  come  through  Congress  this  year,  and  we  are 
going  to  pass  an  Export  Administration  Act. 

Let  me  join  you  in  welcoming  the  witnesses  here  today.  Our  goal 
is  to  completely  rewrite  the  Export  Administration  Act,  to  bring  it 
into  the  20th  Century  and  we  realize  that  we  are  living  in  a  new 
world,  a  new  paradigm,  and  we  have  to  adjust  ourselves  to  this 
new  paradigm  if  we  are  going  to  keep  America  competitive  and 
that  is  why  this  legislation  is  so  important. 

Now,  I  want  to  tell  my  friend  Mr.  Manzullo,  who  always  looks 
at  the  legislation  in  great  detail,  as  all  our  members  on  this  com- 
mittee do,  this  is  probably  the  most  detailed,  the  most  complicated 
piece  of  legislation  you  are  going  to  see,  so  we  want  to  work  with 
you  and  make  sure  that  we  have  all  the  nuances  checked,  as  I 
know  you  will  want  to  have. 

But  the  old  Export  Administration  Act  is  an  artifact  of  the  cold 
war.  We  want  to  send  it  down  to  the  Smithsonian  to  show  people 
how  things  were  done  in  the  past. 

I  also  want  to  say  that  the  chairman  mentioned  a  bipartisan  bill. 
This  has  got  to  be  a  bipartisan  bill  for  two  reasons:  because  we 
have  to  pass  it,  number  one.  But,  secondly,  nothing  in  Congress 
seems  to  work  any  more.  These  Democrats  and  Republicans  cannot 
seem  to  work  together.  And  that  is  why  this  bill  has  got  to  be  a 
bipartisan  bill  and  why  we  want  to  demonstrate  that  people  of  good 
will  can  work  together  and  that  we  can  put  partisanship  behind  us 
and  work  and  craft  a  good  piece  of  legislation  that  is  going  to  allow 
high  technology  companies  to  compete  instead  of  watching  sales 
slip  away  to  other  countries.  And  that  we  can  support  a  broad  coa- 
lition of  the  Congress  in  signing  this  legislation  into  law. 

And  this  may  be  the  first  hearing  but  the  chairman  and  I  have 
been  working  on  this  issue  for  months.  We  have  met  with  many 
CEOs  in  the  area  of  high  technology.  We  have  contacted  dozens  of 
CEOs  asking  for  their  specific  recommendations.  So  we  have  done 
a  lot  of  homework  behind  the  scenes  in  this  legislation.  We  have 
sponsored  a  congressional  seminar  on  export  control  issues  for  our 
new  colleagues  and  their  staffs  and  we  are  consulting  with  the 
leading  scholars  and  experts  in  trade  and  nonproliferation  fields  so 
that  we  are  well  underway  with  this  legislation. 

And  I  can  only  hope  that  President  Clinton  fills  the  key  policy 
ob  soon  so  we  can  start  working  with  the  administration  on  this 
)ill  because  we  are  concerned  about  computers.  We  are  concerned 
about  telecommunications.  We  are  concerned  about  nonprolifera- 
tion. And,  yes,  we  are  concerned  about  national  security. 

So  I  am  looking  forward  to  your  testimony  as  we  move  forward 
now  in  passing  an  EAA  that  we  are  all  going  to  be  very  proud  of 

Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Mr.  Ballenger. 

Mr.  Ballenger.  Thank  you,  Mr.  Chairman. 

You  know,  as  economies  around  the  globe  become  more  inter- 
dependent U.S.  high  technologies  industries,  especially  the  elec- 
tronic sector  have  become  more  and  more  dependent  on  inter- 
national trade.  In  fact,  more  than  25  percent  of  the  sales  of  the 
electronic  industry  are  exports. 
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Furthermore,  many  sectors  of  the  electronic  industry,  especially 
computers,  are  heavily  dependent  on  export  markets  for  their  well 
being.  These  companies  employ  almost  2  million  workers  whose 
jobs  are  dependent  on  the  export  trade. 

Similarly,  as  the  international  economic  environment  has 
changed,  so  has  the  technology  development  and  evolution.  While 
in  the  past  export  controls  were  able  to  address  technology  innova- 
tions in  a  reasonably  timely  manner,  the  current  export  control 
system  is  not  able  to  effectively  address  the  evolutionary  cycles  of 
a  new  technology. 

In  many  cases,  typical  cyclical  times  for  one  generation  of  tech- 
nology are  6  to  8  months  and  time  is  important  in  international 
markets. 

Because  of  these  factors,  the  American  electronics  industry  is  no 
longer  able  to  operate  on  a  level  international  playing  field.  This 
access  to  foreign  customers  is  frequently  threatened  by  actions  of 
our  Government  who,  while  trying  to  address  some  of  the  legiti- 
mate concerns  of  protecting  our  national  security  severely  hamper 
our  companies'  competitiveness. 

In  particular,  the  outdated  and  inefficient  export  licensing  sys- 
tem has  prevented  our  high  technology  electronics  manufacturers 
from  effectively  getting  their  products  to  the  customers.  While 
these  companies  are  required  to  provide  their  foreign  customers 
with  products  in  a  predictable  and  timely  manner,  our  Government 
does  not  provide  the  same  service  to  U.S.  companies.  Instead,  many 
companies  face  lengthy  delays  in  licensing  of  their  products  that 
frequently  result  in  lost  sales. 

A  notable  example  is  a  computer  manufacturer,  Cray  Research, 
who  recently  lost  a  sizable  sale  of  technology  to  India.  Due  to  the 
3-year  bureaucratic  delay,  the  Indian  Government  was  able  to  de- 
velop their  own  technology. 

The  principles  of  ACTT,  accountability,  consistency,  transparency/ 
and  timeliness,  need  to  be  recognized  by  our  export  control  bu- 
reaucracy so  that  our  companies  can  effectively  plan  their  inter- 
national activities. 

In  sum,  the  economic  lifeblood  of  our  company  is  at  stake  here. 
We  must  recognize  the  importance  of  two  key  items:  one,  the  im- 
portance of  exporting  to  our  economic  and  national  security  and, 
second,  the  importance  of  a  strong  electronics  industry  as  a  com- 
petitive and  global  market.  Only  when  our  Government  is  able  to 
aid  our  industry  to  meet  these  challenges  of  a  new  international 
marketplace  will  we  be  able  to  fully  compete  with  other  nations. 

Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Mr.  Bereuter. 

Mr.  Bereuter.  Thank  you,  Mr.  Chairman. 

I  look  forward  to  the  witness'  testimony  today.  I  commend  the 
chairman  and  the  ranking  member  for  the  work  they  have  done  in 
preparing  us  for  the  legislation  that  faces  us  once  again. 

I  know  that  all  members  are  concerned  with  finding  the  right 
balance  between  expanding  our  export  base,  high  tech  products  and 
all  products,  while  also  taking  proper  cognizance  of  the  national  se- 
curity interests.  And  I  intend,  to  the  extent  I  can  be  helpful,  to  pro- 
vide a  link  through  the  intelligence  committee  to  attempt  to  assure 
that  we  have  the  right  information  before  us — but  that  the  con- 


cems  of  the  intelligence  community  are  not  only  related  to  mem- 
bers or  provided  to  them  directly  but  to  assure  that  those  concerns 
are  realistic. 

And  I  thank  the  chairman  for  the  initiation  here  and  look  for- 
ward to  the  testimony. 

Mr.  Gejdenson.  Thank  you. 

And  I  would  just  say  Mr.  Bereuter  served  in  that  capacity  in  pre- 
vious years  and  the  committee  has  been  grateful  for  his  assistance. 

Mr.  Manzullo 

Mr.  Manzullo.  Thank  you,  Mr.  Chairman. 

I  represent  Winnebago  County,  Illinois  which  has  948  industries. 
Winnebago  County  is  responsible  for  one-half  of  Illinois'  exports 
that  are  manufactured  in  a  county  of  only  259,000  people. 

We  have  an  aerospace  industry  there  that  is  actively  engaged  in 
trying  to  promote  its  products  overseas.  We  are  faced  with  an  in- 
credible situation  where  there  was  a  little  hole  added  in  a  piece  of 
metal  on  an  aviation  part  and  it  ended  up  under  dual  use  tech- 
nology. 

We  look  forward  to  listening  to  the  testimony  of  those  here  and 
reading  at  length  every  line  in  the  bill  that  will  be  finished  so  I 
can  explain  it  in  detail  to  my  colleague  from  Wisconsin.  We  wel- 
come you  here. 

I  thank  you  very  much. 

Mr.  Gejdenson.  We  thank  the  members  for  their  input  and, 
again,  as  Mr.  Roth  indicated,  this  is  a  committee  that  has  histori- 
cally worked  in  a  bipartisan  effort  to  address  this  issue.  We  plan 
to  continue  to  do  so. 

Today  we  have  two  distinguished  panels.  The  first  panel  includes 
Mr.  Greg  Hughes,  President  of  AT&T  Transmission  Systems; 
American  Electronics  Association  represented  by  John  Gage,  Direc- 
tor of  Sun  Microsystems  Laboratories,  Inc.,  accompanied  by  Tim 
Dwyer,  Vice  President  and  General  Manager  of  Intercontinental 
Operations,  Sun  Microsystems,  Inc. 

If  you  would  please  proceed  in  the  order  you  have  been  intro- 
duced, starting  with  Mr.  Hughes. 

STATEMENT  OF  GREGORY  N.  HUGHES,  PRESHDENT,  AT&T 
TRANSMISSION  SYSTEMS 

Mr.  Hughes.  Thank  you,  Mr.  Chairman. 

More  than  50  years  ago,  the  Soviet  dictator  Joseph  Stalin  vetoed 
a  plan  to  modernize  Russia's  communications  networks,  saying  of 
the  telephone,  and  I  quote,  "I  can  think  of  no  better  instrument  of 
counter-revolution." 

Just  a  few  months  ago  in  Vancouver,  the  first  democratically 
elected  leader  of  Russia  asked  President  Clinton  to  help  him  by  re- 
moving restrictions  on  the  sale  of  modern  telephone  equipment  to 
his  country. 

The  contrast  could  not  be  more  striking  than  the  comparison 
more  illustrative. 

In  the  information  age,  there  are  few  things  more  important  to 
political  and  economic  development  than  modern,  reliable  tele- 
communications. 
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When  Boris  Yeltsin  needed  to  communicate  news  from  the  Rus- 
sian Parliament  during  the  August  1991  coup,  he  relied  on  the  fax 
machine. 

When  reform-minded  protesters  in  Thailand  were  threatened  by 
troops  in  Bangkok,  they  communicated  by  cellular  phone. 

Wnen  President  Clinton  identified  open  radio  and  T.V.  broad- 
casts into  China  as  a  condition  for  renewing  MFN  trading,  he  un- 
derscored the  role  of  communications  in  political  reform. 

With  all  of  the  evidence  that  telecommunications  is  good  for  de- 
mocracy, one  might  think  that  exports  of  advanced  telephone 
equipment  to  Russia  and  China  would  be  permitted,  even  encour- 
aged. But,  in  fact,  restrictive  rules  on  telecommunication  exports 
still  exist,  left  over  from  the  cold  war  like  a  reminder  of  another 
age. 

Of  the  10  types  of  high  technology  still  regulated  by  COCOM, 
telecommunications  is  the  most  tightly  restricted.  Equipments  from 
fiberoptics  transmission,  software  for  digital  telephone  exchanges 
and  cellular  telephone  gear  are  regulated  as  potential  threats  to 
U.S.  national  security. 

Modern  telephone  networks  do  indeed  pose  a  threat  to  the  oppo- 
nents of  democracy.  For  years,  it  was  said  that  the  pen  was  mighti- 
er than  the  sword.  Today,  it  is  the  fax  machine  that  is  mightier 
than  the  assault  rifle  and  it  is  time  to  change  the  way  we  control 
telecommunications  exports. 

I  head  the  AT&T  business  unit  which  designs,  manufactures  and 
markets  transmission  systems  which  move  any  kind  of  information, 
voice,  video  or  data  from  any  point  to  any  other  point  anywhere  in 
the  world.  We  are  the  business  unit  that  won  the  1992  Malcolm 
Baldridge  national  quality  award  and  we  are  proud  of  that  and 
want  to  take  that  opportunity  to  improve  the  commerce  of  the 
United  States  through  the  excellence  that  we  have  in  telecommuni- 
cations. 

There  are  few  product  areas  which  better  illustrate  the  need  for 
change  in  COCOM  rules  than  fiberoptic  transmission  systems. 
These  high  speed  fiberoptic  networks  are  today's  information  su- 
perhighways, allowing  more  people  to  communicate  more  informa- 
tion more  reliably  at  lower  cost. 

Fiberoptic  cables  have  been  allowed  for  export  to  China  since  the 
mid-1980's  and  to  Russia  since  1992.  But  cable  laid  in  the  ground 
is  worthless  without  transmission  equipment  capable  of  sending  in- 
formation along  those  fibers. 

Most  such  equipment  in  use  today  is  on  long  distance  routes  and 
those  routes  in  the  United  States  can  carry  about  30,000  simulta- 
neous phone  calls  over  these  hair  thin  pairs  of  fibers.  COCOM 
rules  limit  transmission  equipment  for  Russia  and  China  to  about 
1900  simultaneous  calls  or  16  times  less  than  the  current  tech- 
nology, blowing  the  construction  of  fiber  networks  but  limiting  the 
number  of  calls  that  can  be  carried  over  them  is  like  helping  Rus- 
sia and  China  to  build  a  10-lane  superhighway  and  then  restricting 
its  traffic  to  a  few  horse-drawn  carriages. 

Change  in  COCOM  regulations  has  come  slowly.  So  slowly,  in 
fact,  that  controlled  countries  have  developed  their  own  advanced 
technologies  and  firms  from  countries  which  are  not  bound  by 
COCOM  rules  now  threaten  to  replace  us,  currently  the  leading 
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market  share  company  in  China,  with  these  high  capacity  trans- 
mission systems. 

Let  me  give  you  a  few  examples. 

These  pictures  that  you  see  before  you  were  taken  on  April  15, 
1993  by  AT&T  engineers  visiting  a  telephone  network  facility  in 
Shanghai,  China.  Tney  show  a  high-speed  optical  transmission  ter- 
minal which  was  indigenously  produced  in  China  using  commonly 
available  components.  It  operates  at  565  megabits  per  second  and 
simultaneously  transmit  about  7600  telephone  calls  or  roughly  four 
times  the  current  COCOM  limit. 

Our  engineers  noted  that  it  was  produced  with  the  latest  surface 
mount  device  technology  such  as  that  used  in  the  most  modern  of 
AT&T^s  manufacturing  facilities.  This  equipment  has  been  in  regu- 
lar operation  since  January  6,  1993  on  a  167-kilometer  route  be- 
tween the  eastern  Chinese  cities  Shanghai  and  Wuxi. 

And  you  can  see  on  the  chart  of  China  showing  the  cities  that 
are  interconnected  by  these  systems. 

But  even  if  controlled  countries  were  not  already  making  their 
own  equipment,  they  could  buy  it  legally  from  non-COCOM 
sources. 

Earlier  this  year,  one  of  our  competitors  based  in  Israel  delivered 
six  similar  but  more  advanced  fiberoptic  terminals  to  two  locations 
in  China.  In  April,  the  same  competitor  signed  a  contract  for  23 
more  systems  to  be  delivered  before  the  end  of  this  year.  Some  of 
the  equipment  will  be  used  on  an  800-kilometer  route  between  the 
cities  of  Nanjing  and  Wuhan.  The  equipment  is  the  direct  product 
of  Israeli  technology  and  the  company  has  sold  identical  systems  to 
many  customers,  including  the  national  telephone  companies  of 
both  Grermany  and  France. 

Although  this  equipment  exceeds  COCOM  parameters,  there  is 
nothing  illegal  or  improper  in  Israel  selling  it  and  nothing  illegal 
or  improper  in  China  buying  it.  Israel  is  not  a  member  of  COCOM 
and  is  under  no  obligation  to  cooperate  with  its  rules.  Other  non- 
COCOM  countries  such  as  India  will  soon  be  making  similar  equip- 
ment. 

Yesterday,  AT&T  presented  this  information  in  greater  detail  to 
the  Clinton  administration  in  a  foreign  availability  petition  filed 
with  the  Department  of  Commerce.  Our  petition 

Mr.  Gejdenson.  Can  I  interrupt  you  for  one  second? 

Mr.  Hughes.  Surely. 

Mr.  Gejdenson.  What  is  the  rough  value  of  one  of  these  sys- 
tems? Is  that  easily  attainable?  One  of  the  ones  like  the  Israelis 
just  sold? 

Mr.  Hughes.  A  rack  of  equipment  floor  to  ceiling  would  be  in  the 
range  of  a  quarter  of  a  million  U.S.  dollars. 

Mr.  Gejdenson.  A  quarter  of  a  million  dollars.  If  you  were  going 
to  sell  one  of  these  systems  to  China  right  now  at  565,  you  could 
not  do  it.  You  could  not  get  a  license. 

Mr.  Hughes.  We  could  not  do  it. 

Mr.  Gejdenson.  But  it  is  available  from  other  sources,  including 
Israel,  at  the  moment.  They  are  outside  of  COCOM  so  there  is  no 
limit  on  their  ability  to  sell  it. 

If  you  wanted  to  sell  this  system  to  Israel,  could  you  just  put  it 
on  a  truck  and  sell  it  to  Israel? 
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Mr.  Hughes.  Yes. 

Mr.  Gejdenson.  You  would  not  need  a  license. 

Mr.  Hughes.  That  is  correct. 

Mr.  Gejdenson.  So  we  can  sell  directly  to  Israel 

Mr.  Hughes,  I  am  not  saying  that  they  do  that. 

Mr.  Gejdenson.  No,  no,  no.  I  am  just  asking.  But  there  is  no 
need  for  a  license  to  Israel.  OK. 

Mr.  Hughes.  And  it  is  also — and  this  equipment  specifically  in 
these  photographs  was  designed,  developed  and  manufactured  in 
China  by 

Mr.  Gejdenson.  Actually,  the  staff  says  you  would  need  a  license 
to  sell  it  to  Israel  so  maybe  you  want  to  check  with  your  guys.  We 
think  you  would  need  the  license. 

Mr.  Hughes.  OK.  We  would  need  a  license  but  we  believe  we 
would  have  no  difficulty  in  getting  such  a  license. 

Mr.  Gejdenson.  Yes.  We  agree  with  that.  You  would  get  a  li- 
cense but  there  is  a  license  process  to  export  to  Israel. 

Mr.  Hughes.  Yes,  sir. 

Mr.  Gejdenson.  So,  there  is  obviously  no  problem  with  the  Chi- 
nese getting  these  systems  now.  Either  they  can  make  them  them- 
selves or  they  can  buy  them  from  the  Israelis,  but  they  cannot  buy 
them  from  you. 

Mr.  Hughes.  That  is  correct. 

Mr.  Gejdenson.  OK. 

Mr.  Manzullo.  Mr.  Chairman,  I  have  a  question. 

Mr.  Hughes,  what  is  the  policy  reason  for  COCOM  not  allowing 
the  intensity  of  those  lines  any  more  than  what  the  present  rules 
are? 

Mr.  Hughes.  I  am  sorry,  sir.  Could  you  say  the  part  of  that 
question 

Mr.  Manzullo.  You  stated  that  the  COCOM  rules  only  allow — 
was  it  1900  phone  calls  per  line? 

Mr.  Hughes.  Yes. 

Mr.  Manzullo.  And  your  lines  can  carry  30,000  phone  calls. 

Mr.  Hughes.  Yes. 

Mr.  Manzullo.  Is  there  a  policy  decision  behind  what  COCOM 
did?  Is  there  any  reason  given  for  such  a  small  limitation? 

Mr.  Hughes.  I  think  it  is  outdated  technological  rationale  and 
that  is  the  technology  has  improved  and  capabilities  of  non- 
COCOM  countries  and  indigenous  Chinese  manufacturer.  That  rule 
has  become  outdated. 

Mr.  Manzullo.  You  have  undoubtedly  tried  to  update  that  rule 
with  COCOM? 

Mr.  Hughes.  We  have,  yes,  argued  and  attempted  to  get  changes 
in  that  and  so  far  we  have  been  unable  to  get  changes  in  that.  And 
this  is  the  volume  of  information  that  is  going  through. 

Mr.  Manzullo.  That  is  why  we  are  here,  Mr.  Hughes.  We  want 
to  try  to  find  out.  Now,  how  long  have  you  been  trying  to  change 
that? 

Mr.  Hughes.  We  have  been  trying  for  about  3  years. 

Mr.  Manzullo.  Three  years.  And  this  equipment  that  holds  more 
lines  is  readily  available  from  other  countries  that  are  not  in 
COCOM.  From  Israel,  for  example. 
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Mr.  Hughes.  That  is  correct.  These  are  systems  that  operate  at 
622  megabits  per  second  and  the  COCOM  hmit  is  140  megabits  per 
second  or  the  1900  voice  conversations  per  pair  of  fibers. 

Mr.  Manzullo.  Mr.  Hughes,  thank  you. 

Mr.  Hughes.  So  yesterday  we  submitted  this  information  in 
much  greater  detail  to  the  Department  of  Commerce.  Our  petition 
which  was  accompanied  by  these  photographs  and  400  pages  of 
supporting  documentation  shows  that  high  sped,  fiber  optic  gear  is 
now  available  from  non-COCOM  sources  and  we  would  be  nappy 
to  give  any  one  of  you  a  copy  of  that  400  page  document  with  all 
of  that  documentation. 

We  hope  that  the  Commerce  Department  will  act  quickly  because 
in  the  competitive  marketplace  time  is  running  short.  AT&T  will 
have  lost  $110  million  in  sales  by  the  end  of  this  year  due  to  out- 
dated export  controls  on  transmission  equipment  and  will  lose  an 
additional  $50  million  to  $100  million  annually  through  the  end  of 
the  decade  if  controls  are  not  removed.  By  then,  annual  worldwide 
purchases  of  this  type  of  transmission  equipment  will  have  reached 
$5  billion  and  Russia  and  China  will  be  two  of  the  world's  largest 
markets. 

If  COCOM  rules  continue  to  prevent  AT&T  from  competing  on 
equal  terms  in  such  large  markets,  our  future  revenue  growth  and 
ability  to  sustain  employment  levels  will  be  at  risk. 

President  Clinton  can  promote  democracy  and  U.S.  economic  in- 
terests by  seeking  the  elimination  of  all  remaining  export  controls 
on  telecommunications  for  civilian  uses  in  Russia  and  China. 

In  1990  and  again  in  1991,  this  committee  passed  legislation 
which  would  have  required  just  that.  We  hope  the  new  administra- 
tion which  is  now  conducting  a  policy  review  on  COCOM  will  agree 
with  Congress  and  industry  on  the  need  for  major  changes. 

Mr.  Chairman,  more  than  a  half  century  ago  Joseph  Stalin  tried 
to  limit  the  spread  of  modern  telephone  technology.  Now  at  the 
dawn  of  a  new  age,  it  is  time  to  change  COCOM  that  is  doing  the 
same  thing. 

Thank  you  very  much. 

Mr.  Gejdenson.  Thank  you,  sir. 

[The  prepared  statement  of  Mr.  Hughes  appears  in  the  appen- 
dix.] 

Mr.  Dwyer,  I  guess,  will  go  next. 

STATEMENT  OF  TIM  DWYER,  VICE  PRESIDENT  AND  GENERAL 
MANAGER  OF  INTERCONTINENTAL  OPERATIONS,  SUN 
MICROSYSTEMS,  INC.  ON  BEHALF  OF  THE  AMERICAN  ELEC- 
TRONICS  ASSOCIATION;  ACCOMPANIED  BY  JOHN  GAGE,  DI- 
RECTOR,  THE  SCIENCE  OFFICE,  SUN  MICROSYSTEMS  LAB- 
ORATORIES 

Mr.  Dwyer.  Mr.  Chairman,  members  of  the  subcommittee,  I  am 
Tim  Dwyer,  Vice  President  of  Sun  Microsystems.  Accompanying  me 
is  John  Gage,  director  of  our  science  office. 

On  behalf  of  the  American  Electronic  Association,  we  appreciate 
this  opportunity  to  testify  about  computer  export  controls  before 
the  House  Foreign  Affairs  Subcommittee  on  Economic  Policy,  Trade 
and  Environment. 
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I  would  like  to  have  our  written  statement  submitted  for  the 
record. 

Mr.  Gejdenson.  Without  objection. 

Mr.  DwYER.  Mr.  Chairman,  why  we  are  here,  the  AEA  represents 
2.3  million  employees,  which  is  more  than  steel,  automobile  and 
aerospace  industries  combined  in  the  United  States. 

Sun  Microsystems  has  grown  from  zero  dollars  to  $4  billion  in  10 
vears  and  from  15  people  to  13,000  employees  during  that  time,  all 
cased  on  high  technology.  Fifty  percent  of  our  business  comes  from 
exports. 

We  are  talking  about  export  controls  on  computers  today  and 
this  is  what  our  policy  is  trying  to  control.  What  I  would  like  to 
do  is  just  off  the  record  do  a  little  dog  and  pony  show. 

Mr.  Gejdenson.  Everything  is  on  the  record  here  but  we  do  not 
mind  dog  and  pony  shows. 

Mr.  DwYER.  This  is,  as  you  know,  a  Fed  Ex  package.  And  this 
is  a  supercomputer  or  pieces  of  it.  Let  me  just  show  you  very  brief- 
ly what  this  is. 

Mr.  Gejdenson.  Maybe  you  could  take  Mr.  Gage's  mike  and  just 

f)oint  it  straight  up,  it  might  catch  your  voice.  Just  bend  it  up  a 
ittle,  I  think  it  might  catch  you. 

Mr.  Dwyer.  ok.  Is  that  a  little  better? 

Mr.  Gejdenson.  Oh,  here  you  go. 

Mr.  Dwyer.  OK  We  will  pass  this  board  around  a  little  later  but 
this  is  basically  a  printed  circuit  board  that  holds  the  entire 
supercomputer  except  for  some  parts  which  I  will  plug  in  in  a 
minute.  And,  as  vou  know,  exports  are  controlled  by  a  thmg  called 
MTOPS  and  I  will  go  through  that  with  you  in  a  minute. 

When  you  get  this,  you  will  see  that  there  is  a  section  here  for 
memory.  And  this  is  produced  in  Japan  in  Korea,  so  the  Korean 
memory  is  openly  available  to  anyone  in  the  world.  The  Japanese 
memory  is  more  controlled. 

Then  there  is  a  series  of  chips  all  along  here  that  are  produced — 
in  fact,  some  of  them  are  produced  in  the  PRC  and  others  are  pro- 
duced in  other  countries  around  the  world.  So  the  chips  themselves 
are  openly  available. 

The  printed  circuit  board  technology  is  probably — this  board  may 
come  from  Malaysia,  I  do  not  know  exactly  which  factory  this  one 
came  from,  but  printed  circuit  board  technology  is  widely  available 
also. 

So  what  Sun  does  is  they  do  their  design  of  this  and  they  imple- 
ment it  and  other  countries  like  Korea  and  Taiwan  also  do  their 
design  of  these  boards  and  they  implement  them. 

Now,  this  item  used  to  take  up  an  entire  room  and  have  a 
plumbing  system  in  there  to  cool  it  and  what  have  you.  This  is  a 
66  mega-TOPS  CPU  board.  I  stick  it  in  my  pocket,  carry  it  on  the 
plane,  goodbye.  It  just  plugs  into  the  back  of  this  and  that  is  it. 
You  have  a  66  mega-TOPS  system. 

This  is  a  two-CPU  version  which  is  now  132  mega  TOPS.  It  is 
MTOPS. 

Mr.  Gejdenson.  This  is  on  the  market  today? 

Mr.  Dwyer.  This  is  on  the  market  today.  This  also  plugs  right 
into  the  back.  It  has  the  same  little  fitting  on  the  back,  so  you  can 
pull  one  out  and  you  put  the  other  one  in.  As  of  July  1st,  we  will 
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have  this  board  with  these  sets  now  also  mounted  on  the  back,  so 
the  130-some-odd  will  become  260-some-odd. 

So  now  the  definition  of  a  supercomputer  is  190-some-odd 
MTOPS.  We  now  will  have  a  260-MTOP  computer.  It  all  fits  on 
this  board.  The  parts  are  all  available  from  around  the  world. 

This  board  is  the  board  that  powers  this  computer,  so  what  goes 
with  this  is  a  piece  of  plastic  grounded,  a  computer  monitor  made 
by  Sony,  a  keyboard,  a  CD-ROM  over  here  and  a  disc  drive  and 
tnat  is  the  sum  total  of  that  supercomputer.  And  Mr.  Gage  will 
talk  about  this  a  little  bit  more. 

Mr.  Gejdenson.  Let  me  just  ask  one  quick  question.  What  you 
are  saying  is  that  basically  that  is  a  486  or  a  586,  the  base  of  tnat 
computer? 

Mr.  DwYER.  These  are  called  SPARC  Station  lO's.  We  use 
SPARC  chips.  The  486 — 586  actually  is  a  very  comparable  chip  to 
this. 

Mr.  Gejdenson.  OK.  So  a  586,  in  the  terminology  that  at  least 
I  am  used  to 

Mr.  DwYER.  Sure.  That  is  fine. 

Mr.  Gejdenson  [continuing].  Computer  is  what  we  are  looking 
at  in  the  end. 

Mr.  DwYER.  The  586,  that  has  not  come  to  market  yet  but  that 
will  come  to  market  very  shortly. 

Mr.  Gejdenson.  That  is  what  we  are  looking  at. 

Mr.  Dwyer.  Yes. 

Mr.  Gejdenson.  And  then 

Mr.  Dwyer.  What  is  the  difference  between  these  two? 

Mr.  Gejdenson.  By  adding  that  card  in,  when  you  finish  adding 
the  double,  the  back,  that  will  be  faster  than  the  standard  for 
supercomputer  export  license. 

Mr.  Dwyer.  Yes.  Once  I  put  this  double  sided  board  in,  that  will 
be  260-some-odd  MTOPS.  And  he  is  going  to  actually  show  this  in 
a  little  bit  here. 

The  only  difference  between  this  computer  and  this  computer  is 
basically  the  size  of  the  storage  in  it.  This  is  made  for  bigger  com- 
mercial applications  like  banks,  insurance  companies  and  what 
have  you.  And  this  one,  traders  in  the  stock  exchange  and  those 
types  of  people  use  these. 

So  I  guess  the  question  is  why  are  we  trying  to  control  computers 
at  all?  These  things  are  commodity  items. 

If  the  committee  were  to  come  away  from  this  hearing  with  one 
message  today,  it  should  be  this:  U.S.  export  control  policy  is  nur- 
turing foreign  competition  by  denying  the  U.S.  computer  industry 
access  to  foreign  markets,  markets  that  are  open  to  our  non- 
COCOM  competitors. 

U.S.  export  control  policy  cannot  prevent  or  control  the  spread  of 
technology.  U.S.  export  control  policy  does  not  help  the  country's 
economic  security.  U.S.  export  control  policy  is  not  effective  in  pro- 
tecting our  national  security. 

How  is  this  happening?  Here  are  some  of  the  major  problems. 

1.  COCOM  continues  to  require  validated  licenses  for  exports  of 
personal  computers,  workstations  and  higher  powered  computers. 
This  is  incomprehensible,  given  that  non-COCOM  countries  such  as 
Taiwan,  Korea,  India  ana  others  make  these  same  machines  and 
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export  them  without  the  restrictions  imposed  by  the  United  States 
and  its  allies.  By  the  way,  in  Russia,  for  example,  the  users  of 
these  are  oil  and  gas,  manufacturers  of  trucks,  new  banks,  univer- 
sities and  all  parts  of  the  military  conversion  program.  They  will 
either  buy  these  from  the  United  States  or  they  will  buy  them  from 
Korea  and  Taiwan. 

Is  this  on?  It  sounds  like  this  system  is  off.  Is  it? 

Mr.  Gejdenson.  We  may  need  a  better  computer  to  run  our  sys- 
tem, [Laughter.] 

Mr.  Gejdenson.  It  seems  to  be  either  off  or  dying. 

Mr.  DwYER.  Do  you  want  me  to  shout? 

Mr.  Gejdenson.  Try  plugging  in  that  other  one.  See  if  that 
works  again, 

Mr.  DwYER.  There  we  go.  OK  Somebody  does  not  want  me  to 
talk  about  this  subject.  OK. 

2.  Controls  on  exports  of  computers  that  the  U.S.  Government  ar- 
bitrarily defines  as  supercomputers  have  exhausted  high  perform- 
ance computer  companies  with  onerous  and  costly  conditions  for  ex- 
port. Now  these  controls  are  going  after  lower  level  workstations 
and  even  personal  computers  that  are  increasing  in  power  and 
bumping  into  and  in  fact  overriding  the  supercomputer  definition. 

The  cost  to  the  customer  of  comply  with  these  conditions 

Mr.  Gejdenson.  I  think  you  can  put  down  the  hand-held  and 
unplug  it.  The  other  one  now  works. 

Mr.  DwYER.  Now  we  are  back  in  business? 

Mr.  Gejdenson.  I  think  so. 

Mr.  DwYER.  It  sounds  like  it. 

The  cost  to  the  customer  to  comply  with  these  conditions  could 
in  some  cases  equal  or  exceed  the  price  of  the  computer  itself. 

Just  a  personal  experience  of  mine,  I  was  in  a  bank  and  an  in- 
surance company  in  Hungary  and  they  were  subject  to — they  had 
this  supercomputer  definition  type  of  material  in  there  that  was  ob- 
tained from  either  the  United  States  or  one  of  the  Western  allies 
and  when  I  tried  to  leave  the  place  I  could  not  get  out.  I  had  to 
go  and  find  someone  with  a  card.  It  had  a  locked  room,  24-hour 
guard  and  it  goes  on  and  on  and  on. 

So  these  computers,  the  one  on  the  far  end  that  I  mentioned, 
roughly  a  20-some-odd  thousand  dollar  computer,  might  require 
$200,000,  $300,000  a  year  of  just  controls  to  keep  the  computer 
under  the  right  type  of  mandated  controls. 

Mr.  Gejdenson.  Unless  you  bought  it  from  somebody  else. 

Mr.  DwYER.  If  you  bought  it  from  Korea  and  Taiwan,  there  is  no 
problem.  You  might  think  about  this  as  a  customer.  If  I  am  talking 
to  you  about  buying  this  and  my  Korean  compatriot  is  sitting  over 
there  and  we  are  selling  fundamentally  something  very  similar  and 
he  says  I  will  deliver  it  tomorrow  and  I  say  fill  in  all  this  paper- 
work and  I  will  get  it  to  you  in  3  months  and,  by  the  way,  hire 
a  guard  and  so  on,  you  know  who  you  are  going  to  buy  it  from  and 
we  are  going  to  be  out  of  business. 

3.  The  U.S.  Government  continues  to  unilaterally  control  comput- 
ers for  nuclear  proliferation  reasons  in  spite  of  a  27-nation  inter- 
national agreement  not  to  control  them.  The  United  States  was  a 
party  to  this  agreement  and  it  appears  to  have  changed  its  mind. 
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All  this  is  happening  at  a  time  when  the  American  computer  in- 
dustry is  facing  a  challenging  competitive  environment.  Over  the 
past  2  years,  the  industry  has  seen  sluggish  sales  and  lower  prof- 
its, a  10  percent  reduction  in  workforce  and  a  trade  deficit  increas- 
ing from  $845  million  to  $5  billion  over  these  last  few  years. 

The  Government's  answer? 

It  is  going  again. 

Mr.  Gejdenson.  Maybe  we  should  check  with  the  Central  Intel- 
ligence Agency.  [Laughter.] 

Mr.  DwYER.  The  Government's  answer?  1992  exports  of  comput- 
ers required,  as  you  mentioned  earlier  8700  license  applications  for 
approval  by  the  Government  representing  $10.2  billion  worth  of 
sales.  That  is  more  than  one-third  of  all  export  licenses  required 
by  the  Government  and  almost  one-half  the  total  value  of  exports 
requiring  some  form  of  license. 

Potential  lost  sales  from  export  controls  are  difficult  to  quantify 
but  we  do  know  that  smaller  companies  are  so  daunted  by  the  com- 
plexity of  the  regulations  that  they  simply  forego  attempting  to 
enter  foreign  markets.  And  there  is  also  the  example  I  gave  earlier 
of  why  would  they  not  buy  from  a  Korean  or  Taiwanese  company? 

By  the  way,  they  are  doing  it  very  legitimately.  There  are  no  in- 
tellectual property  problems  here,  there  are  no  COCOM  problems. 
It  is  just  like  Mr.  Hughes  mentioned  in  the  telecommunications 
case. 

The  fact  of  the  matter  is  that  advanced  computer  technology  rap- 
idly becomes  commodity  and  consumer  technology.  This  is  because 
the  hardware,  software  and  skill  sets  required  to  build  and  operate 
mid  range  machines  diffuse  easily  throughout  global  markets.  This 
inescapable  fact  renders  export  controls  ineffective.  Ail  these  people 
go  to  U.S.  universities  and  they  are  mobile  and  they  go  all  over  the 
place. 

Let  me  start  this  discussion  with  a  brief  overview  of  the  export 
controls  that  the  computer  industry  must  deal  with  in  its  day-to- 
day operations  and  I  will  be  brief  on  this  part. 

The  United  States  and  its  COCOM  allies  currently  require  an  ex- 
port license  for  any  computer  operating  above  12.5  MTOPS.  This 
is  not  very  high,  as  you  know.  This  is  the  level  of  a  very  small  per- 
sonal computer,  one  that  costs  about  $1,000  or  $1,500.  Anything 
below  that  is  considered  decontrolled.  This  rule  has  been  out  of 
date  since  it  went  into  effect  2  years  ago. 

Meanwhile,  many  non-COCOM  countries  are  now  churning  out 
systems  in  the  50  MTOPS  range  and  above. 

Mr.  Gejdenson.  Fifty?  Five-zero? 

Mr.  DwYER.  Yes.  Easily.  And  exports  of  these  systems — that  is 
some  of  them.  I  will  get  to  the  other  ones  in  a  minute  here. 

And  exports  of  these  systems  do  not  require  licenses  from  these 
governments.  That  is  the  key  to  the  problem.  They  do  not  have  the 
same  controls  as  we  do,  if  they  have  any  at  all.  And  I  do  not  believe 
they  will  truly  conform  to  COCOM  controls,  no  matter  how  hard 
our  Government  tries. 

I  say  this  for  two  reasons:  one,  their  economies  are  export  driven. 
If  they  do  not  export,  they  remain  underdeveloped  countries.  They 
put  into  practice  the  notion  that  economic  security  is  vital  to  a 
country's  national  security  and,  two,  they  correctly  believe  that 
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commodity  level  technology,  which  is  what  we  are  talking  about  or 
claiming  to  talk  about  here,  is  inherently  uncontrollable.  It  moves 
quickly,  broadly  and  anyone  who  really  wants  to  get  it  can  get  it. 

Let  me  turn  briefly  to  the  issue  of  supercomputer  controls.  Cur- 
rently, our  industry  is  subjected  to  two  serious  problems. 

First,  some  time  ago,  the  government  decided  that  special 
supercomputer  export  controls  should  be  imposed  on  machines  that 
operate  at  195  MTOPS.  A  computer  at  this  level  is  a  workstation 
that  fits  on  or  beside  the  desk,  as  I  showed  you  before.  Current 
true  supercomputers  operate  at  20,000  MTOPS,  so  the  regulation 
is  at  195  and  current  supercomputers  are  at  20,000  which  is  100 
times  the  speed  requiring  controls. 

I  do  not  need  to  remind  this  committee  that  the  provision  you 
passed  2  years  ago  for  indexing  performance  of  computers  was  the 
correct  conceptual  approach.  Right  now,  the  definition  would  be,  if 
that  had  been  implemented,  4000  MTOPS  instead  of  the  195.  The 
administration  even  said  it  would  index  but  it  has  not  so  far. 

Second,  these  special  controls  consist  of  up  to  34  complex  and 
costly  security  conditions  that  are  imposed  on  both  customers  and 
the  exporters.  We  are  required  to  have  people  also  involved  in  this. 

These  conditions  run  into  the  tens  of  thousands  of  dollars  per 
computer  or  higher  for  both  workstations  and  for  higher  performing 
machines.  Sometimes  the  costs  greatly  exceed  the  price  of  the  com- 
puter itself.  Customers  have  in  many  cases  thrown  up  their  hands 
and  gone  elsewhere.  In  fact,  a  lot  of  them  have. 

Let  me  give  you  an  example.  A  3-year  government-imposed  delay 
in  the  sale  of  a  Cray  computer  to  a  weather  research  office  in 
India,  I  guess  you  know  about  this  story,  resulted  in  the  Indians 
actually  developing  their  own  machine  out  of  frustration.  Now 
American  high  performance  computer  manufacturers  have  a  new 
competitor  in  India,  Param.  This  is  a  direct  result  of  U.S.  export 
controls. 

Due  to  this  short-sighted  policy,  the  U.S.  Grovemment  lost  the 
ability  to  control  the  end  use  of  the  technology  and  prevent  diver- 
sion to  unacceptable  countries  and  American  manufacturers  lost 
the  market. 

The  bottom  line  is  these  controls  are  seriously  impeding  the  abil- 
ity of  U.S.  companies  to  sell  leading  edge,  high  performance  com- 
puters in  the  global  market.  A  number  of  firms  have  invested  heav- 
ily in  high  performance  chips  and  systems  and  must  gain  wide  user 
acceptance.  We  must  gain  global  acceptance  of  these  early  in  the 
life  cycle  of  these  products  in  order  to  ensure  future  sales  and  suc- 
cess. 

Supercomputer  controls,  by  creating  an  artificial  advantage  for 
foreign  products,  impede  this  initial  acceptance  and  penalize  U.S. 
companies  for  being  at  the  leading  edge  of  computer  technology. 

As  I  have  been  getting  at,  much  of  our  problem  with  export  con- 
trols is  based  on  foreign  availability.  We  are  controlling  exports 
and  others  are  not.  The  Commerce  Department  has  a  study  due  in 
August  that  we  believe  will  prove  significant  foreign  availability 
and  require  decontrol  at  much  higher  levels,  potentially  up  to  206. 

Now,  this  machine  I  showed  you  on  the  right  over  here  when  I 
went  through  that,  there  are  companies  in  Korea  and  Taiwan,  as 
I  said  who  do  this.  They  do  the  66  MTOPS.  They  are  selling  this 
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machine  and  keep  in  mind  that  this  is  upgradable.  Once  you  buy 
this,  you  later  buy  this  piece  and  then  you  can  later  buy  the  piece 
with  the  two  other  sides  on  it  and  as  time  goes  on  you  just  trade 
that  one  in  and  you  plug  this  one  in.  So  that  fundamentally  is  the 
basic  supercomputer.  The  pieces  just  have  to  be  added  to  it. 

The  Koreans  and  Taiwanese  very  legitimately  are  making  these 
and  selling  them  in  Russia  and  in  the  People's  Republic  of  China 
and  throughout  that  region,  Eastern  Europe.  And  we  are  prohib- 
ited from  selling  those  in  that  full  architecture. 

Let  me  take  a  moment  to  describe  how  the  computer  industry  op- 
erates, at  least  from  Sun's  perspective  and  how  it  promotes  foreign 
availability.  Today  the  industry  has  what  is  known  as  open  com- 
puter architectures.  This  makes  it  simple  and  cheap  for  foreign 
competitors  to  make  clones  of  U.S.  computers  without  investing  sig- 
nificant R&D  or  having  access  to  any  proprietary  U.S.  origin  tech- 
nology, so  it  is  open. 

In  Sun's  case,  our  SuperSPARC  chip,  this  is  the  one  I  showed 
over  here,  is  a  66  MTOPS  chip  and  is  basically  the  brains  of  many 
of  our  workstations.  The  chip  is  made  by  Texas  Instruments  and 
others  and  is  shipped  in  volume  without  controls  to  companies  in 
Taiwan  and  Korea.  Companies  there  take  an  average  of  3  to  5 
months  to  build  large  quantities  of  clones  with  these  chips  inside. 

Many  of  these  workstations  that  Sun  builds  and  exports  allow 
the  user  to  snap  in  the  three  SuperSPARC  modules  that  I  just 
showed  you.  Each  is  about  the  size  of  a  silver  dollar  like  the  assem- 
bly of  a  LEGO  kit. 

I  would  like  to  let  John  Gage  demonstrate  how  some  of  this  is 
all  done. 

Mr.  Gage.  Well,  what  I  thought  I  would  first  do  is  steal  some  of 
Greg's  slides  here.  Well,  I  will  not  put  them  all  back  up  because 
you  can  see  them  all.  There  are  numbers  up  there — maybe  I  will 
trade  microphones. 

There  are  numbers  up  there  that  are  interesting.  They  are  the 
speed  that  you  can  move  data  along  a  fiber.  And  actually  the  better 
numbers  to  use,  instead  of  140,  use  155  and  instead  of  565,  use 
622.  You  cited  both  those  numbers.  These  are  the  new  standards 
for  all  telephones  in  the  world.  If  you  have  a  central  office  in  To- 
peka  and  it  talks  to 

Mr.  Gejdenson.  It  is  622? 

Mr.  Gage.  Six-two-two.  Six  hundred  twenty-two  megabits.  And 
155  is  the  other  number.  These  are  just  the  standards  now  for  mov- 
ing the  little  atoms  of  information,  digital  atoms,  along  all  the 
phone  systems  of  the  world. 

Mr.  Gejdenson.  This  is  both  the  fiber  optic  cable  that  you  rim 
between  places,  either  in  bundles  or  what  have  you,  but  more  im- 
portant that  is  the  co-processor  or  what  have  you,  the  station 
where  all  the  information  comes  in  to. 

Mr.  Gage.  This  is  the  information — I  could  do  it  on  this  wire  but 
not  for  very  far.  I  could  do  it  on  a  little  better  wire  across  the  room, 
around  Raybum.  I  could  do  it  from  here  to  downtown  on  cable  co- 
ax, but  it  would  be  better  to  use  fiber.  The  better  the  wire,  the  fast- 
er it  goes. 

Mr.  Gejdenson.  Right. 
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Mr.  Gage.  So  what  he  builds  is  the  world's  best  fiber  and  then 
the  stuff  at  the  ends  that  shines  the  laser  down  the  fiber  to  make 
all  this  information  move. 

But  the  new  way  the  information  is  broken  into  packets  has  been 
standardized  by  CCITT,  that's  the  world  standards  body,  and 
AT&T  and  Fujitsu  and  Alcatel  and  Siemens  and  Northern  Telecom. 
Everybody  is  making  switches,  phone  switches,  that  use  this  ATM, 
it  is  called,  asynchronous  transfer  mode.  We  love  the  telecommuni- 
cations industry  for  these  unpronounceable  words.  But  those  are 
the  new  atoms  that  are  being  switched. 

Five  weeks  ago,  on  the  floor  of  House  Telecom  we  just  built  one 
of  these.  We  built  exactly  that,  a  little  box,  the  same  size  as  this 
thing,  which  switches  these  ATM  packets.  It  is  just  what  they 
bought  for  Atlanta,  Bell  South  just  bought  it  for  Atlanta  about  4 
weeks  ago,  not  from  AT&T  but  from  Fujitsu.  All  the  city  switches. 
And  those  switch  these  little  packets.  And  it  plugs  now  right  into 
the  back  of  computers.  So  everybody — it  is  the  merger  of  telephony 
and  computing.  It  is  the  same  atom  at  the  bottom  that  will  link  ev- 
erything together. 

This  is  very  important  because  it  makes  it  cheap.  So  with  a 
world  standard,  then  somebody  can  buy  something  anywhere  and 
plug  it  in.  Except,  of  course,  in  this  room  where  you  do  not  have 
a  way  to  plug  in  to  anything.  [Laughter.] 

Mr.  Gage.  So  we  built  this  over  in  House  Telecom,  we  just  put 
the  little  switch  up  and  we  ran  a  fiber  in  that  case  but  also  twisted 
pair  and  plugged  in  about  six  computers  and  all  the  stuff  came  into 
this  central  office  switch  sitting  right  there  and  it  switched  video, 
audio.  So  you  will  see  the  rest  of  this  week  all  this  news  from  the 
cable  T.V.  conference  in  San  Francisco,  Time-Warner  making  a 
deal  with  somebody  and  everybody  trying  to  make  deals.  They  are 
attempting  to  figure  out  to  sell  "Terminator  2"  or  Sylvester 
Stallone  in  little  ATM  atoms  across  a  fiber  into  every  home  in  the 
United  States  and  in  the  world.  That  is  a  huge  market  and  it  is 
all  made  possible  by  these  standards. 

So  I  thought  I  would  discuss  that  because  in  Beijing  3  years  ago 
I  stood  inside  the  fiber  optic  network  linking  30  separate  research 
institutes  all  with  slower  versions  of  this  that  we  could  provide  to 
the  physicists  and  so  forth  in  China.  They  built  their  own  fiber 
optic  link  and  they  will  use  these  world  standards  and,  as  you  can 
see,  they  are  building  this  stuff  right  now  throughout  China.  China 
is  rocketing  forward. 

My  major  point  there  was  just  to  emphasize  that  the  convergence 
of  telecommunications  and  computing  mean  that  these  things  can 
be  telephone  switches,  which  is  a  little  bit  of  a  competitive  world 
because,  you  know,  because  AT&T  lost  the  PBX  market  in  some 
sense  10  years  ago.  You  recall  when  AT&T  would  tell  you  if  you 
plug  something  that  is  not  made  by  AT&T  into  the  network  it  will 
go  up  in  smoke?  Well,  those  days  changed  because  if  you  standard- 
ize the  interface  so  everybody  can  build  it 

Mr.  Gejdenson.  Do  you  want  rebuttal  time  on  this,  Mr.  Hughes? 

Mr.  Gage.  Yes,  he  does.  He  does.  [Laughter.] 

Mr.  Gejdenson.  He  has  probably  got  a  pitch  coming  for  his  new 
computers  that  he  is  selling  here. 
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Mr.  Hughes.  The  leading  market  share  in  the  world  in  PBX  is 
AT&T. 

Mr.  Gage.  There  is,  I  think,  over  50  percent  of  the  lines  sold  now 
in  the  United  States  are  not  from  AT&T,  of  the  newly  switched 
PBXs.  Anj^way,  we  will  discuss  this.  It  just  means  that  it  is  con- 
verging so  that  means  there  is  more  competition  and  it  means  it 
is  cheaper  which  means  everybody  is  better  off  because  everything 
is  able  to  be  purchased  in  a  competitive  way. 

The  second  point  I  wanted  to  make  is  that  the  people  that  make 
this  stuff,  you  have  in  your  hand  there  a  chip.  That  is  just  like  the 
486/586  INTEL  chip.  There  are  only  four  or  five  interesting 
microprocessors  that  will  survive  in  the  next  5  years.  One  of  them 
is  from  INTEL  because  INTEL  has  unlimited  amounts  of  money 
and  will  always  try  to  dominate  the  world  market  and  they  make 
wonderful  chips.  One  is  from  IBM,  Motorola  and  Apple,  a  consor- 
tium. It  will  look  just  like  that  chip,  a  little  round  thing.  The  third 
is  the  SPARC  chip  that  Fujitsu  and  Sun  and  Texas  Instruments 
and  a  hundred  other  companies  will  use  in  all  their  computers. 
And  there  may  be  a  survivor  out  of  DEC  that  may  make  their 
Alpha  chip  just  another  silver  dollar  but  if  they  can  get  enough  vol- 
ume they  may  survive  with  that  one.  And  maybe  Hewlett-Packard's 
chip  may  survive.  After  that,  there  are  not  any  more  that  you  will 
get  in  volume  inside  computers.  That  is  it. 

So  all  of  them,  if  you  plot  them  on  a  chart,  go  up  at  the  same 
rate  of  speed  as  people  devote  engineering  dollars  to  make  them  go 
fast. 

Who  are  the  designers?  This  group  of  people  sitting  behind  the 
dias  here  compose — if  I  just  relabeled  you,  you  are  the 
microprocessor  designers  of  the  world.  It  is  just  a  handful.  And 
where  did  they  go  to  school?  All  around  the  world  but  if  you  look 
at  the  U.S.  situation,  the  National  Science  Foundation  a  year  ago 
looked  at  assistant  and  associate  professors  in  electrical  engineer- 
ing, not  the  tenured,  one  level  down,  the  people  that  teach  the 
courses.  Seventy-five  percent  non-U.S.  citizen.  That  is  a  very  telling 
number. 

Where  are  the  smart  people  coming  from?  India,  Taiwan. 

So  because  of  Congressman  Manzullo's  reputation  for  wanting 
every  detail  precisely  right,  what  my  job  is  is  to  show  exactly  what 
Tim  mentioned. 

This  is  a  machine  that  is  running  well  below  supercomputer 
level.  It  is  just  computing,  it  has  all  sorts  of  things  on  it. 

What  we  are  going  to  do  to  just  dot  the  I  and  cross  the  T  is  we 
are  going  to  kill  it. 

Mark,  if  you  would  just  kill  it. 

We  are  going  to  put  this  board  in 

Mr.  DWYER.  That  is  a  single  processor,  right? 

Mr.  Gage.  Yes.  Actually,  I  think  it  is  using  two  processors  at  the 
moment. 

And  what  we  are  going  to  do  is  put  this  in.  You  held  these  exact 
chips  in  your  hand  just  a  minute  ago.  We  will  shove  it  in  and  this 
will  then  at  that  moment  become  a  supercomputer. 

So  go  ahead  and  do  that,  Mark,  if  you  would.  Just  kill  it,  turn 
it  off,  stick  it  in. 
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In  another  iteration,  it  will  not  have  to  be  turned  off,  you  just 
shove  it  in  and  it  works. 

Now,  the  moment  that  he  has  that  in  there 

Mr.  DWYER.  That  is  the  same  board,  he  just  plugged  the  chips 
into  it. 

Mr.  Gage.  It  is  just  the  same  thing  you  had. 

Mr.  DwYER.  So  we  did  not  have  to  go  through  the  plugging  in 
operation. 

Mr.  Gage.  There  they  are,  the  same  thing.  It  has  a  half  gigabyte 
of  memory  or  something  on  it.  He  just  shoves  it  in,  turns  it  on,  it 
starts  up  and  this  is  a  supercomputer,  all  right? 

So,  wnat  happens?  If  we  are  in  London  or  in  Paris,  you  people 
at  the  door  lock  it  because  we  cannot  have  foreigners  around  where 
there  is  a  supercomputer.  Anyone  that  is  of  foreign  origin,  sorry. 
Goodbye. 

So  nobody  can  come  in,  nobody  can  come  out. 

Tim,  do  you  have  a  sidearm?  You  have  to  stay  here  24  hours  a 
day  to  guard  this  thing. 

Well,  these  are  the  rules  in  this  document  right  here  that  lists 
country  by  country. 

Are  you  Swedish?  Oh,  well,  you  are  in  trouble  now.  You  have  to 
have  somebody  here  24  hours  a  day,  they  have  to  have  an  ID.  Any- 
body that  is  an  alien  or  if  you  know  an  alien  or  might  even  have 
talked  with  an  alien,  I  am  terribly  sorry. 

So  here  is  our  supercomputer  up  and  running. 

So  we  at  this  moment  are  well  beyond  the  export  regulations 
and,  as  you  can  see,  you  can  put  it  in  your  pocket.  So  that  is  my 
second  major  point. 

The  third  point  is  if  we  had  a  link  to  the  world  outside,  there 
are  15  million  people  in  the  world  today  on  the  Internet.  The 
Internet  links  every  scientific  and  engineering  organization  in  the 
world  so  everything  you  say  could  be  put  into  digital  packets,  be 
on  the  Internet  ana  be  heard  by  people  in  130  countries  right  now. 
It  exists  and  it  links  everybody  and  when  those  people  that  went 
to  MIT  but  who  originallv  came  from  Taiwan  or  China  or  some 
place  else  send  notes  to  their  friends,  it  just  goes  on  the  Internet 
and  everybody  gets  to  learn  what  somebody  discovered  just  a  mo- 
ment ago. 

And  the  end  result  of  this,  when  the  lines  get  fast  and  the  net- 
works are  fast,  it  does  not  matter  that  this  computer  is  in  this 
room  because  that  155  megabit  line  provided  by  Gre^  Hughes  or 
the  622  goes  out,  joins  with  friends,  goes  to  any  place  in  the  world 
and  you  use  this  computer  from  there  as  if  it  is  next  door.  So  the 
inevitable  speed  up  of  the  networks  means  it  does  not  matter 
where  the  computer  is. 

Mr.  Gejdenson.  Let  me  just  interrupt  you  for  one  second. 

So  one  of  the  arguments  you  are  making  is  that  using  the 
fiberoptic  cable  we  have  in  this  country,  and  with  this  computer 
that  you  can  configure  in  your  home  to  supercomputer  speed,  you 
can  ao  the  processing  here  and  then  with  a  standard  phone  line 
send  the  answers  anywhere  in  the  world. 

Mr.  Gage.  Exactly.  In  January,  we  took  the  Washington  Conven- 
tion Center,  500  U.S.  companies  put  computers  into  the  convention 
center  at  the  Interop  Conference  and  linked  across  a  155  megabit 
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line  to  California  and  used  computers  in  California,  in  this  case, 
generating  video,  as  Time-Warner  wants  to  do  in  Orlando,  and  sent 
it  across  and  it  hit  the  floor  and  went  out  to  1000  computers  on 
the  floor. 

Mr.  Gejdenson.  Let  me  ask  you  this  question,  as  long  as  we  are 
right  here.  This  is  now  supercomputer  speed? 

Mr.  Gage.  Yes. 

Mr.  Gejdenson.  OK.  But  it  is — ^what  did  you  say,  about  200 
MTOPS? 

Mr.  Gage.  I  think  206  or  260. 

Mr.  Gejdenson.  Two  hundred  sixty  MTOPS.  OK  And  that  one 
we  can  make.  What  is  my  486/50  in  MTOPS?  Four?  Eighteen? 
What  did  you  say  before? 

Mr.  Gage.  Eighteen. 

Mr.  Gejdenson.  Eighteen.  OK  So  18,  260  and  20,000  is  the 
Cray  type  supercomputer. 

Mr.  Gage.  Yes. 

Mr.  Gejdenson.  Now,  I  am  a  scientist  trying  to  develop  the 
mathematics  to  build  a  nuclear  bomb,  an  atomic  bomb  of  some- 
thing, and  I  have  to  run  formulas  that  are  very  complicated,  that 
is  why  I  want  the  supercomputer.  If  I  am  a  terrorist  country  trying 
to  make  a  bomb,  and  if  I  am  using  a  Cray  to  do  one  of  these  com- 
plicated formulas,  is  there  any  way  for  those  of  us  who  are  not  sci- 
entists to  figure  out  what  that  means  as  compared  to  the  scientist 
trying  to  do  it  on  the  one  you  just  built  at  260  or  at  18? 

Are  we  talking  about  years  difference  in  computing  time? 

Mr.  Gage.  Well,  if  you  are  trying  to  build  the  bornb,  you  do  what 
John  Aristotle  Philips,  the  Princeton  senior  and  a  pretty  good 
student 

Mr.  Gejdenson.  He  sells  computer  software  here  in  Washington 
now. 

Mr.  Gage.  Does  he  really? 

Mr.  Gejdenson.  Yes,  he  does. 

Mr.  Gage.  Well,  he  just  looked  it  up  in  a  book.  And  he  called  a 
couple  of  people  and  he  said,  you  know,  I  think  for  my  senior  phys- 
ics project  I  would  like  to  build  a  nuclear  weapon. 

Mr.  Gejdenson.  And  that  was  in  the  late  1970's  or  early  1970's. 

Mr.  Gage.  Right.  And  he  did  it.  He  got  all  the  pieces  together, 
looked  it  up  in  the  literature  and  he  did  not  build  it,  because  the 
hard  part  was  to  get  the  plutonium  and  the  other  things  that 
should  be  very  strictly  controlled  and  watched  over.  But  the  com- 
pute power  was  a  pencil.  So  that  is  how  to  build  it. 

Now,  you  want  to  make  it  better,  clean,  able  to  be  in  stockpile 
for  20  years,  designed  to  do  minimum  yield — that  is  where  you 
begin  to  model  in  a  computer. 

Mr.  Gejdenson.  If  I  want  a  clean  atomic  bomb,  what  is  the  dif- 
ference to  me  whether  my  computer  works  at  18  MTOPS  or  at 
20,000  MTOPS  or  260  MTOPS? 

Mr.  Gage.  Just  how  much  sleep  do  you  get? 

Mr.  Dwyer.  It  is  just  time. 

Mr.  Gage.  It  is  time. 

Mr.  Gejdenson.  How  much  time? 

Mr.  Dwyer.  Well,  it  is  just  a  factor  of  exactly  those  numbers. 

Mr.  Gage.  Yes. 
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Mr.  Gejdenson.  So  it  would  take  me — if  I  had  a  computer  that 
ran  200,  it  would  take  me  100  times  as  long  as  one  that  took  me 
20,000. 

Mr.  DwYER.  Yes. 

Mr.  Gage.  Roughly.  What  we  are  talking  with  a  single  number 
summary  of 

Mr.  Gejdenson.  So  1000  times  as  long  if  I  have  one  that  is  18. 

Mr.  Gage.  Yes.  An  hour  opposed  to  a  week. 

Mr.  Dwyer.  John,  excuse  me.  The  one  thing  you  might  want  to 
keep  in  mind  is  that  the  CDC-7600  that  was  used  in  the — I  am  not 
an  expert  at  this,  this  is  just  informational  here.  The  CDC-7600 
that  was  used  in  the  1970's  at  a  lot  of  the  U.S.  weapons  plants  had 
a  power  that  was  a  fraction  of  what  is  in  this  computer  over  here. 

Mr.  Gejdenson.  What  did  it  have  for  MTOPS? 

Mr.  Dwyer.  I  do  not  know  exactly  what  it  had  but  it  had  double 
digit  MTOPS  numbers.  It  was  in  the  low  double — do  you  know 
what  the  Argonne  was? 

Mr.  Gage.  This  is  the  CDC-7600? 

Mr.  Dwyer.  The  7600. 

Mr.  Gage.  It  is  about  equivalent  to  that  machine  right  there. 

Mr.  Gejdenson.  So  that  is  what? 

Mr.  Dwyer.  Well,  that  one  is  260  but  the 

Mr.  Gage.  The  one  on  the  far  end. 

Mr.  Dwyer.  The  single  processor  one? 

Mr.  Gage.  Yes. 

Mr.  Gejdenson.  And  that  is  18  or  20? 

Mr.  Dwyer.  No,  it  is  probably  more  like  30  or  40. 

Mr.  Gejdenson.  Thirty  or  40. 

Mr.  Dwyer.  Something  of  that  order. 

Mr.  Gejdenson.  So  the  weapons  systems  that  we  have  in  this 
country  were  developed  on  computers  that  run  at  about  30  MTOPS. 

Mr.  Dwyer.  In  many  cases,  less  than  100.  Yes. 

Mr.  Gage.  Well,  the  very  first  ones  were  developed  with  ma- 
chines no  more  powerful  than  your  pocket  calculator.  It  is  just — 
they  were  crude,  though. 

Mr.  Dwyer.  So  let  me 

Mr.  Gejdenson.  Have  you  finished? 

Mr.  Dwyer.  Are  you  finished? 

Mr.  Gage.  You  now  have  a  supercomputer.  We  have  dotted  the 
Is  and  crossed  the  Ts. 

Mr.  Dwyer.  Mr.  Chairman,  if  I  could  just  take  minute  then  to 
summarize  here. 

The  point  is  that  we  cannot  prevent  the  development  of  tech- 
nology and  we  cannot  control  its  dissemination.  That  is  really  a  key 
point.  But  the  Defense  Technology  Security  Agency,  an  arm  of  the 
Defense  Department,  is  trying  in  this  case.  It  has  told  us  and  other 
companies  that  they  will  hold  up  licenses  for  multiprocessor  com- 
puters for  export  to  Russia  and  China  unless  we  cripple  them  by 
limiting  the  computing  function  to  one  chip.  What  they  really  ask 
is  that  we  basically  take  these  and  disable  the  capability  of  putting 
on  more  than  that  single  board,  even  if  it  has  multichip  capability. 

Imagine  ordering  a  four-cylinder  car  and  when  it  is  delivered 
there  is  only  one  cylinder  under  the  hood  and  it  does  about  30 
miles  an  hour.  You  are  not  going  to  be  too  happy. 
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And  it  is  not  just  Sun  that  is  producing  snap  together,  high  per- 
formance workstations.  Intel,  for  example,  has  its  new  Pentium 
chip  which  right  now  can  be  either  60  MTOPS  or  67  MTOPS.  That 
is  the  new  Pentium,  the  586  as  you  call  it.  It  will  be  shipping  in 
the  hundreds  of  thousands  this  year  and  at  least  a  million  next 
year  to  computer  manufacturers  her  and  abroad.  And,  of  course, 
the  Pentium  chip  can  be  put  in  multichip  computers.  It  is  the  same 
process  here.  Just  multiply  four  times  60  MTOPS  and  see  what  you 
get.  You  now  have  another  supercomputer,  a  586.  And  it  can  be 
made  by  the  Indians  or  the  Chinese  or  anyone  else. 

Ultimately,  the  workstation  and  PC  industry  is  going  to 
multiprocessor  systems.  Frankly,  they  are  reproducing  like  rabbits 
and  trying  to  control  the  export  of  such  prolific  commercial  tech- 
nology just  forces  manufacturing  and  jobs  overseas.  It  is  just  sim- 
ply absurd. 

Now,  if  the  United  States  and  its  allies  were  to  remove  these 
controls,  it  would  mean  8700  fewer  applications  worth  $10.2  billion 
in  exports  that  would  go  right  through  the  system. 

In  summary,  Mr.  Chairman  and  members  of  the  committee,  the 
AEA  believes  that  the  time  is  right  to  break  down  the  myths  of  the 
military  criticality  of  computers  and  the  myth  that  the  United 
States  is  the  sole  source  of  this  technology.  The  time  is  right  to  rec- 
ognize where  the  industry  is  headed  worldwide. 

I  can  tell  you  that  the  U.S.  computer  industry  will  be  headed 
downward  if  we  do  not  implement  a  government  policy  that  capital- 
izes on  this  administration's  commitment  to  U.S.  technological 
leadership. 

And  just  finally,  a  real  personal  note  on  this,  we  lost  the  T.V.  in- 
dustry because  the  business  was  not  probably  managed  properly  or 
whatever.  The  automobile  industry,  we  lost  chunks  of  market  share 
because  of  quality.  This  could  be  the  first  industry  that  we  lose  be- 
cause the  government  is  involved. 

Thank  you. 

[The  prepared  statement  of  Mr.  Dwyer  appears  in  the  appendix.] 

Mr.  Gejdenson.  Thank  you. 

We  will  start  with  Mr.  Roth. 

Mr.  Roth.  Thank  you,  Mr.  Chairman.  I  will  try  to  be  brief 

You  know,  when  you  giving  your  testimony,  Mr.  Hughes  and 
Dwyer  and  Gage,  I  was  thinking  especially  when  Mr.  Gage  had 
mentioned  Internet  and  15  million  people  are  hooked  up.  Basically, 
if  we  would  agree  with  you,  we  would  be  setting  up  a  new  para- 
digm and  we  would  be  giving  up  a  lot  of  control,  would  we  not?  Be- 
cause we  would  not  have  any  control.  I  mean,  governments  would 
almost  become  obsolete  like  the  nation  state. 

Mr.  Dwyer.  Probably.  But  it  is  probably  happening. 

Mr.  Roth.  That  is  why  we  are  all  sort  of  Joe  Stalins,  are  we  not, 
in  government?  Because  bureaucracy  is  always  going  to  be  at  log- 
gerheads with  you  because  if  we  let  you  take  over,  there  is  no  need 
for  bureaucrats.  There  is  no  need  for  newspapers  to  come  to  think 
about  it. 

Mr.  Manzullo.  Mr.  Roth,  that  is  why  we  need  to  privatize  gov- 
ernment. 
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Mr.  Roth.  I  will  ask  the  questions  and  then  I  will  defer  to  you, 
Mr,  Manzullo. 

But  I  think  this  is  important  for  us  to  understand  because  there 
is  a  completely  different  mind  set,  is  what  you  are  talking  about 
her. 

Mr.  Gage.  I  do  think  it  was  very — as  Stalin  said,  the  introduc- 
tion of  networking  in  his  terms  is  counter-revolutionary.  Maybe  it 
would  be  revolutionary. 

The  regime  in  Beijing  cannot  withstand  networking  everywhere. 
There  is  no  way  to  support  a  totalitarian  regime  when  anyone  can 
communicate  with  anyone.  And  in  the  American  context,  govern- 
ment changes  when  citizens  have  access  to  records  and  information 
about  the  simple  things  in  their  town.  No  one  knows  today  why 
their  school  district  is  bankrupt  but  they  are  and  they  would  like 
to  find  out  why  without  going  to  an  8-hour  school  board  meeting. 
And  the  ubiquity  of  the  network  brings  a  completely  new  forum. 
We  optimistically  say  that  a  more  informed  citizenry  is  a  more  in- 
formed democracy  is  a  better  thing.  And  that  is  exactly  what  we 
are  moving  very  rapidly  toward. 

The  most  startling  thing  for  the  networking  world  is  that  sud- 
denly 3  years  early  we  have  these  enormous  speeds  at  consumer 
level  prices.  We  were  all  surprised  by  this.  It  is  2  or  3  years  early 
to  have  what  used  to  be  domain  only  of  Greg  Hughes,  a  very  fast 
network,  now  available.  I  could  run  it  on  my  block  in  my  city  my- 
self. I  could  go  string  the  cable  down  the  back  yard.  This  will  break 
up  the  local  telephone  monopoly.  It  will  allow  a  different  regime  for 
information. 

Yes.  You  are  right. 

Mr.  Roth.  So  this  is  the  new  world  we  are  coming  into  when  we 
talk  about  the  new  paradigm  and  so  on  and  just  what  is  being  un- 
veiled here.  And  what  I  got  from  your  message  is  it  does  not  make 
any  difference  what  you  in  Congress  do  because  this  is  the  way  the 
world  is  going.  And  the  only  thing  you  can  do  is  impede  our  vision. 
You  are  not  going  to  impede  the  progress  of  this  technology.  Is  that 
the  long  and  the  short  of  it? 

Mr.  DwYER.  That  is  really  the  correct  statement.  And  the  real 
question  is  what  role  is  the  United  States  going  to  play  in  that  be- 
cause if  we  do  not  jump  in  and  understand  this  new  paradigm, 
other  countries  will  take  advantage  of  it. 

Mr.  Roth.  Well,  I  appreciate  your  testimony  very  much.  I  really 
do  not  have  any  questions  because  I  guess  everything  has  been 
said  that  can  be  said,  so  I  very  much  appreciate  the  testimony  and 
appreciate  you  being  here  today. 

Mr.  DwYER.  Thank  you. 

Mr.  Gejdenson.  Mr.  Ballenger? 

Mr.  Ballenger.  I  am  curious  because  I  spoke  to  you  earlier 
about  the  fiberoptic  cable  manufacturing  plant  in  my  home  town  in 
Hickory  and  it  is  not  restricted.  In  other  words,  those  folks  can  sell 
anywhere  they  want  to,  I  guess. 

Mr.  Hughes.  That  is  correct.  The  fiberoptic  cable  is  not  restricted 
by  COCOM.  It  is  the  electronic  equipment  at  the  end  of  that  cable 
that  controls  the  amount  of  information  that  goes  through  the  cable 
that  is  restricted. 
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Mr.  Ballenger.  Well,  what  I  was  thinking  is  you  are  restricted 
and  you  are  losing  business  overseas  and  so  forth  and  yet — let  us 
see.  We  have  a  French  manufacturer  in  Hickory,  North  Carolina. 
We  have  a  Grerman  manufacturer  in  Hickory,  North  Carolina.  I 
guess  because  of  the  freedom  of  the  market,  we  have  become  more 
competitive  just  because  of  a  little  technology  we  got  50  years  ago 
and  at  the  present  time  we  are  expanding,  we  doubling — SECOR 
is  doubling  the  size  of  their  operation.  Alcatel  is  doubling  the  size 
of  their  operation.  We  are  creating  jobs  there  because  we  are  not 
restricting  their  ability  to  compete  and  they  are  beating  the  Japa- 
nese with  that  stuff,  as  far  as  I  understand. 

Mr.  Hughes.  That  is  correct.  The  fiberoptic  cable  is  not  con- 
strained at  all.  It  is  the  electronics  at  the  end.  And  so  the  analogy 
that  I  used  was  that  you  have  a  10-lane  superhighway  or  the 
fiberoptic  cable  but  you  are  restricting  the  amount  of  information 
that  can  go  on  that  10-lane  superhighway  at  the  ends,  the  access 
to  it  in  the  electronics.  And  that  is  a  technologically  outdated  situa- 
tion. 

Mr.  Ballenger.  Well,  I  think  that  in  itself  kind  of  proves  the 
truth  of  what  you  are  saying,  that  if  the  outfit  that  is  electronic — 
I  mean,  their  production  is  what  you  all  use  and  they  are  expand- 
ing and  exploding  in  the  United  States  and  you  all  are  being  re- 
stricted by  some  stupid  stuff  that  we  dreamed  up.  I  understand. 

Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Thank  you. 

Mr.  Manzullo? 

Mr.  Manzullo.  You  notice  that  we  are  loaded  with  Republicans 
on  this  side  because  the  Democrats  are  all  at  the  Appropriations 
Committee  this  afternoon. 

Let  me  ask  you  a  question.  Is  what  you  are  saying  that  we 
should  eliminate  all  export  controls  on  computers? 

Mr.  Gage.  I  would  say  that.  Yes. 

Mr.  Dwyer.  Yes.  You  know,  you  can  see  the — it  is  like — the  an- 
swer is  yes.  It  sounds  like  a  radical  statement  but  when  you  look 
at  the  practicality  of  the  export  controls  in  terms  of  that  this  is  not 
a  U.S.  technology  £iny  more,  this  is  a  worldwide  technology.  This 
stuff  can  be  built  any  place.  You  begin  to  question  how  can  you — 
why  bother? 

Mr.  Manzullo.  Let  me  ask  you  another  question.  Besides  the 
area  of  computers,  how  many  other  ares  do  you  know  of  that  are 
in  the  same  type  of  situation? 

Mr,  Hughes.  I  think  stated  at  the  beginning  of  the  session  was 
that  88  percent  of  all  of  the  export  controls  are  telecommunications 
and  computers  that  we  are  talking  about  here.  So  the  vast  majority 
of  it  is  in  these  two  areas.  And  to  answer  your  first  question  from 
a  telecommunications  point  of  view,  yes,  we  are  recommending 
working  closely  together  with  Congress,  with  the  administration,  to 
eliminate  export  controls  on  telecommunications  equipment. 

Mr.  Manzullo.  Mr.  Hughes,  in  vour  company,  how  many  people 
or  how  many  manhours  do  you  dedicate  to  these  export/import  con- 
trols? Do  you  have  any  idea? 

Mr.  Hughes.  I  do  not.  Maybe  someone — we  have  a  department 
of  12  people  that  costs  about  $3.5  million  a  year  associated  with 
export  controls. 
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Mr.  DwYER.  We  actually  have  more  than  that  in  the  computer 
business  but  it  is  a  hidden  tax  because  it  is  pervasive  throughout 
the  organization.  You  go  out,  you  train  people  in  Russia  to  nil  in 
the  forms  and  all  this  sort  of  stuff. 

Mr.  Manzullo.  If  one  of  your  units  sells  for,  say,  $100,  how 
much  of  that  would  be  reflective  in  terms  of  what  you  spent  for  ex- 
port controls?  Do  you  have  any  idea? 

Mr.  DwYER.  It  is  buried  in  the  cost.  In  our  case,  we  would  lose 
money  on  $100  things.  We  could  not  deal  with  it. 

Mr.  Manzullo.  Well,  that  was  a  hypothetical,  obviously. 

Mr.  DwYER.  It  has  to  get  up  into  the — if  someone  were  to  buy 
one  of  these,  we  would  not  be  interested.  We  could  not  deal  with 
it. 

Mr.  Hughes.  The  key  issue,  I  think,  is  not  the  percentage  of  ex- 
port control  administration,  which  is  a  relatively  small  percentage 
of  our  revenue,  it  is  the  lost  revenues  and  lost  American  jobs  be- 
cause of  the  restrictions 

Mr.  Manzullo.  And  the  delay. 

Mr.  Hughes  [continuing],  of  these  controls.  The  delay  and  inabil- 
ity to  actually  go  into  COCOM  controlled  markets. 

Mr.  Gage.  I  think  Tim  summarized  the  competitive  selling  situa- 
tion. He  has  a  3-month  to  a  year  delay  and  the  competitor  from 
Taiwan  has  delivery  tomorrow  or  next  week.  So  the  perception  cer- 
tainly in  the  mind  of  those  buying  these  is  why  even  bother  dealing 
with  an  American  company,  with  a  U.S.  company?  We  know  the 
answer  is  going  to  be  a  6-month,  year  delay,  an  enormous  amount 
of  paperwork.  We  will  not  even  talk  to  them.  So  it  is  a  hard  num- 
ber to  get. 

Mr.  Manzullo.  So  you  really  have  no  idea  how  much  you  are 
losing  in  sales. 

Mr.  DwYER.  We  run  into  it  all  the  time.  I  have  a  letter  from  a 
professor  at  Hebrew  University  and  they  have  been  a  customer  of 
ours  for  years  and  they  have  stopped  buying  from  us  because  they 
can  now  buy  from  Korea. 

Mr.  Gage.  That  is  right.  I  was  in  Tel  Aviv  2  weeks  ago  and 
Technion  has  a  number  of  identical  computers  to  ours  from  Tai- 
wan. 

Mr.  Hughes.  We  have  estimated  our  lost  sales  in  my  testimony 
at  $110  million  already  lost,  $50  to  $100  million  per  year,  and 
about  a  billion  through  the  decade  of  this  export  controlled, 
COCOM  controlled  telecommunications  gear. 

Mr.  Manzullo.  And  you  have  no  way  of  knowing  how  many  com- 
panies do  not  even  contact  you  because  of  the  length  of  time  in- 
volved in  the  license. 

Mr.  DWYER.  That  is  the  scary  part. 

Mr.  Hughes.  That  is  true.  I  do  have  in  terms  of  discussions  in 
China  key  decisionmakers  saying  that  they  will  not  deal  with  us 
on  noncontrolled  products  because  of  our  inability  to  provide  them 
with  controlled  products. 

Mr.  Manzullo.  I  really  appreciate  your  taking  all  this  time. 

Mr.  Chairman,  you  know,  perhaps  one  of  the  ways  that  we  could 
bring  the  American  economy  back  is  to  dedicate  ourselves  to  re- 
writing this  law  as  soon  as  possible. 
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Do  you  have  any  idea  of  the  timeframe  it  would  take  us  to  come 
up  with  new  legislation? 

Mr.  Gejdenson.  We  have  until  June  of  next  year.  We  hope  to 
move  more  quickly  than  that. 

Mr.  Manzullo.  Thank  you. 

Mr.  Gage.  May  I  answer  your  question?  I  was  too  slowing  think- 
ing here.  You  asked  what  other  areas.  There  is  a  very  important 
area  and  that  is  an  area  that  unfortunately  from  our  point  of  view 
was  brought  to  prominence  by  the  White  House  on  April  16th  and 
that  is  the  area  of  encryption. 

The  encryption  conferences  are  held  in  Finland  and  Italy.  The 
KGB  does  a  pretty  good  job  of  making  things  encrypted  so  you  can- 
not read  them.  This  is  very  important  in  a  world  where  these  fast 
networks  let  you  link  everywhere.  How  do  you  have  security  in 
business  communications?  You  have  to  encrypt.  We  cannot  export. 

Tim  Dwyer  has  an  entire  crew  that  strip  out  the  password  pro- 
tection for  that  machine  before  it  can  go  to  London  or  it  can  go 
abroad. 

So  we  ship  something  different  for  outside  the  United  States 
than  inside  because  we  are  barred  from  exporting.  And  if  we  actu- 
ally import  encryption  software  from  abroad  because  it  is  so  good, 
we  cannot  re-export  it  back  to  the  people  that  wrote  it.  I  mean,  it 
is  just — it  is 

Mr.  Gejdenson.  I  was  stunned  during  one  of  the  hearings  we 
had  that  a  bank  card,  which  is  a  credit  card  with  a  chip  in  it,  and 
the  Defense  Department  had  wanted  to  have  background  checks  on 
all  50,000  English  customers  if  the  American  company  were  to  sell 
the  card  to  the  English  bank.  This,  of  course,  being  a  country  to 
whom  we  gave  the  blueprints  and  design  of  the  Trident  submarine 
as  well  as  the  missiles  to  go  along  with  it.  So  we  seem  to  trust  the 
British  with  nuclear  weapons  but  not  with  bank  cards.  It  gets  a  lit- 
tle silly. 

Let  me  just  close  with  a  couple  of  questions  here: 

If  we  were  to  stop  fooling  around  with  licenses  and  just  say  you 
could  not  export  these  products  at  all,  that  we  flat  out  said,  "Mr. 
Hughes,  you  cannot  export  these  products,"  would  we  stop  anybody 
from  getting  them? 

Mr.  Hughes.  No.  As  we  have  attempted  to  show,  the  technology 
is  available  indigenously  in  China  and  non-COCOM  controlled 
countries  so  they  would  be  able  to  get  it.  It  would  only  restrict  the 
number  of  American  sales  and  American  jobs. 

Mr.  Gejdenson.  And  at  some  point  if  they  are  not  buying  your 
switches,  they  are  going  to  stop  buying  Mr.  Ballenger's  fiber  be- 
cause they  will  get  that  some  place  else  as  well  and  some  of  it  is 
going  to  affect  otner  industries. 

How  does  the  quality  of  the  fiberoptic  equipment  manufactured 
by  the  Chinese  and  the  Israelis  compare  to  yours  in  more  subtle 
ways,  not  simply  in  the  amount  of  data  it  handles  per  second,  but 
in  reliability?  We  do  not  want  you  to  give  a  boost  to  the  other  guy's 
products  on  the  other  hand. 

Mr.  Hughes.  The  equipment  from  Israel  is  world  class  in  terms 
of  quality.  They  have  sold  it  successfully  in  Grermany  and  France 
as  well  as  China  and  other  countries.  It  is  a  fine  competitor  and 
very  good  quality. 
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Mr.  Gejdenson.  And  the  Chinese  and  the  equipment  they  have 
made,  have  they  been  able  to  maintain  and  keep  their  equipment 
operational?  One  of  the  old  stories  about  the  Soviet  Union  and  the 
East  Bloc  is  that  they  get  it  and  a  part  is  missing  and  the  whole 
system  goes  down.  Are  they  able  to  maintain  their  own  manufac- 
tured products? 

Mr.  Hughes,  Well,  this  system  that  is  in  these  photographs  has 
been  operating  since  the  beginning  of  this  year,  January  of  this 
year,  and  it  has  been  operating  successfully  and  I  can  only  assume 
from  that  that  they  can  successfully  maintain  it  and  I  believe  that 
they  can. 

Mr.  Gejdenson.  What  countries  outside  of  COCOM  have  or  will 
have  the  capacity  to  manufacture  such  equipment? 

Mr.  Hughes.  Israel  has  it  today.  We  understand  that  India  is  de- 
veloping it  and  will  have  it  soon.  Taiwan  and  other  countries,  I  sus- 
pect, in  the  near  future.  I  am  talking  about  non-COCOM  countries. 

Mr.  Gejdenson.  Right.  Does  China  have  access  to  state  of  the 
art  fiber  as  well  as  the  switching  technology? 

Mr.  Hughes.  Fiberoptic  cable  is  not  controlled. 

Mr.  Gejdenson.  So  they  can  buy  that  from  the  United  States; 
they  can  buy  it  from  anywhere  else. 

Mr.  Hughes.  That  is  correct.  And  they  can  and  do  make  it  in 
China. 

Mr.  Gejdenson.  Themselves.  Actually,  we  had  a  secret  briefing 
once  by  our  intelligence  folks  and  after  several  minutes  of  question- 
ing about  the  availability  of  some  of  these  products  even  they  ad- 
mitted— of  course,  I  cannot  tell  you  what  they  said  since  it  was  se- 
cret but  if  you  heard  their  hearing,  their  information,  you  got  less 
solid  information  than  we  got  here  today  but  they  did  not  argue 
with  any  of  your  conclusions — that  this  is  available  and  that  the 
only  thing  we  are  doing  is  damaging  American  industry.  Also,  we 
are  damaging  American  national  security  because  we  are  crippling 
industries  of  the  future  that  we  are  going  to  need  to  stay  out  in 
front  technologically.  For  example,  the  machine  tool  industry  was 
denied  the  right  to  export  by  the  Defense  Department,  then  later 
the  government  did  not  want  to  buy  from  the  U.S.  industry  because 
their  technology  has  gotten  so  old. 

Can  we  say  the  same  about  computers?  If  we  were  to  shut  you 
down  completely,  would  that  prevent  people  from  getting  machines 
as  fast  as  yours? 

Mr.  DWYER.  No.  It  would — Korea,  Taiwan,  India,  PRC  and  Rus- 
sia within  a  year  or  so  would  all  hop  on  the  bandwagon  and  start 
to  move  very  quickly.  Nobody  wants  to  take  us  on.  The  foreign 
countries — if  the  export  control  stuff  is  liberalized,  the  foreign 
countries  are  going  to  be  reluctant  to  jump  in  too  quickly  here  be- 
cause there  is  already  a  steamroller  effect,  if  you  like,  with  Amer- 
ican technology.  But  if  the  American  technology  shut  down,  they 
will  jump  in  and  the  they  will  come  and  export  it  back  here. 

Mr.  Gejdenson.  So  for  instance  if  I  were  to  buy  a — I  could  buy 
a  similar  machine  to  the  one  you  put  together  from  Taiwan,  is  that 
correct? 

Mr.  DwYER.  Yes.  You  could  buy  one  from  Tatung. 

Mr.  Gejdenson.  OK, 


31 

Mr,  Gage.  You  all  work  very  hard  and  zoom  around  all  the  time. 
Nothing  we  sell — we  are  almost  a  $5  billion  company  now — nothing 
we  sell  will  have  been  on  the  market  for  more  than  a  year  as  of 
July. 

Mr.  Gejdenson.  So  I  can  buy  that  machine  in  Taiwan  or  some- 
thing very 

Mr.  DwYER.  Or  Korea. 

Mr.  Gejdenson.  Same  quality,  basically?  Same  reliability? 

Mr.  DwYER.  Yes.  Yes. 

Mr.  Gejdenson.  OK.  Now,  I  buy  that  machine,  I  bring  it  here 
and  I  want  to  start  a  little  export  company  and  I  want  to  sell  it 
to  India.  Can  I  sell  it  to  India? 

Mr.  DwYER.  I  do  not  know  how  that  works  with  the  export  con- 
trols. 

Mr.  Gejdenson.  I  would  have  to  get  a  license,  would  I  not? 

Mr.  DwYER.  Or  you  could  just  send  it  from  Korea  but  it  becomes 
subject  to  U.S.  export  control. 

Mr.  Gejdenson.  Right.  So  even  if  I  do  not  want  to  manufacture 
here  and  I  simply  buy  things  of  this  quality  which  are  generally 
available  in  Taiwan,  I  should  still  move  my  export  company  out  of 
the  United  States  as  well  because  even  buying  products  made  in 
Taiwan,  Korea  and  India  and  wanting  to  ship  them  to  Taiwan, 
Korea  and  India  from  one  of  those  other  countries,  I  cannot  do  it 
from  the  United  States. 

Mr.  Gage.  We  ship  to  a  number  of  U.S.  installations  around  the 
world.  We  have  to  go  through  a  whole  rigmarole  on  that.  So  let  us 
just  build  them  abroad  and  ship  them  to  U.S.  installations  abroad 
and  duck  the  entire — how  do  you  get  around  that? 

Mr.  Roth.  Mr.  Chairman,  I  just  have  one  quick  question. 

I  am  curious.  When  you  talk  to  our  bureaucrats  and  you  relay 
these  examples  to  them  and  talk  to  them  about  problems  that  you 
have  gotten  and  what  is  going  to  happen  in  the  future,  what  kind 
of  response  do  you  get  from  them? 

Mr.  DwYER.  Well,  I  think  the  response  we  get  is  that  they  are 
interpreting  the  Export  Control  Act. 

Mr.  Roth.  So  they  are  saying  it  is  Congress'  fault  and  we  are 
just  doing  what  Congress  told  us. 

Mr.  DwYER.  Exactly.  We  are  just  humble  servants  of  the  U.S. 
Government.  We  are  servants  of  the  U.S.  Government  and  we  are 
doing  what  we  are  told.  Because  if  you  do  take  that  machine,  you 
multiply  it  by  60-some-odd,  put  four  processors  in  it,  it  is  260-some- 
odd,  the  law  says  195,  bingo.  It  does  not  work. 

Mr.  Gejdenson.  In  defense  of  Congress,  Toby,  we  passed  a  bill 
that  would  have  significantly  changed  that.  One  was  vetoed,  the 
other  one  stalled  in  the  Senate  because  of  vetoes. 

India,  China,  Taiwan,  Korea,  Singapore,  Brazil  are  all  making 
machines  that  operate  at  the  50  MTOPS  range? 

Mr.  DwYER.  Right. 

Mr.  Gage.  Every  country  has  a  kid  that  has  gone  out  and  bought 
ten  486's  on  the  open  market,  brought  them  home  and  cobbled 
them  together  into  a  multiprocessor.  Then  with  a  lot  of  agony,  the 
kid  will  make  a  program  run  on  them.  That  is  where  they  are  at 
a  disadvantage.  They  do  not  have  the  software.  But  every  country 
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has  gigaflop  computers  they  have  made  in  the  back  room  in  the 
third  year  of  college, 

Mr.  DwYER.  Yes.  Some  of  that  is  actually  very  informal.  Someone 
referred  to  the  Wipro  one.  I  think  in  your  opening  comments  you 
mentioned  Wipro.  Wipro  uses  standard  off-the-shelf  Intel  chips, 
486s  and  comes  up  with  a  supercomputer.  They  just  take  this  con- 
cept of  4  and  blow  it  up  to  300  or  400  or  I  do  not  know  how  many 
they  have  in  their  program. 

Mr.  Gejdenson.  The  program  first  done  at  Yale  or  something? 

Mr.  DwYER.  Probably. 

Mr.  Gejdenson.  Yes.  Well,  we  want  to  thank  all  of  you  for  this. 
It  is  mind  boggling  to  us,  as  it  has  been  for  some  time.  We  try  to 
review  the  laws;  we  see  the  failure  to  address  the  serious  issues  in 
a  multilateral,  international  way.  Instead  they  end  up  as  simply  al- 
most unilateral,  and  damaging  to  some  of  the  cutting  edge  employ- 
ers in  this  country.  It  is  as  if  we  created  the  wheelbarrow  and  de- 
cided rather  than  sell  it  we  would  shroud  it  and  nobody  would  fig- 
ure out  how  we  were  moving  our  products  around.  Whether  it  is 
the  switches  or  the  computers,  it  is  clear  that  these  are  not  only 
unshroudable,  they  are  generally  available.  If  we  want  to  take  par- 
ticular countries  and,  for  foreign  policy  reasons,  shut  them  down 
completely,  if  the  United  States  for  foreign  policy  reasons  decides 
we  do  not  want  to  do  business  with  Iran  or  Iraq  or  Libya,  that  may 
be  a  foreign  policy  decision,  a  kind  of  ethical  decision  that  you 
make  as  a  country,  but  we  should  not  be  fooling  ourselves  into 
thinking  that  we  are  precluding  other  countries  fi^om  either  com- 
municating at  a  higher  rate  or  computing  at  a  faster  speed  by  the 
actions  we  are  taking. 

Thank  you. 

Mr.  Roth,  Mr.  Chairman,  I  just  want  to  add  something. 

I  learned  something  as  far  I  am  concerned  that  was  important 
this  afternoon.  You  know,  we  are  always  talking  about  the  com- 
puter and  the  machinery.  It  is  not  that  computer  and  that  machin- 
ery, it  is  what  people  have  in  their  mind,  it  is  the  knowledge  that 
is  the  secret  and  you  cannot  tie  that  up.  That  is  the  problem, 

Mr,  DwYER.  That  is  exactly  the  point. 

Mr.  Gage.  That  is  exactly  right. 

Mr.  Man2:ullo.  You  know,  the  best  way  to  get  the  law  passed 
fast  is  to  scan  in  Mr,  Gejdenson's  picture  on  that  screen  there, 

Mr.  Gejdenson.  Mr.  Manzullo,  you  are  going  a  long  way  on  this 
committee.  [Laughter.] 

Mr.  Gejdenson.  Thank  you,  gentlemen. 

Mr.  DwYER.  Thank  you. 

Mr.  Gage.  Thank  you  very  much. 

Mr.  Hughes.  Thank  you. 

Mr.  Gejdenson.  Our  next  two  witnesses.  Dr.  Janne  Nolan,  Sen- 
ior Fellow,  Brookings  Institute,  and  Benjamin  H.  Flowe,  Jr.,  Part- 
ner, Vemer,  Liipfert,  Bemhard,  McPherson  and  Hand,  represent- 
ing the  Center  for  Strategic  and  International  Studies. 

Dr.  Nolan,  we  will  start  with  you  and  we  will  go  to  Dr.  Flowe. 

Please  proceed  as  you  are  most  comfortable. 
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STATEMENT  OF  JANNE  NOLAN,  SENIOR  FELLOW,  BROOKINGS 

INSTITUTION 

Ms,  Nolan.  Thank  you,  Mr.  Chairman.  It  is  a  pleasure  to  be 
here,  and  I  commend  the  subcommittee  for  trying  to  take  on  this 
issue  and  recast  the  foundations  of  our  export  control  policy. 

You  may  be  happy  to  hear  that  I  did  not  bring  a  nuclear  weapon 
that  I  am  going  to  assemble  here,  and  show  how  simple  it  is. 

I  think  many  of  the  thematic  points  have  been  covered  in  detail 
in  the  previous  panel.  I  agree  with  the  previous  panel  that  our  cur- 
rent system  of  export  controls  does  not  work,  either  to  stem  pro- 
liferation or  to  protect  American  industry  from  needless  intrusion 
into  its  competitiveness. 

Now,  having  said  that,  I  think  it  is  important  to  remember  that 
being  realistic  about  the  challenges  of  nonproliferation  and  the 
challenges  of  changing  the  emphasis  of  the  current  export  control 
system  is  not  the  same  as  being  fatalistic  about  the  spread  of  tech- 
nology and  or  an  international  technology  market  that  has  become 
extremely  diffuse. 

I  think  we  have  great  opportunities  presented  by  the  competi- 
tiveness of  American  business,  including  information  processing,  to 
use  our  technological  edge  for  the  control  of  proliferation.  It  will  re- 
quire some  refocus  of  the  way  we  look  at  the  spread  of  technology. 
Let  me  just  come  back  to  that. 

I  am  going  to  summarize  my  statement  and  ask  that  it  be  in- 
cluded in  the  record  in  its  entirety. 

I  think  we  agree  on  three  major  goals.  Of  those  three  goals,  we 
agree  that  one  is  to  stop  the  spread  of  weapons  and  technology 
from  leaving  the  former  Soviet  Bloc  as  that  system  disintegrates; 
two,  to  constrain  the  spread  of  destabilizing  technologies  to  other 
regions  for  the  production  of  weapons  of  mass  destruction;  and 
three,  to  secure  very  advanced  U.S.  technology  from  unwarranted 
dissemination  that  industry  would  not  approve  of.  I  include  in  the 
latter  category  everything  from  biotechnologies  to  all  of  the  systems 
that  we  saw  in  performance  in  Desert  Storm,  the  systems  which  ac- 
cord us  with  that  technical  edge  that  we  rely  upon  for  our  security 
and  that  is  known  generally  as  the  reconnaissance  strike  complex. 

The  issue  here  is  that  the  whole  idea  of  export  controls,  as  you 
have  said,  have  outlived  their  utility.  The  basis  on  which  they  were 
conceived —  that  sovereign  governments  organizing  to  deny  access 
to  technology — now  given  that  these  technologies  are  increasingly 
commercial  in  origin,  makes  little  sense,  and  that  recipients  are 
now  increasingly  producers  of  important  military  technologies,  both 
factors  mitigate  against  a  technology  denial  strategy. 

And  yet  we  have  very  important  and  potentially  very  dangerous 
forms  of  proliferation  tnat  go  on  that  have  to  do  with  the  produc- 
tion of  weapons  of  mass  destruction. 

As  the  picture  of  the  technology  market  becomes  more  com- 
plicated, it  in  fact  puts  an  even  greater  premium  on  selective  con- 
trols of  the  kind  that  we  can  enforce.  If  you  look  at  the  whole  pic- 
ture, it  is  not  just  nuclear,  chemical,  and  ballistic  missile  tech- 
nologies that  we  should  be  worried  about.  There  is  a  whole  new 
generation  of  biotechnologies,  where  advances  in  biotechnology 
which  promise  potentially  great  advantages  for  the  eradication  of 
disease,  technology  we  want  to  see  proliferated,  that  we  want  to 
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have  countries  receive,  are  very  close  to  the  capabilities  that  can 
be  adapted  for  usable  and  highly  lethal  biological  weapons  of  a 
kind  that  we  have  never  seen  before. 

I  think  this  is  a  microcosm  of  the  problem.  You  want  this  kind 
of  capacity  to  be  developed  and  globally  disseminated  but  you  do 
not  want  its  diversion  by  countries  intent  on  aggression,  or  its  di- 
version through  commercial  supply  networks  that  violate  inter- 
national law. 

The  current  emphasis  on  supply  side  controls  today  means  that 
we  have  a  huge,  cumbersome  apparatus,  bureaucratic  and  other- 
wise, which  is  simply  not  working.  It  is  very  costly.  It  is  costly  not 
just  to  industry,  it  takes  up  enormous  amounts  of  political  capital. 
A  typical  discussion  in  the  bureaucracy  about  a  particular  export 
control  case  really  reminds  you  of  bureaucratic  warfare,  rather 
than  the  representation  of  national  interests. 

You  can  see  a  line  up  at  view  that  goes  back  40  years,  with  the 
Commerce  Department  having  one  line,  which  is  to  promote  Amer- 
ican business,  as  is  their  job;  the  Defense  Department  arguing  for 
stricter  controls  on  sensitive  technologies;  the  State  Department 
often  typically  being  preoccupied  with  the  diplomatic  and  bilateral 
or  multilateral  impact  of  decisions,  and  generally,  most  people 
being  extremely  unfamiliar  with  the  technologies  in  question  and 
what  their  real  impact  will  be. 

Mr.  Gejdenson.  If  I  can  interrupt  you  for  one  second,  as  you 
were  going  through  your  statement,  I  noticed  two  points  to  discuss. 
One  was  that  when  we  were  trying  to  get  an  export  for  a  digitally 
controlled  cutting  device  for  the  textile  industry,  kind  of  a  nefar- 
ious activity  in  and  of  itself  which  had  at  its  heart  a  386  chip,  we 
finally  got  it  through  the  American  part  of  the  process.  When  we 
got  to  COCOM,  the  French  were  blocking  the  license,  and  it  turned 
out  the  French  were  blocking  it  not  because  of  anything  that  had 
to  do  with  that  particular  system  but  because  they  were  angry  that 
the  United  States  was  blocking  the  sale  of  a  computer  to  Vietnam 
which  was  20  or  30  years  old  even  though  our  objections  to  Viet- 
nam had  nothing  to  do  with  proliferation,  it  was  over  the  ending 
of  the  Vietnam  War.  And  even  these  traditional  kind  of  positions, 
that  you  point,  out  change  as  we  found  in  the  case  of  Iraq.  The 
Commerce  Department  came  to  the  White  House  and  said  we  need 
to  find  a  way  to  stop  selling  things  to  Iraq.  Mr.  Kimmen,  I  guess, 
representing  the  State  Department  argued  that  they  needed  to  sell 
things  to  Iraq  because  they  had  this  brilliant  foreign  policy  of  kind 
of  embracing  Saddam  Hussein.  You  can  see  that  even  tne  tradi- 
tional lines  get  blurred  because  of  other  agendas,  so  you  do  not 
even  end  up  controlling  the  technology  when  there  are  other  pres- 
sures in  the  process. 

Ms.  Nolan.  Right.  What  I  argue  in  my  statement  is  that  these 
discontinuities  and  contradictions  can  be  fixed  if  we  have  clear 
guidelines  and  national  leadership  about  what  it  is  we  are  trying 
to  do. 

And  I  think  again  what  came  up  repeatedly  in  this  earlier  ses- 
sion is  we  do  not  know  what  we  want  to  control  for  what  reason 
as  a  country.  It  is  left  typically  to  mid-level  people  to  adjudicate 
these  disputes,  with  bicycle  chains  if  necessary,  leaving  it  to  the 
person  with  the  greatest  endurance  to  win  a  fight.  And  that  that 
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is  not  the  way  to  represent  American  interests  or  the  national  in- 
terest. 

We  have  a  factionalized  bureaucracy  that  has  not  changed  dra- 
matically yet.  But  there  is  a  commitment  to  change  to  the  extent 
that  there  is  a  commitment  to  elevate  the  importance  of  non- 
proliferation  in  the  Clinton  administration  and  some  important 
steps  have  been  taken.  The  most  important  I  would  say  is  the  ele- 
vation in  the  intelligence  community  of  the  targeting  of  prolifera- 
tion as  a  key  security  concern  and  giving  commensurate  resources 
to  that  goal. 

What  is  not  currently  on  the  horizon  is  how  all  of  this  is  going 
to  be  implemented  as  a  coherent  policy  in  a  way  that  is  compatible 
with  economic  competitiveness  and  trade  competitiveness.  What 
you  miss  is  hearing  from  Treasury,  the  National  Economic  Council 
and  from  industry  about  how  they  can  participate  and  contribute 
to  the  nonproliferation  agenda.  And  I  would  say  the  fault  and  the 
reason  for  that  first  and  foremost  is  that  there  has  been  a  real  fail- 
ure to  consult  industry  in  coming  up  with  trade  controls  and  other 
arrangements  for  nonproliferation. 

In  the  world  in  which  we  live,  industry  is  the  key  source  of  infor- 
mation, not  just  about  the  way  technology  functions  but  they  are 
the  ones  who  have  the  vested  interest  in  seeing  legitimate  trade  go 
forward,  who  can  watch  the  life  cycle  of  a  contract,  who  know  its 
disposition  better  than  anyone  and  who  can  help  come  up  with  re- 
alistic controls.  Finally  and  importantly,  they  are  the  most  impor- 
tant constituency,  I  think,  for  coming  up  with  credible  proliferation 
controls  that  do  not  intrude  needlessly  on  American  business. 

There  has  been  some  work  done  in  the  past  that  has  involved 
some  key  companies  like  IBM  to  look  at  a  system  in  which  industry 
participates  in  safeguarding  sensitive  technologies  for  the  preven- 
tion of  the  spread  of  weapons  of  mass  destruction.  I  would  com- 
mend you  today  for  having  this  discussion  earlier  but  was  a  little 
concerned  as  the  emphasis  was  entirely  on  decontrol.  It  would  be 
nice  to  hear  from  industry  more  often  how  they  could  use  the  very 
technologies  that  they  were  discussing  for  the  promotion  of  a  func- 
tioning proliferation  regime. 

Let  me  summarize  quickly. 

This  argues  for  a  system  in  which  the  emphasis  of  a  control  sys- 
tem shifts  increasingly  from  futile  efforts  to  control  the  supply  of 
technology — because  that  is  not  working — to  a  system  which  looks 
at  the  application  of  technology  and  tracks  the  disposition  of  tech- 
nology. This  would  occur  in  a  system  in  which  there  is  open  trade 
with  all  like-minded  countries,  leaving  aside  rogue  states  and 
states  with  whom  we  have  hostile  relations.  And  in  a  joint  partner- 
ship with  industry,  the  system  would  monitor  the  disposition  of  key 
technologies  based  on  the  principle  of  full  disclosure  on  the  part  of 
the  recipient,  be  that  government  or  industry. 

This  notion  typically  is  referred  to  as  transparency.  We  already 
have  a  great  deal  of  transparency  in  the  international  market. 
There  is  something  for  everyone  in  an  arrangement  of  this  kind. 
Details  need  not  be  elaborated  here,  but  the  point  is  that  in  return 
or  almost  full  access  to  important  technologies,  countries  and  in- 
dustries would  have  to  agree  to  disclose  the  uses  of  that  technology. 
The  shift  of  government  concern  and  industry  concern  would  oe 
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prevent  its  misuse  or  misapplication,  or  its  diversion  to  proscribed 
ends. 

In  such  a  system,  it  would  actually  be  easier  to  track  violators. 
Countries  or  companies  involved  in  illegal  supply  would  be  much 
easier  to  target.  It  would  be  clear  that  they  were  not  disclosing 
vital  information.  That  is  the  point  at  which  you  could  bring  in  the 
range  of  responses,  ranging  from  intelligence  to  other  coercive 
means  to  actual  military  operations  if  need  be. 

The  point  here  is  that  we  have  the  resources  to  do  this  and  we 
do  not  use  them,  even  in  the  current  system,  and  even  where  we 
have  decided  we  will  not  sell  technology  to  a  particular  country.  We 
have  been  very  lax  in  the  enforcement  of  those  restrictions. 

And,  second,  that,  if  marshalled  properly,  we  have  the  resources 
to  target  the  end-users  of  technology  that  we  know  are  bent  on  aid- 
ing programs  for  the  development  and  production  of  weapons  of 
mass  destruction. 

There  was  a  rather  pejorative  thing  said  today  about  the  Defense 
Technology  Security  Agency.  I  think  they  are  doing  their  job  to  the 
extent  that  they  have  been  told  to  track  technology  that  is  going 
to  what  they  consider  illicit  end  users.  At  least  that  is  how  I  would 
define  what  they  are  supposed  to  be  doing. 

In  this  fluid  bureaucratic  system  with  all  of  this  infighting,  I  can 
understand  why  they  would  be  seen  as  an  impediment  to  open 
commerce  but  I  think  what  we  should  be  looking  to  is  the  building 
of  coalitions  among  these  various  agencies  and  various  interests,  so 
that  they  can  focus  on  a  much  more  targeted  system  of  controls. 
In  a  system  of  full  disclosure  and  freer  access  to  technology,  their 
job  would  actually  be  easier.  It  would  identify,  as  they  already  do, 
proscribed  end  users  and  follow  them  through  the  intelligence  proc- 
ess. 

Finally,  I  think  what  is  really  important  here  is  recognizing  that 
not  only  does  our  system  have  to  be  multilateral,  what  we  are  la- 
boring under  here  is  this  tremendously  politically  unpopular  effort 
at  the  national  level  to  impose  controls  or  release  controls  and  that 
this  needs  to  be  an  internally  shared  obligation.  This  is  not  just  a 
rhetorical  commitment  to  multilateralism  but  the  reorganization 
we,  the  Russians,  all  of  the  industrial  countries,  and  some  industri- 
alizing countries,  share  this  problem  of  wanting  a  free  and  open 
trading  system  that  fosters  competitiveness  but  does  not  aid  and 
abet  the  spread  of  weapons. 

And  I  think  in  moving  to  this  new  conception  in  this  legislation 
is  probably  the  most  important  conceptual  leap.  We  should  not  be 
seeing  this  as  a  zero  sum  gain  between  us  and  the  Koreans,  the 
British  or  the  French.  The  majority  of  nations  support  nonprolifera- 
tion  objectives. 

Finally,  I  think  as  long  as  we  are  looking  at  the  integration  of 
the  global  economy,  it  should  also  be  seen  as  an  opportunity  to 
really  open  up  a  lot  of  the  information  and  a  lot  of  the  other  step- 
ping stones  that  create  a  much  more  transparent  system  so  that 
the  idea  of  blocking  supply  need  no  longer  be  the  basis  of  your  pol- 
icy. But  the  notion  of  control  is  still  very  much  an  important  con- 
cept, but  not  one  as  it  has  been  discussed  here  of  needless  controls 
on  goods  that  should  flow  freely. 

Thank  you. 
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[The  prepared  statement  of  Ms.  Nolan  appears  in  the  appendix.] 

Mr.  Gejdenson.  Thank  you  very  much. 
Mr.  Flowe. 

STATEMENT  OF  BENJAMm  H.  FLOWE,  JR.,  PARTNER,  VERNER, 
LIIPFERT,  BERNHARD,  McPHERSON  AND  HAND,  REP- 
RESENTING THE  CENTER  FOR  STRATEGIC  AND  INTER- 
NATIONAL STUDIES 

Mr.  Flowe.  Mr.  Chairman,  I  am  honored  to  testify  here  today  on 
behalf  of  the  Center  for  Strategic  and  International  Studies  Project, 
Export  Controls  in  a  Changing  World. 

The  CISIS  project  has  been  addressing  how  our  current  export 
control  system  can  meet  our  national  security  and  foreign  policy 
needs  more  effectively  without  needlessly  damaging  the  U.S.  econ- 
omy. 

My  testimony  today  cannot  reflect  all  the  opinions  on  our  ex- 
traordinary and  diverse  steering  committee  but  I  will  try  to  provide 
you  with  a  useful  synthesis  in  this  summary  of  my  written  testi- 
mony, which  I  would  hereby  submit  for  the  record. 

While  there  are  strong  reasons  to  maintain  some  types  of  export 
controls,  our  current  system  should  be  reformulated  with  four  key 
principles  in  mind:  the  purposes  and  objectives  of  the  controls;  ef- 
fectiveness of  the  controls;  costs  of  the  controls;  and  the  right  to  ex- 
port. 

First,  export  controls  must  have  clearly  defined  purposes  and  ob- 
jectives. Lofty  and  often  indistinguishable  goals  like  national  secu- 
rity and  foreign  policy  are  not  enough.  We  need  more  specific  goals 
and  we  need  a  clearer  idea  of  how  export  controls  are  to  help  ac- 
complish them. 

Export  controls  are  often  our  first  "ready,  fire,  aim"  reaction  to 
a  scandalous  problem  without  a  careful  balancing  of  (a)  the  specific 
goals  and  the  likelihood  of  accomplishing  them,  with  (b)  the  eco- 
nomic consequences. 

Export  controls  should  only  be  part  of  a  comprehensive  response 
to  a  defined  need.  Our  national  response  should  focus  primarily  on 
diplomatic  efforts,  economic  sanctions  and  where  appropriate  mili- 
tary action. 

In  that  context,  we  agree  that  the  nonproliferation  export  con- 
trols are  not  very  effective  right  now  but  perhaps  we  are  asking  ex- 
port controls  to  do  a  job  that  they  are  not  quite  qualified  to  do. 

Second,  everyone  from  all  sides  of  this  equation  agrees  that  effec- 
tiveness of  export  controls  in  accomplishing  their  intended  objec- 
tives is  critical.  We  must  either  improve  ineffective  controls  or 
eliminate  them. 

Some  items  are  uncontrollable  because  of  small  size,  easy  replica- 
tion or  commodity-like  status.  Likewise,  we  sometimes  try  to  con- 
trol items  that  would  contribute  in  any  way  to  a  capability  we  wish 
to  deter. 

A  much  more  effective  approach  is  to  focus  only  on  controllable 
"choke-point"  items  critical  to  that  capability  and  increase  the  pen- 
alties for  violations  of  well  defined  controls. 

Our  current  system  also  does  a  lousy  job  of  anticipating  tech- 
nology cycles,  as  I  think  you  heard  earlier  today.  Obsolete  controls 
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are  maintained  long  after  being  proven  ineffective.  We  need  to  do 
better  than  just  reacting  and  maintaining  ineffective  controls. 

Congress  and  this  Committee  in  particular  deserve  considerable 
credit  for  creating  the  foreign  availability  process  to  address  part 
of  the  effectiveness  problem.  However,  its  success  has  been  limited 
largely  because  it  is  mandatory  only  for  national  security  controls 
and  it  provides  no  analysis  or  action  until  well  after  foreign  sales 
have  already  supplanted  U.S.  market  share. 

Our  earlier  panelists  talked  a  bit  about  the  current  foreign  avail- 
ability study  on  computers.  That  is  one  area  where  U.S.  industry 
leads,  but  by  the  time  the  industry  gets  relief  from  what  are  proven 
to  be  ineffective  controls,  we  could  have  another  Airbus  situation 
on  our  hands  if  U.S.  market  share  has  already  been  lost  by  that 
time. 

Congress  can  improve  our  system  by  requiring  the  effectiveness 
assessments  and  then  either  improvements  of  the  marginally  effec- 
tive controls  or  their  abandonment. 

Effectiveness  assessments  would  address  foreign  availability, 
controllability,  and  factors  like  performance  indexing,  a  great  legis- 
lative idea  rejected  to  date  by  administrations.  Maybe  instead  of 
simply  accepting  or  rejecting  automatic  indexing  and  sunsets  of 
controls,  we  should  at  least  use  performance  indexes  as  yardsticks 
to  gain  an  accurate  measurement  of  effectiveness.  My  written  testi- 
mony shows  how  an  effectiveness  assessment  might  apply  to  pro- 
liferation controls.  Such  a  process  would  also  be  useful  for  this 
committee  because  it  would  provide  a  much  better  vehicle  for  legis- 
lative oversight  so  that  this  committee  could  help  ensure  improve- 
ment or  elimination  of  what  are  shown  to  be  ineffective  controls. 

Third,  we  need  to  evaluate  better  the  potential  and  actual  eco- 
nomic costs  of  export  controls  in  order  to  balance  the  decisions  on 
whether  to  implement  or  maintain  those  controls.  Our  methods  of 
measurement  of  these  costs  or  of  the  benefits  will  always  be  imper- 
fect. Nevertheless,  a  legislative  requirement  to  define  and  evaluate 
costs  as  well  as  benefits  would  serve  this  country  quite  well. 

Export  controls  have  economic  impacts  much  greater  than  imme- 
diate lost  sales.  Other  costs  include  direct  effects  on  jobs,  ripple  ef- 
fects on  suppliers,  loss  of  any  follow-on  sales  to  that  market,  parts 
and  servicing  sales  to  that  market,  sales  to  third  parties  who  can 
buy  unrestricted  products  elsewhere,  and  the  expense  of  legal  com- 
pliance. 

We  can  no  longer  afford  to  give  lip  service  to  how  export  controls 
hinder  U.S.  competitiveness.  Defense  conversion,  a  high  priority 
right  now,  is  difficult  enough  without  maintaining  regulatory  im- 
pediments that  dull  any  competitive  edge  in  the  commercial  arena. 
The  ASEAN  countries,  China  and  the  Middle  East,  which  are  the 
targets  of  our  recent  nonproliferation  controls,  already  account  for 
nearly  $60  billion  in  U.S.  exports.  That  is  more  than  Japan  and 
over  half  the  EC.  These  targets  of  our  current  controls  are  our  fast- 
est growing  export  markets.  We  should  only  be  willing  to  accept  ex- 
port controls  when  calculated  benefits  meet  or  exceed  their  actual 
costs. 

Fourth,  we  consider  exporting  to  be  a  privilege  in  this  country. 
Other  countries  acknowledge  a  right  to  export.  The  distinction  al- 
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lows  our  Government  to  delay  or  deny  export  licenses  with  minimal 
accountability. 

Recognizing  exporting  as  a  right  that  can  be  abridged  for  the 
common  good  would  make  our  system  more  transparent  and  re- 
sponsive. Article  1,  section  9(5)  of  our  Constitution  forbids  taxes  on 
exports,  which  indicates  that  we  should  recognize  it  as  a  right. 

This  would  imply  the  right  to  judicial  review  of  administrative 
decisions.  No  agency  in  this  government  likes  the  idea  of  any  of  its 
decisions  being  judged,  but  we  have  seen  no  good  reason  why  our 
courts  should  not  be  just  as  capable  here  as  in  other  areas  of  re- 
specting executive  and  le^slative  prerogatives  to  set  national  secu- 
rity and  foreign  policy  objectives  while  reviewing  their  application. 

In  this  context,  our  current  bureaucratic  structure  is  so  complex 
it  is  counterproductive.  My  written  testimony  contains  a  partial  list 
of  the  multitude  of  agencies  currently  responsible  for  administering 
export  controls,  our  interagency  dispute  resolution  bodies,  and  the 
current  international  export  control  regimes.  This  long  list  illus- 
trates why  our  system  utterly  confuses  even  the  most  experienced 
exporters.  A  U.S.  business  new  to  exporting  has  enough  to  deal 
with  without  having  to  cope  with  this  maze.  The  need  for  independ- 
ent review  has  never  been  greater. 

Frankly  too  much  time  is  spent  duplicating  effort  and  defending 
turf,  when  these  agencies  really  share  much  more  in  common  than 
they  do  in  disagreement.  The  Defense  Department  now  more  than 
ever  has  absolutely  no  desire  for  controls  that  undermine  our  in- 
dustrial base.  Likewise,  the  Commerce  Department  has  no  desire 
to  undermine  national  security. 

Balancing  these  competing  goals  is  fundamental  to  each  and 
every  one  of  our  export  control  agencies.  Our  bureaucracies  have 
grown  around  old  notions  and  what  are  really  disagreements  at  the 
margins. 

Expert  input  will  always  be  required  for  intelligent  decisionmak- 
ing. But,  that  is  no  reason  for  the  United  States  to  lead  the  world 
in  the  number  of  agencies  sharing  export  control  responsibilities  or 
be  alone  in  having  no  central  decisionmaking  authority. 

Finally,  several  new  multilateral  regimes  now  exist  in  addition 
to  COCOM:  the  MTCR,  the  Australia  Group,  the  Nuclear  Suppliers 
Group  and  the  Supercomputer  Supplier  Regime.  I  think  I  have 
most  of  them.  Their  recent  successes  in  agreeing  to  common  lists 
of  products  and  technology  has  been  a  remarkable  response  of  U.S. 
led  negotiations  to  threats  largely  exposed  by  the  war  with  Iraq. 
However,  these  other  groups  have  no  practical  agreements  on  tar- 
gets or  the  structure,  application  and  enforcement  of  controls.  Pros- 
pects for  expanding  COCOM  without  the  current  veto  power  which 
the  chairman  pointed  out  the  problems  of  hold  greater  promise 
than  trying  to  make  these  other  groups  more  effective. 

In  conclusion,  an  export  control  system  can  serve  important  na- 
tional security  and  foreign  policy  purposes  and  objectives.  But,  this 
country  can  no  longer  afford  ineffective  controls.  We  must  take 
stronger  measures  to  ensure  that  the  articulated  benefits  of  export 
controls  actually  outweigh  their  considerable  national  costs. 

Thank  you  very  much.  I  would  be  happy  to  answer  any  ques- 
tions. 

Thank  you. 


40 

[The  prepared  statement  of  Mr.  Flowe  appears  in  the  appendix.] 

Mr.  Gejdenson.  Thank  you. 

Let  me  start  first  with  Dr.  Nolan.  You  can  start  off  and  say  basi- 
cally that  if  you  cannot  restrict  it,  if  it  is  generally  available  then 
it  is  almost  a  game  that  we  are  playing  with  ourselves  as  far  as 
trying  to  preclude  countries  from  getting  these  systems. 

If  you  can  get  it  in  Korea  and  if  you  can  get  it  in  China,  if  you 
can  get  it  in  Israel,  they  are  not  signatories  to  COCOM.  If  you  use 
that  logic,  on  the  other  hand,  its  logical  conclusion  is  that,  when 
in  1939,  or  what  have  you,  the  Grermans  had  moved  into  Poland, 
much  of  what  they  need  is  generally  available  so  we  might  as  well 
sell  it  to  them. 

It  may  not  be  as  good  or  as  bad  as  all  that,  but  we  do  end  up 
somewhere  along  the  line  if  you  follow  the  general  instinct  that 
says  we  cannot  restrict  it.  It  really  does  not  make  sense  to  restrict 
it  unless  you  can  do  it  multilaterally.  We  need  only  look  to  what 
is  happening  in  the  efforts  of  the  United  States  in  Western  Europe 
to  deal  with  the  situation  in  Yugoslavia  to  shake  our  faith  in 
multilateralism,  although  I  am  strong  proponent  of  it. 

How  do  we  draw  these  lines?  Is  it  by  systems  and  the  danger 
they  possess?  It  is  by  countries? 

And  one  of  my  instincts  ends  up  being,  frankly,  that  if  you  can- 
not do  anything  else,  maybe  you  pick  a  handful  of  bad  guy  coun- 
tries decide  that  you  are  going  to  sell  them  next  to  nothing  and  you 
are  going  to  do  everything  in  your  power  to  get  your  allies  to  join 
you  on  that. 

Now,  the  problem,  of  course,  is  that  in  those  areas,  it  then  makes 
you  look  even  more  foolish  to  the  Europeans  and  others  that  you 
tried  to  get  onboard. 

My  sense  at  least,  is  that  sometimes  the  resistance  we  get  from 
the  Europeans  in  joining  multilateral  efforts  in  technology  control, 
is  that  if  you  are  not  careful,  the  Americans  are  going  to  want  to 
restrict  everything,  so  do  not  start  working  with  them. 

Ms.  Nolan.  Well,  this  is  the  age  old  problem  that  does  go  back 
to  1939.  The  beginnings  of  COCOM  had  growing  pains  that  are 
very  similar.  Even  though  there  was  a  common  enemy,  there  was 
major  disagreement  about  what  should  be  restricted  or  not  includ- 
ing once  a  big  fight  provoked  because  the  United  States  did  not 
want  baseball  bats  sent  to  the  Soviet  Union  because  it  could  raise 
the  morale  of  the  military. 

But  what  is  different,  I  think,  is  we  do  have  quite  a  network  of 
agreements  beyond  COCOM  that  have  to  do  with  dual  use  tech- 
nologies, including  the  missile  technology  control  regime,  the  chem- 
ical weapons  treaty,  the  beginnings  of  a  biological  weapons  ar- 
rangement— certainly  we  have  the  protocol  on  the  latter  and  could 
build  on  that.  And  we  have  regional  agreements  that  pertain  to 
various  aspects  of  the  regulation  of  military  use  if  not  military  com- 
merce in  weapons  of  mass  destruction. 

With  that  said,  it  is  not  appropriate  for  the  United  States  to  be 
the  sole  actor  trying  to  persuade  recalcitrant  allies. 

You  could  look  at  the  current  environment  just  in  the  same  way 
that  you  look  at  Bosnia  and  say  it  is  a  failure  of  cooperation.  I 
would  argue  that  it  is  the  desperate  plight  of  countries  that  ar6  fi- 
nally recognizing  that  the  need  for  cooperation  has  become  so  acute 
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that  it  is  the  only  way  to  act  effectively  and  that  we  are  just  strug- 
gling with  a  definition  of  that.  And  I  would  say  that  that  is  the 
case  in  nonproliferation  as  well. 

The  key  here  is  to  be  more  targeted  and  far  more  selective  in 
what  we  seek  to  control  and  to  build  on  the  regimes  we  have  before 
we  start  to  expand  beyond  them. 

And  I  mean  that  quite  specifically.  Let  us  take  the  missile  re- 
gime. You  could  look  at  its  failures.  But  we  actually  do  not  enforce 
it  or  try  to  enforce  it  all  that  well.  What  the  missile  regime  does 
do  is  identify  the  critical  enabling  technologies  that  go  into  one 
kind  of  military  capability  and  tries  to  target  those  either  for  re- 
striction or  as  a  warning  if  you  see  traffic  in  those  systems  going 
on. 

I  think  that  is  a  modest  goal  that  can  be  enforced.  Now,  do  you 
enforce  this  across  the  world?  This  is  always  the  question.  Is  the 
technology  inherently  dangerous  or  is  it  the  recipient? 

And  I  think  inevitably  in  the  kind  of  technologies  we  are  talking 
about — in  the  broader  sense  of  dual  use  technologies — it  has  to  be 
recipient  based.  It  has  to  be  end  user  based.  You  may  not  even  hold 
an  entire  country  accountable,  you  simply  would  bring  a  violation 
to  the  attention  of  the  Germans  or  the  Chinese  or  other  govern- 
ments that  there  are  firms  within  their  borders  who  are  using  tech- 
nology for  a  particular  proscribed  purpose. 

We  are  already  doing  that  and  to  some  effect,  I  gather.  Some  of 
this  is  obviously  very  classified  but  the  targeting  of  illegal  supplier 
networks  against  specific  end  users  that  we  know  to  be  involved  in 
illegal  trade  is  an  area  that  is  of  great  potential,  based  on  intel- 
ligence sharing  and  other  things  which  we  really  have  not  done 
very  well  here. 

Mr.  Gejdenson.  Let  me  just  make  a  couple  of  quick  followups. 
One,  is  the  failure  to  keep  missile  technology  fi-om  Iran,  though 
kind  of  a  very  frustrating  answer,  the  proof  that  we  are  not  making 
it? 

Ms.  Nolan.  From  going  to  Iran? 

Mr.  Gejdenson.  Yes. 

Ms.  Nolan.  Well,  it  is  interesting.  If  you  look  at  a  map  of  the 
suppliers  that  went  into  Iraq  over  the  course  of  the  2  or  3  years 
before  Desert  Shield  and  Desert  Storm,  it  involves  dozen  of  compa- 
nies and  front  companies  and  companies  that  mutate  into  new  com- 
panies literally  overnight  going  across  several  countries  at  a  par- 
ticular time.  You  could  look  at  it  and  say  it  is  hopeless,  there  is 
no  way  that  you  can  control  this  kind  of  trading. 

Or,  you  can  look  at  it  based  on  concentrated  intelligence,  collabo- 
ration of  major  countries,  and  a  level  of  attention  which  frankly  we 
have  not  paid  in  the  past  and  say  we  know  most  of  the  way  in 
which  the  channels  have  been  established.  We  know  these  compa- 
nies. We  know  what  their  prior  name  was.  We  can  target  these 
suppliers  much  as  we  try  to  do  this  in  the  drug  trade. 

Our  relative  lack  of  success  in  trying  to  stymie  illegal  commerce 
in  other  areas,  such  as  drug  trafficking  is  not  a  reason  for  throwing 
away  the  controls.  That  is  really  what  we  are  talking  about  here; 
have  we  done  this  ineffectually  in  the  past  because  we  have  not 
done  it  the  right  way  or  is  it  simply  impossible  to  do?  And  I  would 
say  it  is  the  former  and  not  the  latter. 
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Mr.  Gejdenson.  Can  multilateral  nonproliferation  regimes  work 
without  the  former  Soviet  Union  and  China? 

Ms.  Nolan.  No. 

Mr.  Gejdenson.  Mr.  Roth. 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 

Dr.  Nolan,  how  do  you  feel  about  students  from  Iran  and  Iraq 
studying  here  in  the  United  States? 

Ms.  Nolan.  Well,  it  depends  on  what  they  are  up  to,  Congress- 
man. I  think  you  cannot  stop  the  flow  of  expertise.  I  think  that  is 
one  of  the  critical  things  in  nonproliferation.  What  you  can  do  is 
monitor  where  the  people  who  are  trained  in  particular  disciplines 
are  going  and  what  they  are  doing. 

And  I  think  we  again  have  the  technical  and  intelligence  capacity 
to  know  quite  a  bit  about  individuals  involved  in  proscribed  weap- 
ons programs.  We  cannot  stop  them  from  studying  nor  do  I  think 
we  should  do  that.  It  should  not  really  be  about  trying  to  set  up 
impossible  barriers  around  especially  that,  the  migration  of  people. 

Mr.  Roth.  So  your  answer  is  no,  you  are  not  opposed  to  students 
from  Iran,  Iraq,  Libya  and  so  on  studying  in  the  United  States. 

Ms.  Nolan.  Actually,  again,  if  they  were  allowed  to  come  here 
to  study,  it  might  be  tremendously  beneficial.  What  we  are  dealing 
with  is  recalcitrant  governments,  not  populations. 

Mr.  Roth.  Yes,  but  we  learned  before  that  it  is  not  that  computer 
that  is  really  our  problem,  it  is  the  people  that  know  how  to  make 
the  computer. 

Ms.  Nolan.  It  is  what  they  do  with  the  computer.  It  is  how  they 
assemble  the  computer,  for  what  purposes  and  what  objectives. 
That  is  what  we  have  been  least  good  at  tracking  and  anticipating. 

As  we  supported  Iraq  in  various  ways  and  our  allies  supported 
Iraq,  we  simply  did  not  pay  attention  to  how  serious  they  were 
about  their  own  military  ambitions  and  we  could  have. 

Mr.  Roth.  We  could  have — I  seriously  doubt  that.  The  point  is 
that  if  you  are  going  to  have  people  in  this  country,  if  we  are  going 
to  teach  people  in  this  country  how  to  put  together  a  computer, 
how  to  do  all  these  other  scientific  achievements  and  so  on,  and 
then  they  go  back  to  their  home  country,  you  are  not  going  to  be 
able  to  control  what  they  do  or  how  their  governments  change. 
Governments  change,  people's  views  change. 

So  in  order  to  really  have — if  we  really  want  to  have  a  control 
on  the  spread  of  missiles  and  nuclear  weapons,  we  have  to  do 
something  about  the  educational  process  and  knowledge.  That  is 
the  secret  to  the  thing. 

Mr.  Flowe.  If  I  could  just  add,  though,  that  assumes  that  all  the 
knowledge  is  locked  up  here  in  the  United  States  and  unfortu- 
nately that  is  no  longer  the  case. 

Also,  one  of  the  things  that  set  our  country  apart  from  the  former 
Warsaw  Pact  countries  is  that  we  did  promote  the  free  exchange 
of  ideas  which  has  its  problems.  There  are  problems  in  that  but  our 
philosophy  has  always  been  to  live  with  those  problems. 

We  talked  about  the  purposes  of  the  controls.  If  our  puipose  is 
symbolic,  simply  to  distance  ourselves  as  with  Cuba,  regardless  of 
whether  it  actually  cuts  off  technology,  that  type  of  control  might 
apply  to  students.  Otherwise,  if  we  stop  them  from  coming  to  the 
United  States  to  learn,  they  will  go  to  other  countries. 
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Mr.  Roth.  I  appreciate  the  testimony  of  Dr.  Nolan  and  her  views 
and  Mr.  Flowe.  I  have  worked  with  CSIS.  I  appreciate  the  work 
you  are  doing  over  there,  too. 

From  your  studying  of  export  controls,  should  we  not  really  nar- 
row down  what  we  are  trying  to  control  to  actually  what  is  control- 
lable and  then  also  to  only  those  weapons  of  mass  destruction? 

Mr.  Flowe.  Yes.  Absolutely.  That  has  been  one  of  the  problems. 

As  Dr.  Nolan  said,  we  have  not  targeted  selectively  and  I  might 
say  that  is  especially  the  case  with  the  end  user  type  controls.  They 
are  fine  in  principle,  but  we  have  not  targeted  end  user  controls 
veiy  selectively  either. 

We  currently  have,  as  explained  at  some  length  in  our  written 
testimony,  a  broad  net  making  everyone  in  the  United  States  po- 
tentially liable  no  matter  what  they  export  to  any  place  in  the  Mid- 
dle East  because,  for  various  reasons,  the  Government  has  made  a 
decision  to  impose  that  control  on  every  U.S.  exporter  as  opposed 
to  calling  out  and  naming  those  end  users  who  we  think  are  a 
threat. 

So,  we  put  the  burden  on  the  whole  U.S.  population  of  exporters 
rather  than  selectively  targeting  and  naming  who  those  end  users 
are.  And  we  put  the  burden  on  every  export,  regardless  of  whether 
it  could  materially  or  directly  contribute  in  any  way  to  the  threat. 

Mr.  Roth.  Well,  I  hope  you  carry  back  to  CSIS  that  we  do  appre- 
ciate the  work  that  they  do.  I  have  been  with  your  group  and  spo- 
ken over  at  your  group  and  so  on.  You  are  doing  excellent  work  and 
I  hope  you  continue  it  and  give  us  the  benefit  of  your  analysis  here. 

Mr.  Flowe.  Thank  you  very  much.  CSIS,  with  the  leadership  of 
Dr.  Irwin  Pikus  has  put  together  a  good  bipartisan  and  diverse 
project  here. 

Mr.  Roth.  And  I  appreciate  the  Chairman  having  this  hearing 
today.  I  am  more  convinced  than  ever  that  we  were  right  a  year 
ago  with  our  Export  Administration  Act  and  I  think  we  just  have 
to  build  on  that. 

Thank  you  very  much,  Mr.  Chairman. 

Mr.  Gejdenson.  Thank  you.  I  thank  Mr.  Roth  and  I  thank  the 
panel. 

I  hope  that  if  you  have  some  time  in  the  next  weeks,  you  can 

five  us  some  outlines  of  how  you  would  put  together  a  regime  to 
eal  with  nonproliferation,  and  what  technologies  or  systems  you 
would  use  to  control  the  spread  of  these  technologies,  and  also 
where  we  want  to  control  them,  where  it  makes  sense  to  control 
them,  I  would  certainly  appreciate  that. 

I  thank  both  of  you  for  your  testimony  and  hope  to  keep  in  con- 
tact with  you. 

[Whereupon,  at  4:10  p.m.,  the  subcommittee  was  adjourned.] 
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House  of  Representatives, 
Committee  on  Foreign  Affairs, 
Subcommittee  on  Economic  Policy, 

Trade  and  Environment, 

Washington,  DC. 

The  subcommittee  met,  pursuant  to  call,  at  1:37  p.m.,  in  room 
2172,  Raybum  House  Office  Building,  Hon.  Sam  Gejdenson  (chair- 
man of  the  subcommittee)  presiding. 

Mr.  Gejdenson.  This  is  the  second  in  a  series  of  hearings  on  the 
Export  Administration  Act.  At  our  first  hearing,  there  was  compel- 
ling testimony  demonstrating  that  our  export  controls  are  outdated, 
ineffective,  and  in  need  of  an  overhaul.  There  was  agreement 
among  the  witnesses  that  the  United  States  tries  to  control  a  much 
broader  range  of  equipment  and  technology  than  it  should  and  that 
this  damages  both  our  economic  interests  and  our  national  security 
interests.  A  clear  example  was  a  situation  in  China  where  a  phone 
system  data  switches  that  were  precluded  from  American  compa- 
nies being  sold  to  China,  but  the  Chinese  were  building  and  buying 
from  other  systems  that  were  even  more  sophisticated. 

By  controlling  too  much,  we  make  it  difficult  to  properly  focus  on 
our  regulatory  efforts  on  chokepoint  technologies,  and  we  make  it 
harder  to  achieve  the  multilateral  consensus  needed  for  the  in- 
creased discipline  in  nonproliferation  control  regimes. 

We  are  hopeful  that  today's  witnesses  will  help  us  to  frame  the 
solutions  to  some  of  these  very  difficult  problems.  They  certainly 
have  the  qualifications  and  the  expertise  to  do  so. 

Dr.  Roland  Schmitt  is  the  President  of  Rensselaer  Polytechnic  In- 
stitute and  chaired  the  National  Academy  of  Sciences  panel  on  ex- 
port controls.  He  is  joined  by  Major  Greneral  William  F.  Burns, 
former  Director  of  the  Arms  Control  and  Disarmament  Agency  and 
Vice  Chairman  of  the  National  Academy  of  Sciences  panel  on  ex- 
port controls.  Also  on  the  first  panel  is  Dr.  John  Steinbruner,  Di- 
rector of  Foreign  Policy  Studies  at  Brookings,  who  served  with  dis- 
tinction on  the  NAS  study.  He  is  here  today  representing  his  own 
perspective. 

On  the  second  panel  we  are  very  fortunate  to  have  Jerry 
Jasinowski,  President  of  the  National  Association  of  Manufactur- 
ers. We  take  his  testimony  and  presence  here  today  as  a  clear  sig- 
nal of  the  importance  that  the  business  community  attaches  to  this 
legislation.  He  will  present  to  the  subcommittee  NAM's  draft  bill 
to  revise  the  EAA. 

(45) 
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And  with  that  I  would  recognize  my  ranking  Republican  col- 
league, Mr.  Roth,  for  his  opening  statement. 

Mr.  Roth.  Thank  you  very  much,  Mr.  Chairman,  and  let  me  join 
you  in  welcoming  our  distinguished  panel  today  and  people  who  are 
going  to  be  appearing  before  us.  We  are  going  to  be  rewriting  the 
EAA  and  your  testimony  is  very  important  to  us.  You  are  all  very 
distinguished  in  your  own  fields  of  industry  or  academia  or  na- 
tional security  or  foreign  policy.  Brought  together,  as  I  see  it  you 
represent  a  truly  impressive  array  of  expertise,  scholarship  and 
wisdom  and  these  complex  subjects  of  export  controls  and  counter- 
proliferation  policy.  Dr.  Schmitt,  who  I  just  had  the  good  chance  of 
meeting  and  veiy  impressed  with. 

And  General  Burns,  when  the  National  Academy  study  was  pre- 
sented to  us  2  years  ago,  I  said  it  should  be  the  Bible  for  this  sub- 
committee, and  I  continue  to  believe  that.  Because  so  many  of  your 
findings  and  predictions  have  been  proven  true  in  the  ensuing  2 
years.  So  I  want  to  give  added  impetus  to  what  you  tell  us  today 
as  we  craft  this  legislation. 

And  Dr.  Steinbruner,  I  have  been  with  you  in  a  number  of  meet- 
ings we  have  had  and  I  have  always  been  impressed  by  your  think- 
ing. I  know  you  are  one  of  the  best  and  brightest  in  the  national 
security  field  and  I  look  forward  to  your  testimony,  because  the 
toughest  problem  we  face  is  to  reconcile  export  controls  and  the  re- 
quirements of  counter-proliferation. 

And,  Mr.  Jasinowski,  under  your  leadership,  and  Howard  Lewis, 
who  is  here,  and  Chris  Padilla,  they  all  have  done  a  superb  job  in 
building  an  industry  coalition  behind  the  specific  and  detailed  set 
of  recommendations  for  rewriting  EAA,  and  that's  so  important  be- 
cause we  have  got  to  pass  this  legislation. 

Mr.  Chairman,  I  expect  that  today's  hearing  will  provide  us  with 
some  very  significant  testimony  that  will  contribute  directly  to  our 
rewrite  of  the  export  controls.  I  am  really  delighted  to  have  you 
and  I  am  looking  forward  to  your  testimony. 

Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  Thank  you.  Mr.  Johnson,  an  opening  statement? 
Opening  statements  on  this  side? 

Mr.  Manzullo.  Mr.  Chairman,  thank  you  very  much.  I  would 
simply  ask  that  in  a  world  of  acronyms  if  you  re  describing  an 
agency,  if  you  could  say  what  it  is  as  opposed  to  giving  the  initials, 
at  least  in  the  opening  rounds  of  the  discussions  about  those  orga- 
nizations, I  would  appreciate  it  very  much. 

Mr.  Gejdenson.  Thank  you.  Does  the  gentlelady  from  California 
have  any  opening  statements  she  would  like  to  make? 

Ms.  EsHOO,  Just  very  briefly,  Mr.  Chairman.  First,  I  would  like 
to  thank  you  for  allowing  me  to  join  this  committee  today  since  I 
am  not  a  member.  I  appreciate  it  very  much,  especially  on  behalf 
of  the  constituents  I  represent  in  Silicon  Valley.  This  issue  is  one 
that  drives  the  Valley.  It  has  a  great  deal  to  do  with  competitive- 
ness. And  I  am  looking  forward  to  hearing  the  testimony  today  and 
the  improvement  of  this  Act  so  that  we  can  move  on  and  become 
the  great  economic  power  of  the  country.  Certainly  export  license 
control  issues  figure  very,  very  heavily  into  that. 

So  thank  you  very  much. 

[The  prepared  statement  of  Ms.  Eshoo  appears  in  the  appendix.] 
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Mr.  Gejdenson.  No  further  statements?  Dr.  Schmitt,  you  want 
to  start? 

STATEMENT  OF  ROLAND  W.  SCHMITT,  PH.D.,  PRESmENT, 
RENSSELAER  POLYTECHNIC  INSTITUTE 

Mr.  Schmitt.  Thank  you,  Mr.  Chairman.  Greneral  Bums  and  I 
are  honored  bv  the  invitation  to  testify  before  your  committee  today 
on  the  reauthorization  of  the  Export  Control  Act.  And  we  are 
happy,  I  might  sav,  to  see  a  colleague  of  ours  who  has  come  to  tes- 
tify on  his  -own  behalf. 

Our  testimony,  as  you  have  already  pointed  out,  is  based  prin- 
cipally on  the  study  and  the  report  of  a  panel  that  was  organized 
by  the  National  Academy  of  Sciences  and  Engineering  at  the  re- 
quest of  Congress  under  terms  of  the  Omnibus  Trade  and  Competi- 
tiveness Act  of  1988.  The  report.  Finding  Common  Ground:  U.S. 
Export  Controls  in  a  Changed  Global  Environment,  was  published 
in  February  1991,  a  little  over  2  years  ago. 

We  believe  that  most  of  the  findings  and  recommendations  of 
that  report  are  robust  and  that  they  remain  valid  in  spite  of  many 
changes  that  have  occurred  since  1991.  In  addition,  in  September 
of  1991  the  Academies  sponsored  a  workshop,  called  "The  New  Era 
in  U.S.  Export  Controls,"  that  brought  together  many  experts,  in- 
cluding congressional  staff  members.  Beyond  that,  there  has  been 
also  a  joint  project  that  has  been  privately  funded  between  U.S. 
Academy  of  Sciences  and  the  Russian  Academy  of  Sciences.  It  has 
been  addressing  the  question  of  how  these  two  nations  could  co- 
operate in  controlling  dual-use  technologies  in  the  spread  of  strate- 
gically dangerous  weapons  to  politically  unstable  regions.  Our  testi- 
mony this  afternoon  is  going  to  draw  on  all  of  these  activities  as 
well  as  on  the  special  activities  of  General  Burns  that  he  will  de- 
scribe to  you  in  a  few  moments. 

I  want  to  review  the  findings  and  recommendations  of  the  1991 
study,  especially  as  they  pertain  to  the  issues  that  you  have  asked 
us  to  address.  General  Bums  will  then  discuss  the  present  situa- 
tion and  the  future  prospects  that  bear  on  these  issues.  We  have 
submitted  our  joint  written  testimony,  which  is  a  more  complete 
version  of  our  oral  remarks. 

Now,  in  all  of  this  we  wish  to  acknowledge  the  outstanding  work 
of  Dr.  Mitchell  B.  Wallerstein,  who  is  seated  behind  us  here,  who 
was  the  project  director  of  the  1991  study  and  has  continued  to 
play  a  leading  role  in  all  of  these  subsequent  activities. 

Now,  our  1991  study  addressed  two  fundamental  questions: 
First,  how  should  U.S.  export  control  policies  be  organized  in  a 
post-cold  war  world?  And  second,  are  U.S.  export  control  policies 
formulated  to  be  supportive  of  the  full  scope  of  our  interests? 

In  answering  these  questions,  there  are  two  overriding  features 
on  the  international  scene.  First  are  the  dramatic  changes  in  the 
former  Soviet  Union  and  in  members  of  the  Warsaw  Treaty  Orga- 
nization that  have  altered  the  nature  of  the  threat  from  this  quar- 
ter. Second  is  the  growing  concern  about  the  proliferation  of  weap- 
ons of  mass  destruction — WMDs,  as  we  call  them — and  advanced 
conventional  weapons  among  politically  threatening  countries  and 
organizations. 
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The  panel  urged  that  U.S.  poHcy  expHcitly  acknowledge  the  need 
to  control  proliferation-related  technologies  as  a  national  security 
concern.  To  do  so  will  require  the  participation  by  republics  of  the 
former  Soviet  Union  and  the  People's  Republic  of  China  among  oth- 
ers. 

Now,  within  this  general  framework,  the  panel  reached  four 
broad  areas  of  agreement.  First  of  all,  on  U.S.  export  control  policy. 
Carefully  tailored  export  controls  are  an  appropriate  and  a  viable 
instrument  to  do  several  things.  First  of  all,  to  constrain  access  by 
military  units  of  the  former  Soviet  Union  and  by  selected  countries 
to  technology  and  products  that  could  improve  or  contribute  to  the 
development  of  advanced  weapons  capability.  Secondly,  they  can 
constrain  access  by  countries  of  proliferation  concern  to  nuclear,  bi- 
ological, chemical  and  missile  delivery  technologies.  And  third,  im- 
pose multilateral  sanctions  for  violations  of  international  agree- 
ments or  norms  of  behavior. 

The  second  broad  area  of  agreement  of  our  panel  concerns  the 
COCOM  control  regime.  COCOM  should  be  continued  but  its  focus 
should  shift  from  what  we  have  termed  a  denial  regime  where  em- 
phasis is  on  restricting  the  supply  side  of  exports  to  what  we  have 
labeled  an  approval  regime  where  emphasis  is  on  verifying  the  de- 
mand-side use  of  exports.  There  should  be  a  sharply  reduced 
COCOM  industrial  list. 

The  third  area  is  proliferation  control  regimes.  There  are  now  in- 
sufficient linkages  between  the  multilateral  arrangements  to  ad- 
dress each  of  the  various  weapons  of  mass  destruction  and  more  co- 
herent multilateral  attention  is  needed  on  international  trade  in 
high  technology  weapons.  The  United  States,  UK,  states  of  the 
former  Soviet  Union,  France,  Germany,  Japan,  and  China  need  to 
collectively  provide  the  necessary  high  level  leadership,  policy  co- 
ordination and  international  regimes.  Export  controls  for  prolifera- 
tion mitigation  must  be  narrowly  targeted  and  must  be  multilat- 
eral. 

Finally,  on  the  U.S.  export  control  regime,  at  present  a  dis- 
proportionate amount  of  bureaucratic  resources  are  expended  in  re- 
solving disputes  among  line  agencies  with  different  missions.  A 
new  policy  process  driven  by  Presidential  leadership  and  decisions 
and  a  new  mechanism  to  resolve  disputes  and  administer  the  con- 
trols must  be  established. 

Ideally,  the  control  regime  would  be  comprised  of  three  elements: 
first  of  all,  a  Presidential  national  security  directive;  secondly,  an 
interagency  policy  coordinating  process  led  by  the  National  Secu- 
rity Council;  and  third,  a  single  agency  for  routine  administration. 
We  believe  that  this  general  framework  has  held  up  very  well  in 
the  face  of  the  many  events  that  have  occurred  during  the  2  years 
since  our  report  was  issued. 

In  the  case  of  proliferation -related  controls,  the  lessons  learned 
about  the  scope  and  extent  of  Iraqi  efforts  to  acquire  weapons  of 
mass  destruction  have  only  underscored  the  need  to  shift  policy 
focus  in  that  direction.  Unfortunately,  due  in  part  to  the  exigencies 
of  the  Gulf  War  at  the  time  when  the  report  was  released,  most 
of  the  recommendations  that  we  made  at  that  time  remain  yet  to 
be  implemented. 
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Now,  there  have  been  a  number  of  new  insights  and  lessons 
learned  during  these  intervening  2  years,  and  General  Bums  will 
remark  on  some  of  these.  Nevertheless,  there  are  many  problems 
with  the  current  U.S.  export  controls  system.  Responsibility  for 
their  administration  remains  divided  among  three  main  agencies  of 
the  Federal  Government  and  includes  a  number  of  others  in  policy 
formulation  and  execution.  Even  though  the  process  has  been  im- 
proved somewhat  by  the  more  active  leadership  of  the  staff  of  the 
National  Security  Council,  it  remains  slow  and  cumbersome  lae- 
cause  of  unclear  agency  jurisdictions,  unharmonized  or  conflicting 
control  lists,  and  ineffective  decontrol  procedures. 

At  a  more  fundamental  level,  the  U.S.  export  control  system  fails 
to  meet  the  realities  of  the  time  scale  of  technological  change  and 
technological  diffusion.  Thus  list  modification  takes  place  at  an  un- 
realistically  slow  pace  that  damages  the  international  competitive- 
ness of  U.S.  industry. 

Now  the  reality  of  this  was  underscored  by  a  recent,  June  16th, 
op-ed  in  the  Wall  Street  Journal  by  Scott  McNealy,  CEO  of  Sun 
Microsystems.  He  pointed  out,  and  I  want  to  quote  from  him:  "Defi- 
nition of  supercomputers  that  must  undergo  intense  licensing  scru- 
tiny when  sold  to  certain  countries  is  so  out-of-date  that  it  includes 
standard  workstation  computers  mass  produced  by  my  company 
and  others  that  perform  at  less  than  1  percent  the  speed  of  today's 
top  of  the  line  supercomputing  machines." 

Scott  McNealy  goes  on  to  say,  and  I  quote  again:  "The  adminis- 
tration and  Congress  have  expressed  their  intentions  to  examine 
the  situation  but  at  the  rate  they  are  going  this  could  take  12  to 
18  months,  a  full  product  cycle.  More  than  70  percent  of  1991  reve- 
nue for  the  computer  industry  was  derived  from  products  that  did 
not  exist  2  years  earlier.  Miss  one  development  cycle  and  you're  se- 
riously hurt.  Miss  two  and  you're  mortally  wounded." 

Now,  in  addition  to  these  concerns  there  are  two  other  problems 
that  warrant  attention.  They  are  the  U.S.  practices  of  imposing 
unilateral  controls  and  of  imposing  reexport  controls.  The  United 
States  is  virtually  alone  in  both  of  these  practices.  Part  of  the  prob- 
lem arises  from  the  U.S.  practice  of  using  export  controls  for  multi- 
lateral security  goals  on  the  one  hand  and  for  unilateral  foreign 
policy  objectives  on  the  other.  Our  panel  felt  that  both  of  these 
practices  should  be  tightly  circumscribed. 

First,  generally  impose  them  only  a  temporary  basis  while  active 
efforts  are  underway  to  obtain  the  cooperation  of  other  govern- 
ments. And  secondly,  maintain  them  on  a  continuing  basis  only 
when  the  United  States  feels  absolutely  compelled  to  make  some 
sort  of  a  symbolic  statement  or  where  there  is  unequivocally  the 
possibility  of  continuing  harm  to  the  United  States,  or  where  there 
is  some  possibility  of  changing  offending  behaviors  in  the  short 
term. 

Mr.  Chairman,  we  have  now  entered  a  different  era  from  the  cold 
war  days  of  the  past,  one  requiring  significant  changes  in  the  objec- 
tives, the  policies  and  practices  surrounding  export  controls.  It  is 
time  for  Congress  to  craft  a  new  Export  Control  Act  that  is  both 
comprehensive  and  flexible  in  the  authority  it  grants.  The  law 
should  be  grounded  in  several  fundamental  principles. 
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First,  in  today's  highly  competitive  global  environment  where 
technology  is  diffusing  rapidly  through  multiple  channels,  supply 
side  policies  emphasizing  the  denial  of  technology  and  end-use 
products  can  onlv  succeed  if  they  are  totally  multilateral.  The  law 
should  also  be  clear  that  the  principal  purpose  of  export  controls 
is  to  promote  U.S.  national  security  and  is  not  primarily  an  instru- 
ment of  unilateral  foreign  policy. 

Moreover,  national  security  must  explicitlv  include  the  inter- 
national competitiveness  of  our  industries.  And  finally,  the  pro- 
liferation of  weapons  of  mass  destruction,  missile  and  other  weapon 
delivery  systems,  and  advanced  conventional  weapons  must  be  a 
primary  concern  of  the  new  law. 

Thank  you  for  this  opportunity  to  testify.  Greneral  Bums  will  now 
deal  with  the  present  status  and  future  prospects  of  the  many  is- 
sues of  concern  to  your  committee. 

Mr.  Gejdenson.  General. 

STATEMENT  OF  GENERAL  WILLIAM  F.  BURNS,  MAJOR  GEN- 
ERAL, U.S.  ARMY  (RETIRED),  FORMER  DIRECTOR,  ARMS 
CONTROL  AND  DISARMAMENT  AGENCY 

General  Burns.  Mr.  Chairman,  I  am  happy  to  be  here  with  you 
this  afternoon,  and  I  am  particularly  gratified  to  be  at  this  hearing 
with  two  longtime  friends  and  colleagues,  Ronald  Schmitt  and  John 
Steinbruner.  As  you  know,  fi-om  early  1992  until  a  few  weeks  ago, 
I  served  as  Special  Envoy  to  Russia  and  the  other  so-called  nuclear 
states  of  the  former  Soviet  Union  to  negotiate  assistance  to  them 
under  the  non-Lugar  Act  for  the  dismantlement  of  certain  former 
Soviet  nuclear  weapon. 

I  was  gratified  by  this  assignment  and  I  believe  we  made  great 
progress  toward  establishing  common  ground  between  two  former 
adversaries.  One  area  of  my  work  in  this  regard  was  that  of  export 
control.  The  safe  and  secure  dismantlement  of  former  Soviet  nu- 
clear weapons  has  become  a  crucial  issue  in  achieving  political  and 
military  stability  in  a  post-cold  war  world.  The  export  control  re- 
gime which  served  us  well  during  the  height  of  the  cold  war  had 
begun  to  exhibit  disturbing  weaknesses  in  recent  years  and  our  Na- 
tional Academy  study  pointed  many  of  these  out. 

Unfortunately,  the  government  has  been  unable  to  correct  these 
weaknesses  in  the  initial  years  of  the  post-cold  war  era.  It  seems 
to  me  that  the  time  has  come  to  do  this. 

Last  weekend,  I  had  the  opportunity  to  host  for  dinner  a  col- 
league from  one  of  the  new  republics  carved  out  of  the  former  So- 
viet Union.  A  general  officer  of  his  country's  army  like  myself,  we 
had  much  to  discuss.  One  of  this  abiding  interests  at  this  time  is 
the  problem  of  countering  potential  proliferation  of  nuclear  weap- 
ons and  other  weapons  of  mass  destruction.  I  was  struck  by  his  de- 
termination to  see  this  problem  through  to  a  positive  conclusion. 
He  represents  in  my  recent  experience  the  broaa  consensus  of  lead- 
ership in  these  republics  today. 

But  these  republics  need  resources  with  which  to  carryout  export 
control  functions.  Save  for  the  Russian  Federation,  systems  do  not 
exist  in  these  countries  to  impose  a  system  of  export  controls. 
Under  the  Nunn-Lugar  Act,  the  previous  administration  allowed 
me  to  negotiate  programs  of  assistance  in  this  area.  This  assistance 
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would  consist  of  familiarization  with  the  international  export  con- 
trol system,  such  as  it  is;  establishment  of  training  and  systems  of 
controls  appropriate  to  the  country  in  question;  and  necessary  com- 
puter hardware  and  software  to  ensure  the  efficient  application  of 
these  controls. 

It's  been  reported  that  the  present  administration  has  allocated 
$2.26  million  of  Nimn-Lugar  funds  to  Ukraine,  Byelorus  and 
Kazakhstan  to  assist  in  establishing  export  and  proliferation  con- 
trols. In  my  view,  this  is  a  good  first  step  to  encourage  these  coun- 
tries to  consider  seriously  the  problem  of  proliferation  of  weapons 
of  mass  destruction.  This  deals  with  only  one  part  of  the  problem, 
however.  The  international  regime  in  which  these  former  Soviet 
states  would  participate  is  in  itself  flawed. 

It  is  flawed,  in  my  view,  on  two  counts:  first,  the  regime  was  es- 
tablished to  deter  exports  to  the  then  Soviet  Bloc.  The  efforts  of  the 
West  in  establishing  COCOM  and  the  painstaking  negotiations 
over  the  four  decades  were  reasonably  successful  in  highlighting 
the  problem  and  applying  solutions  which  were  realistic  for  the 
time. 

It's  hard  today  to  imagine  that  this  same  system  or  a  minor 
modification  of  the  same  system  could  be  effective  to  solve  today's 
problems.  The  enemy  of  the  past  now  seeks  membership.  The 
states  against  whom  COCOM  was  aimed  now  want  to  participate 
in  the  control  of  critical  exports  as  equals,  and  more  importantly, 
perhaps,  eventually  as  partners. 

In  my  view,  COCOM  can  serve  as  a  useful  base  from  which  a 
new  regime  can  be  formed.  To  be  effective,  however,  a  new  regime 
must  be  formed  and  put  into  operation  quickly.  We  waited  too  long 
already. 

The  second  flaw  I  find  in  our  present  stance  is  the  superfluity 
of  regimes.  We  have  COCOM.  We  have  the  Australia  group  dealing 
with  chemical  weapons  proliferation.  We  have  the  missile  tech- 
nology control  regime  attempting  to  limit  the  proliferation  of  that 
technology.  Different  partners  are  represented  in  each  of  these  and 
other  organizations. 

It  seems  to  me  that  simply  adding  states  of  the  former  Warsaw 
Pact  or  the  former  Soviet  Union  to  these  regimes  is  not  particularly 
useful.  We  have  pointed  out  that  the  present  regimes  aimed  at  sup- 
ply side  controls  may  not  be  the  most  effective  for  the  situation  we 
see  in  the  future.  It  seems  to  me  that  we  now  have  an  opportunity 
to  engage  these  states  of  the  former  Soviet  Union  and  the  Warsaw 
Pact  in  a  new  demand-side  approach  from  the  outset.  As  I  see  it, 
this  approach  would  establish  common  goals,  identify  common  in- 
terpretations of  what  constitutes  proliferation  and  suggest  common 
approaches  to  problem-solving. 

In  our  prepared  statement  we  have  pointed  out  that  there  is  a 
Catch-22  situation  in  our  relations  with  the  states  of  the  former 
Soviet  Union.  To  the  degree  that  we  continue  to  enforce  a  broad 
spectrum  of  export  controls,  we  inhibit  these  states  in  their  at- 
tempts at  important  political  and  economic  transformations.  We 
may  have  to  take  risks  to  engage  our  new  compatriots  in  this  ex- 
port control  effort  more  than  we  have  been  prepared  to  do  so  in  the 
past  if  we  are  to  achieve  success  in  meeting  the  twin  goals  of  pre- 
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venting  advEinced  military  technologies  from  falling  into  the  wrong 
hands  and  to  assist  in  rapid  social,  economic  and  political  change. 

To  further  these  goals,  we  have  suggested  that  a  cooperative  ef- 
fort now  between  the  United  States  and  the  Russian  Federation 
could  achieve  much  to  establish  this  higher  level  of  engagement. 
We  need  to  establish  a  joint  group  to  identify  and  agree  on  cat- 
egories of  strategically  dangerous  technologies  to  converge  what  we 
and  the  Russian  Federation  are  prepared  to  control.  In  tnis  process 
we  can  also  educate  not  only  Russia  but  other  interested  states  of 
the  former  Soviet  Union  and  its  allies  in  the  philosophy  of  control 
as  we  see  it. 

Also,  substantially  enhanced  intelligence  sharing  in  this  area  will 
provide 

Mr.  Gejdenson.  Greneral,  can  I  interrupt  you  for  one  second? 

General  Burns.  Yes,  sir. 

Mr.  Gejdenson.  There  are  some  seats  here  at  the  front  of  the 
tables  on  either  side.  Those  standing  are  more  than  welcome  to 
take  them.  I  should  have  said  something  earlier.  Just  leave  the 
back  side  for  any  staff  that  show  up  there.  Four  over  here  and  four 
over  there. 

Sorry,  General. 

General  Burns.  Also,  substantially  enhanced  intelligence  sharing 
in  this  area  will  provide  the  why  to  the  what  that  is  to  be  con- 
trolled. In  sum,  a  joint  approach  involving  not  only  the  political 
leadership  but  also  the  scientific  and  technolo^cal  communities  on 
both  sides  could  show  real  promise  in  preventmg  the  spread  of  the 
means  to  create  weapons  of  mass  destruction. 

Some  of  these  have  already  taken  place  as  a  by-product  of  our 
Nunn-Lugar  activities.  We  need  to  formalize  and  institutionalize 
the  process. 

I  would  also  note  that  the  recent  convening  of  the  COCOM  Co- 
operation Forum,  while  it  still  is  in  the  discussion  stage,  has  the 
potential  to  be  a  useful  way  to  address  problems  of  proliferation  on 
the  broadest  possible  scale.  It  needs,  however,  to  include  all  sup- 
plier states  to  be  effective  in  making  sense  out  of  the  multitude  of 
counter-proliferation  and  dual-use  export  control  systems. 

This  brings  me  back  to  this  hearing,  Mr.  Chairman,  and  I  urge 
you  to  move  expeditiously  to  reinvigorate  the  export  control  process 
to  bring  it  into  sjmchronization  with  modem-day  realities  and  to 
provide  a  sound  legal  basis  for  this  administration  and  future  ad- 
ministrations to  commit  the  United  States  to  a  continuing  leader- 
ship role  in  the  control  of  dual-use  technologies  and  to  counter  the 
proliferation  of  weapons  of  mass  destruction.  We  cannot  afford  to 
permit  the  United  States  to  continue  to  be  placed  at  a  competitive 
disadvantage.  This  in  my  view  undermines  our  national  security. 
Neither  can  we  afford  to  compromise  the  future  security  of  our  Na- 
tion. 

I  believe  that  some  of  the  suggestions  we  have  offered  today  and 
we  have  offered  in  our  National  Academy  of  Sciences  report  will  be 
useful  in  achieving  these  goals. 

Thank  you  very  much,  sir. 

Mr.  Gejdenson.  Thank  you. 

[The  joint  statement  of  Mr.  Schmitt  and  Greneral  Bums  appears 
in  the  appendix.] 
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Mr.  Gejdenson.  Mr.  Steinbruner. 

STATEMENT  OF  JOHN  D.  STEINBRUNER,  PH.D.,  DIRECTOR  OF 
FOREIGN  POLICY  STUDIES,  THE  BROOKINGS  INSTITUTION 

Mr.  Steinbruner.  Thank  you,  Mr.  Chairman.  I  have  submitted 
a  statement  for  the  record,  I  will  summarize  it  very  briefly. 

Let  me  begin  by  reemphasizing  that  I  am  speaking  as  an  individ- 
ual. I  was  a  fully  consenting  member  of  the  National  Academy  of 
Sciences  panel,  but  a  junior  one.  I  wouldn't  presume  to  speak  for 
the  panel  in  the  presence  of  its  chairman  and  vice  chairman.  What 
I  am  going  to  say  is  fully  compatible,  however. 

Like  many  others,  I  would  begin  by  noting  that  the  Export  Ad- 
ministration Act  is  a  creature  of  the  cold  war.  It  was  designed  to 
deny  access  to  weapons-related  technology  to  a  strategic  opponent. 
As  the  international  security  situation  has  evolved,  two  essential 
conditions  of  that  legislation  have  radically  altered.  First,  technical 
diffusion  has  made  it  virtually  impossible,  with  one  important  ex- 
ception, to  deny  access  to  weapons-related  technology.  So  some 
mechanism  of  control  other  than  denial  must  be  used. 

And  second,  there  has  been,  to  put  it  mildly,  a  radical  shift  in 
the  international  political  situation.  Dissolution  of  the  opposing  al- 
liance and  of  the  Soviet  Union  itself  has  created  both  a  new  prob- 
lem and  a  new  opportunity.  The  problem  is  that  the  residual  mili- 
tary estabhshment  that  the  Soviet  Union  once  maintained  is  sub- 
ject to  internal  disintegration.  That  fact  presents  entirely  different 
kinds  of  security  problems  than  the  classic  external  aggression  once 
did.  The  new  opportunity  is  that  we  can  deal  with  the  Russians 
and  the  other  Soviet  successor  states  more  constructively  than  we 
could  deal  with  the  Soviet  Union  during  the  middle  of  the  cold  war. 
These  new  circumstances  basically  dictate  an  entirely  new  ap- 
proach to  export  controls 

The  new  security  situation  has  at  least  two  dominant  problems 
associated  with  it.  Long-term  weapons  proliferation  is  a  first-class 
strategic  threat  to  everyone.  Modern  technology  gives  the  protec- 
tion for  small  states  and  substate  actors  to  be  verv,  very  disruptive. 
They  cannot  seize  and  hold  territory  and  probably  cannot  exercise 
societal  wide  mass  destruction  of  the  sort  that  was  associated  with 
the  cold  war  confrontation.  But  the  potential  is  there  for  small  ac- 
tors to  be  exceedingly  damaging  and  exceedingly  disruptive.  Re- 
sponding to  that  fact  requires  a  new  form  of  security  organization. 

Moreover,  in  terms  of  immediate  operational  threats,  it  is  not  a 
calculated  surprise  attack  we  have  to  worry  about  but  rather  spon- 
taneous civil  violence  emerging  from  the  disintegration  of  entire 
governmental  systems.  This  letter  is  the  phenomenon  in  our  wit- 
nessing in  Bosnia  at  the  moment  and  in  Cambodia  and  in  Angola 
and  in  any  other  places  in  the  world.  That  kind  of  problem  again 
requires  a  very  different  type  of  response. 

The  driving  principle  that  must  be  applied  to  these  new  type  of 
problems  is  one  that  is  deep  in  our  history.  That  is  simply  the  prin- 
ciple of  cooperative  engagement.  Although  we  haven't  recognized  it 
very  explicitly.  Cooperative  engagement  is  the  principle  we  used  for 
dealing  with  the  Japanese  and  German  military  establishments 
after  World  War  IL  That  is  the  basic  principle  we  will  have  to  ex- 
tend, I  think,  to  all  major  military  establishments  if  we  are  to  re- 
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spond  to  the  issues  of  general  proliferation  and  widespread  occur- 
rence of  internal  disintegration. 

We  must  form  major  power  coalitions  to  regulate  weapons  de- 
ployment and  to  coordinate  those  operations  that  actually  are  re- 
quired. No  single  state  will  be  able  or  want  to  do  them  by  them- 
selves. 

These  kinds  of  security  arrangements  are  simply  incompatible 
with  an  attempt  to  conduct  systematic  trade  discrimination.  Given 
radical  changes  in  the  circumstances  of  international  security,  I  am 
suggesting  along  with  my  colleagues  a  very  different  method  for 
controlling  weapons-related  exports.  I  believe  we  have  to  shift  from 
the  old  method  of  attempted  denial  of  access  to  a  new  method  of 
enforced  disclosure. 

Under  the  method  of  disclosure,  the  export  of  weapons-related 
items  would  be  generally  approved  and  wouldn't  require  export  li- 
censes for  legitimate  commercial  purposes.  But  there  would  be  very 
systematic  disclosure  requirements  imposed  both  on  the  producer 
and  on  the  receiver.  People  engaging  in  trade  of  dual-use  tech- 
nology would  have  to  label  their  products.  They  would  have  to  doc- 
ument the  point  of  shipping,  the  recipient,  and  the  end  use.  The 
receiver  would  have  to  document  end  use  as  well.  All  this  informa- 
tion would  have  to  be  registered,  and  there  would  be  criminal  sanc- 
tions for  any  misrepresentations  made. 

Such  an  arrangement  serves  several  purposes.  It  is  designed  first 
of  all,  to  make  normal  trade  much  more  transparent.  That  is  a  nec- 
essary step  for  being  able  to  detect  illicit  weapons  programs  under 
the  circumstances.  In  order  to  detect  extensive  violation,  one  must 
make  illegal  activity  stand  out  against  the  background  of  normal 
legal  trade.  The  background  must  be  made  much  more  transparent 
than  it  currently  is. 

A  disclosure  arrangement  would  also  enable  enforcement  agen- 
cies to  concentrate  on  the  problems  rather  than  trying  to  carry  the 
burden  of  managing,  or  monitoring  normal  trade.  Most  trade  is 
perfectly  appropriate.  Those  illicit  activities  that  are  not  appro- 
priate or  are  camouflaged  in  the  background  of  that  appropriate  ac- 
tivity. We  want  the  enforcement  agencies  focusing  on  the  problems 
and  not  on  normal  activity. 

If  freed  of  the  need  of  providing  prior  approval,  regulations  could 
concentrate  on  those  areas  where  remedial  action  definitely  needs 
to  be  taken.  They  would  have  a  better  chance  of  detecting  illegal 
diversions  if  they  can  concentrate  their  time  and  if  they  have  avail- 
able all  the  information  that  would  come  from  a  normal  disclosure 
arrangement. 

This  arrangement  would  substantially  alleviate  the  regulatory 
burden  on  law  abiding  commercial  suppliers.  For  those  people  who 
are  engaged  in  deliberate  deception  and  illegal  diversion  of  tech- 
nology to  weapons  purposes,  it  would  present  a  much  greater  risk 
of  detection  and  much  greater  sanctions.  That  is  the  whole  idea  of 
a  disclosure  based  regime. 

The  basic  deal  offered  to  major  states  for  entering  a  regime  is  the 
facilitation  of  high  tech  trade  in  exchange  for  agreement  to  regu- 
late for  mutual  benefit  its  weapons  application.  The  basic  deal  of- 
fered to  suppliers  is  relief  from  the  burden  of  seeking  prior  ap- 
proval. The  government  would  not  continuously  in  trade  in  com- 
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mercial  trade  channels,  but  the  price  of  full  disclosure  of  would  be, 
of  supply  relationships  with  criminal  sanctions  if  representations 
are  made. 

Let  me  conclude  by  noting  that  in  fact  there  are  a  spectrum  of 
problems  regarding  proliferation,  and  for  one  part  of  the  spectrum 
the  traditional  denial  strategy  not  only  is  appropriate  but  nec- 
essary. That  exception  has  to  do  with  fissionable  material — pluto- 
nium  and  highly  enriched  uranium.  We  cannot  afford  to  abandon 
our  efforts  to  deny  access  to  these  materials,  and  it  is  feasible,  I 
believe,  to  do  that.  We  can  and  must  deny  unauthorized  access  to 
fissionable  material. 

For  most  other  technologies,  however,  the  disclosure  rule  is  a  far 
more  promising  method  of  control.  For  some,  much  of  bio- 
technology, systematic  disclosure  is  the  only  method  that  can  be 
applied.  Biotechnology  is  extremely  dangerous.  There  are  weapons 
of  mass  destruction  that  can  emerge  from  modem  biological 
science.  And,  are  both  the  relevant  materials  and  the  necessary  in- 
formation completely  open.  They  emerge  from  medical  science  and 
we  cannot  restrict  access — either  in  principle  or  in  practice.  Since 
the  information  and  the  materials  are  readily  available  and  it  is 
not  difficult  as  a  practical  matter  to  divert  them  to  nefarious  pur- 
poses. We  have  no  hope  of  denying  access.  Our  only  hope  is  being 
able  to  detect  illicit  or  dangerous  activities  before  they  get  too  far 
or  be  able  to  react  to  them  very  quickly  if  they  do  arise.  We  must 
monitor  this  technology  much  more  systematically  than  we  are  cur- 
rently doing.  We  are  very,  very  exposed  to  big  problems  at  the  mo- 
ment because  we  are  not  running  a  disclosure-based  arrangement 
for  this  technology. 

Biotechnology  is  the  extreme  case  where  methods  of  disclosures 
must  be  applied.  Most  other  kinds  of  technology  fit  in  between  this 
case  and  tne  case  of  fissionable  materials  where  denial  of  access  is 
still  a  feasible  and  in  fact  a  mandatory  method  of  control.  In  my 
own  view  most  technologies  are  much  closer  to  the  problem  pre- 
sented by  biotechnology  than  to  the  problem  presented  by  fission- 
able material. 

Thank  you. 

[The  prepared  statement  of  Mr.  Steinbruner  appears  in  the  ap- 
pendix.] 

Mr.  Gejdenson.  Thank  you.  I  will  start  with  Mr.  Johnson.  Mr. 
Roth? 

Mr.  Roth.  Yes.  I'd  like  to  ask  Dr.  Steinbruner  a  question  dealing 
with  nuclear  proliferation.  You  talked  about  the  nation  state  basi- 
cally, as  I  see  it,  still  being  in  control  of  these  nuclear  weapons.  But 
when  I  talk  to  futurists,  they  say.  No,  that  it  is  not  the  nation  state 
that  we  have  to  be  concerned  about  whether  it  is  the  Ukraine,  Rus- 
sia, Iran  or  whatever,  but  these  terrorist  groups  and  different  in- 
terest groups.  How  do  we  when  we  deal,  from  a  position  of  like  a 
Congress  deal  with  these  terrorist  groups?  I  mean  how  do  you  keep 
the  weapons  out  of  their  hands? 

Mr.  Steinbruner.  The  first  line  of  defense  and  the  basic  defense 
against  unauthorized  access  to  nuclear  weapons  are  the  national 
control  systems.  All  the  international  arrangements  are  designed  to 
bolster  and  supplement  the  national  control  systems.  These  sys- 
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terns  have  traditionally  been  quite  drastic.  Fabricated  nuclear 
weapons  and  weapons  material  are  very  closely  guarded  by  special 
troops,  and  even  to  this  date  despite  all  the  disruption  in  the  Soviet 
Union  I  think  our  best  information  is  that  these  arrangements  re- 
garding the  weapons  are  basically  being  maintained. 

However,  there  is  good  reason  to  worry  about  the  disintegration 
of  these  national  control  systems,  and  we  have  got  a  big  problem 
coming.  Some  100  metric  tons  of  plutonium  will  be  liberated  from 
weapons  by  the  START  I  and  START  II  reductions  that  are  being 
scheduled,  and  we  must  invent  a  control  regime  for  that  material. 
It  must  involve  protected  guarding  for  very  long  periods  of  time 
and  that  is  a  new  problem.  I  think  there  will  have  to  be  inter- 
national coordination  to  solve  that  problem. 

Mr.  Roth.  I  just  want  to  followup  and  then  I  want  to  ask  another 
question.  But,  you  know,  even  when  I  was  a  young  man  we  had 
at  the  University  of  Wisconsin  this  kid  that,  you  know,  dia- 
grammed out  how  to  make  the  nuclear  bomb.  Remember,  we  had 
the  CIA  all  over  the  campus.  They  were  going  to  pick  up  this  un- 
derground newspaper  and  so  on.  And  even  at  that  time  I  said  there 
is  no  way  you  can  control  that. 

I  think  now  we  really  have  to  think  a  new — I  hate  to  use  this 
word  "paradigm."  I  do  believe  that  we  are  really  in  a  new  paradigm 
in  this  area,  and  I  feel  that  the  way  we  thought  about  it  in  the  past 
is  no  longer  relevant  to  this  present  time.  I  don't  know  if  I  can  ex- 
actly verbalize  it,  what  I  am  feeling  here. 

But  a  nation  state,  running  after  these  areas  is  like  chasing,  you 
know,  a  fly  with  a  sledgehammer.  We  are  not  going  to  be  able  to 
get  the  job  done.  I  mean  take  a  look  at  what  happened  in  New 
York  where  you  just  had  2  or  3  people.  I  think  that  this  is  going 
to  proliferate  and  it  is  going  to  be  a  much,  much  bigger  problem 
for  us,  and  we  have  got  to  think  about  that,  and  I  don't  know  how 
to  get  a  handle  on  it. 

General  Bums. 

General  Burns.  Mr.  Roth,  it  might  be  helpful  to  reflect  just  for 
a  moment  on  some  of  the  things  that  the  past  administration  and 
the  present  administration  are  doing  in  this  regard.  In  the  last  15 
months,  as  head  of  the  effort  I  was  able  to  get  some  real  insights 
into  how  they  secure  their  nuclear  weapons,  having  been  quite  fa- 
miliar with  now  we  secure  our  nuclear  weapons,  and  I  must  say 
that  I  was  impressed  that  their  system  appeared  to  be  comparably 
effective. 

Mr.  Roth.  Pardon  me.  I  thought  they  didn't  even  know  how 
many  nuclear  weapons  they  had.  Were  we  misinformed. 

General  Burns.  They  have  an  exact  count  of  their  nuclear  weap- 
ons, sir.  There  is  no  doubt  in  my  mind  that  they  know  their  nu- 
clear weapons  and  they  know  where  they  are. 

I  would  make  a  distinction,  however,  between  the  nuclear  weap- 
ons which  are  in  existence,  in  other  words,  nuclear  material  in  nu- 
clear weapons,  of  which  I  believe  the  military  have  a  good — an  ac- 
curate, exact  count,  and  the  nuclear  material  which  will  be  pro- 
duced as  these  weapons  are  dismantled.  Neither  side  ever  thought 
about  the  problem  of  having  to  eliminate  this  nuclear  material.  We 
assumed  that  these  nuclear  weapons  would  continue  forever  and 
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ever  and  as  new  weapons  were  devised,  designed  and  built  old  nu- 
clear material  would  go  into  them.  That  is  not  the  case  now. 

As  has  just  been  mentioned,  upwards  of  50  to  100  tons  of  pluto- 
nium  will  be  made  available  in  the  next  7  or  8,  9,  10  years,  and 
about  500  tons  of  highly  enriched  uranium.  We  have  negotiated 
with  the  Russian  Federation  to  assist  them  in  building  safe  and  se- 
cure storage  facilities  for  this  material  during  the  period  that  the 
material  is  more  or  less  free.  In  other  words,  it  is  out  of  the  weap- 
ons and  it  is  moving  toward  elimination.  We  have  agreed  to  pur- 
chase the  500  tons  of  highly  enriched  uranium  to  convert  it  to  low 
enriched  uranium  and  to  use  it  as  a  source  of  power  in  our  nuclear 
power  plants.  This  is  a  plan  worked  out  by  Department  of  Energy 
which  will  be  at  little  or  no  cost  to  the  U.S.  Treasury,  and  actually 
will  be  profit-making  both  for  us  and  for  the  Russian  Federation. 

Now,  to  achieve  this  in  a  safe  and  secure  way  is  a  real  test,  and 
the  problem  of  proliferation,  of  course,  raises  its  ugly  head  in  this 
area.  The  facility  which  is  contemplated  is  a  facility  which  will 
have  very  modem  high  technology  devices  to  ensure  that  both  we 
and  they  know  that  every  gram  of  material  coming  out  of  weapons 
can  be  accounted  for  from  the  time  it  comes  out  of  a  weapon  until 
it  is  burned  in  a  power  plant,  and  this  is  going  to  require  a  high 
level  of  cooperation  on  both  sides;  this  has  already  been  agreed.  Ac- 
cess to  this  facility  by  the  United  States  has  been  guaranteed  by 
the  Russian  Federation.  In  fact,  it  will  be  U.S.  equipment  which 
will  be  installed  in  the  facility  as  a  materials  control  and  account- 
ing system. 

Now,  this  raises  interesting  problems  because  are  we  prepared  to 
export  this  high  tech  equipment  which  has  dual  uses  to  the  Rus- 
sian Federation  to  secure  jointly  their  nuclear  material.  Under 
present  laws,  present  conventions  and  present  international  agree- 
ments it  would  be  very  difficult,  I  think,  to  export  some  of  this 
equipment. 

So  I  just  point  this  out  as  some  of  the  problems  that  we  see  in 
the  short  run  in  dealing  with  this. 

Mr.  Roth.  All  right.  If  the  question  is  are  we  going  to  export  this 
high  tech,  dual-use  equipment.  General,  that  is  why  we  have  got 
you  here.  You  are  going  to  tell  us  whether  we  should  be  doing  that. 

General  Burns.  And  I  am  saying  yes. 

Mr.  Roth.  And  Dr.  Schmitt. 

Mr.  Schmitt.  I  am  saying  yes. 

Mr.  Roth.  You  are  saying  yes. 

General  Burns.  And  what  I  am  talking  about  here,  to  be  specific, 
is  primarily  computer  hardware  and  software. 

Mr.  Roth.  Right. 

General  Burns.  But  it  is  not  computer  hardware  and  software 
that  is  necessarily  at  the  cutting  edge  of  technology,  but  it  is  pretty 
far  up  on  the  list. 

Mr.  Roth.  Yes. 

General  Burns.  It  is  the  kind  of  computers  that  you  and  I  can 
buy  at  Radio  Shack. 

Mr.  Roth.  Well,  that  is  true.  And,  if  we  don't  trust  them  with 
the  computers,  then  you  know  you  don't  have  it  in  your  basis,  or 
to  establish,  you  know,  a  working  relationship  that  you  need. 
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If  the  chairman  wall  forgive  me,  I  just  want  to  followup.  But  I 
am  still  back  to  this  original  question:  How  are  you  going  to  keep 
this  material — you  can  work  with  a  government,  but  how  do  you 
work  with  renegade  groups  you  are  going  to  have  all  over  this 
world?  How  about  the  neo-Communists  that  will  be  coming  up  in 
Russia?  You  know  they  are  going  to  be  there.  Or  other  groups 
around  the  world,  how  are  you  going  to  work  with  them  to  keep 
it  out  of  their  hands?  That  is  where  the  problem  is,  as  I  see  it. 

General  Burns.  That  is  the  problem,  sir.  And  not  to  give  you  a 
general  answer  to  a  specific  question,  but  it  seems  to  me  that  it  is 
essential  that  we  maintain  the  very  stability  necessary  in  the 
former  Soviet  Union  so  that  these  stray  groups  do  not  reach  a  posi- 
tion of  power,  so  that  they  can  interfere  with  these  storage  facili- 
ties and  so  forth.  I  think  that  economic  assistance  to  promote  eco- 
nomic stability  is  at  the  root  of  the  solution. 

Mr.  Roth.  Yes.  Well,  you  know,  I  wish  that  things  were  as  you 
mention  them,  General.  I  do  feel,  however,  that  the  nation  state  is 
going  to  become  less  and  less  important  all  the  time.  As  a  Con- 
gressman, I  am  the  last  person  that  wants  to  say  that,  but  I  feel 
Congress  is  going  to  become  less  and  less  important  all  the  time. 
I  think  that  you  are  going  to  see  these  groups  become  more  impor- 
tant. I  think  that  there  is  a  shift  going  on  in  the  world,  and  the 
question  that  I  am  trying  to  grapple  with  is  how  can  we  set  this 
up  now  to  handle  that  problem  at  that  is  coming?  I  mean  how  can 
we  anticipate,  you  know,  the  problem  that  is  coming  in  the  future, 
and  how  can  we  head  it  off  now? 

Gretzky,  the  great  hockey  player,  they  asked  him,  "You're  not  the 
smartest,  you're  not  the  biggest,  but  you're  the  best  hockey  player. 
Why?"  He  said,  "Because  I  always  skate  to  where  the  puck  is 
going."  And  what  I  would  like  to  do  with  this  EAA  is  take  it  to 
where  I  think  the  world  is  going,  and  that  is  why  I  think  that  what 
you  have  learned  I  think  is  so  important  for  us  to  try  to  get  and 
grapple  with. 

Mr.  Steinbruner.  Mr.  Roth,  let  me  comment  very  briefly  here. 
I  think  the  answer  to  your  question  involves  disclosure.  In  han- 
dling this  situation  disclosure  is  truly  vital.  Basically  what  we  need 
to  do  is  make  sure  that  all  the  fissionable  material  inventories 
enter  an  internationally  accessible  accounting  system  so  that  we 
know  where  it  is  all  the  time.  That  is  the  only  way  that  we  have 
any  hope  of  detecting  problems  of  diversion.  We  cannot  leave  it 
solely  to  any  national  government  anymore. 

We  have  been  using  a  regime  of  secrecy,  regarding  nuclear  weap- 
ons and  the  fissionable  material  they  contain.  National  govern- 
ments do  not  disclose  their  strategies.  We  must  introduce  rules  of 
disclosure  so  the  international  system  as  a  whole  knows  where  all 
this  material  is  in  order  to  keep  it  out  of  the  hands  of  people  who 
might  misuse  it.  Once  informed  people  have  the  material,  as  you 
pointed  out,  they  can  make  a  bomb.  The  material  is  the  only  con- 
straint here.  Otherwise,  the  materials  and  information  necessary 
for  weapons  fabrication  are  thoroughly  available. 

The  only  thing  that  a  person  who  wants  to  have  it  and  doesn't 
have  it  doesn't  now  have  is  the  fissionable  material,  and  we  need 
to  have  an  accounting  system  set  at  very  high  international  stand- 
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ards  to  make  sure  that  all  this  material  is  kept  track  of  continu- 
ously. 

Mr.  Roth.  Thank  you. 

Mr.  Gejdenson.  Mr.  Manzullo. 

Mr.  Manzullo.  Thank  you,  Mr.  Chairman.  Mr.  Roth,  I  noticed 
that  you  mentioned  hockey  but  you  didn't  mention  the  Bulls  or  the 
Bucks  and  basketball. 

I  have  got  a  couple  of  questions  here.  Dr.  Steinbruner,  you  said 
something  that  was  so  shocking  that  I  wrote  it  down,  and  I  agree 
with  what  you  said.  You  didnt  say  anything  improper.  But  the 
quote  that  I  have  here  is  "We  have  no  hope  of  denying  access,  but 
the  hope  is  in  deterring  activities  of  people  who  improperly  receive 
materials."  Do  you  recall  saying  something  similar  to  that? 

Mr.  Steinbruner.  The  thought  is  that  particularly  in  the  area 
of  biotechnology  the  information  and  the  materials  to  do  very  dan- 
gerous things  are  generally  accessible,  and  our  only  hope  is  to  be 
very,  very  alert  to  signs  that  such  activity  is  going  on  and  react  to 
it  if  it  does  occur.  We  cannot  prevent  it  physically  by  denying  ac- 
cess, that  is  the  thought. 

Mr.  Manzullo.  Can  vou  be  more  specific  in  that? 

Mr.  Steinbruner.  Well,  the  basic  thought  is  that  we  really  need 
international  integration  in  this  area.  All  those  laboratories  that 
are  involved  in  research  on  biological  agents  need  to  be  integrated 
into  an  international  system  that  sets  norms  and  forces  them  to 
disclose  the  nature  of  their  activity.  The  most  dangerous  things 
would  have  to  go  on  in  secret  and  therefore  we  don't  want  anything 
going  on  in  secret. 

In  the  area  of  biotechnology,  which  is  an  extremely  demanding 
problem,  this  really  is  the  only  hope.  The  ides  is  to  set  norms  that 
are  continuously  monitored  so  that  the  system  is  basically  self-en- 
forcing. Anybody  contravening  its  rules  begins  to  stand  out  by 
doing  things  that  are  against  me  norms.  Secrecy  in  this  area  is  ex- 
tremely dangerous. 

Mr.  Roth.  Will  the  gentleman  yield? 

Mr.  Manzullo.  Sure. 

Mr.  Roth.  I  thank  the  gentleman  for  yielding. 

When  we  talk  about  biotech.  Dr.  Steinbruner,  are  we  working 
with  strains  of  viruses  that  could  be  so  lethal  there  is  no  defense 
against  them? 

Mr.  Steinbruner.  That  is  in  general  the  basic  threat;  yes. 

Mr.  Roth.  Why  are  we  doing  that? 

Mr,  Steinbruner.  No,  we  are  not  doing  that.  What  I  am  saying 
is  that  normal  activity  for  constructive  purposes  identifies  the  pos- 
sibility of  doing  that.  We  are  not  doing  that.  Nor  do  I  think  the 
Russians  at  the  moment  are  doing  that.  It  is  just  that  the  possibil- 
ity is  readily  apparent  to  anybody  who  is  working  in  normal  medi- 
cal science. 

So  there  are  certain  experiments  we  don't  want  done,  certain  vi- 
ruses we  don't  want  developed.  We  want  to  be  sure  that  if  anybody 
begins  to  do  that  they  are  detected  and,  you  know,  something  done 
to  stop  them  before  it  gets  too  far  along. 

Mr.  Roth.  Thank  you. 

Mr.  Manzullo.  My  next  question,  General  Bums,  we  had  testi- 
mony here  about  2  or  3  weeks  ago  from  several  computer  manufac- 
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turers  who  testified  that  the  supercomputers  which  they  are  build- 
ing in  this  country  cannot  be  exported  but  are  readily  available,  I 
think,  in  Russia,  India,  Brazil,  and  a  couple  of  other  countries  in 
the  Pacific  Rim. 

Is  a  supercomputer  necessary  to  monitor  the  tvpe  of  activity  that 
Dr.  Steinbruner  was  talking  about  with  the  labs? 

General  Burns.  I  would  say  generally  no.  The  kinds  of  comput- 
ers that  I  was  talking  about  are  computers  that  would  be  used  to 
collate  data,  to  sort  data,  to  operate  relatively  complex  software 
which  would  be  able  to  keep  track  of  items  on  an  inventory  basis. 
Computer  technology  is  completely  out  of  my  realm,  but  I  would 
say  a  486  is  about — is  quite  adequate  for  this  kind  of  work.  We  are 
not  talking  about  supercomputers. 

Supercomputers  certainly  are  useful  for  scientific  and  techno- 
logical research  which  many  countries  of  the  world  have  and  many 
countries  of  the  world  produce  and  are  available,  I  believe,  if  one 
tries  hard  enough  to  gain  that  particular  technology  or  that  par- 
ticular hardware. 

I  think,  Mr.  Manzullo,  perhaps  some  of  the  confusion  may  arise 
over  various  definitions.  In  the  testimony  I  read  from  Scott 
McNealy's  op-ed  he  points  out  that  the  official  definition  of 
supercomputers  today  captures  machines  that  operate  at  only  1 
percent  of  what  is  truly  a  supercomputer. 

Mr.  Manzullo.  That  is  anything  over  a  12.5  HIPS  or  something? 

General  Burns.  HIPs  or  something;  yes. 

Mr.  Manzullo.  Major,  do  you  believe  as  you  sit  there  now,  a  per- 
son who  has  had  more  experience  in  this  field  than  most  people  in 
government,  that  computer  technology,  including  the  software, 
should  be  eliminated  from  export  controls? 

General  Burns,  I  wouldn't  go  so  far  as  to  say  it  should  be  elimi- 
nated, but  I  believe  that  there  should  be  a  very  serious  show  cause 
as  to  why  any  particular  computer  or  bit  of  computer  technology 
should  be  included  in  export  controls  today. 

Mr.  Manzullo.  Just  change  the  presumption  then? 

General  Burns.  That  is  right.  I  think  the  technology  is  moving 
so  fast  that  what  is  state  of  tne  art  today  is  almost  obsolete  tomor- 
row. So  I  think  it  is  silly  to  attempt  to  establish  norms  against 
which  we  will  measure  various  items  of  computer  equipment.  I 
think  it  is  more  important  to  judge  it  on  a  situational  basis,  and 
if  there  is  a  potential  sale  by  a  computer  manufacturer  in  this 
country,  let's  assume  that  we  as  a  nation  want  that  company  to 
succeed  in  its  sale  and  let's  see  what  we  can  do  to  make  that  sale 
successful. 

Now,  if  there  are  abiding  national  security  reasons  why  that  par- 
ticular computer  going  to  that  particular  country  at  that  particular 
time  poses  a  risk,  let  s  see  if  we  can't  resolve  that  risk.  In  other 
words,  there  may  be  some  safeguards  that  can  be  applied  so  that 
the  computer  cannot  be  used  for  reasons  which  would  undermine 
U.S.  security,  let's  say.  I  think  that  is  the  approach  we  should  be 
taking  because  I  don't  think  there  are  that  many  items  of  computer 
technology  today  that  should  be  restricted. 

Mr.  Steinbruner.  Mr.  Manzullo,  let  me  note  this  is  a 
prototypical  case  of  where  you  need  a  disclosure-based  rule.  I  don't 
think  it  makes  sense  to  deny  the  production  and  shipping  of  the 
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computers,  but  we  do  need  to  disclose  where  they  have  gone  and 
what  they  have  gone  for.  In  the  case  of  very  advanced 
supercomputers  you  may  want  hterally  to  monitor  their  continuous 
operations,  which  is  feasible,  to  be  sure  that  it  is  for  the  avowed 
purposes  and  not  for  some  other. 

Mr.  Manzullo.  If  they  are  available  at  a  Radio  Shack,  I  don't 
know  how  you  can  monitor  what  is  being  sold. 

Mr.  Steinbruner.  Oh,  no.  But  you  can  enforce  reporting.  If  you 
have  a  disclosure-based  rule,  you  will  say.  Fine.  Go  sell  the  com- 
puter but  tell  us  where  you  sold  it  and  for  what  purpose  so  that 
we  have  that  recorded,  so  that  we  can  check  if  we  think  that  there 
is  a  problem.  Right  now  if  you  just  allow  it  to  be  sold,  there  is  no 
necessary  track  of  where  it  has  gone,  and  I  think  that  is  the  prob- 
lem. We  need  to  monitor  where  the  trade  is  going  rather  than  try 
to  regulate  by  attempting  to  approve  in  advance. 

Mr.  Manzullo.  Thank  you. 

Mr.  SCHMITT.  Could  I  offer  one  word  of  clarification  here?  For 
those  of  you  who  read  our  report,  we  use  the  phrase  "approval  re- 
gime" in  it  quite  often,  and  I  use  it  in  my  testimony. 

Dr.  Steinbruner  was  a  member  of  our  panel,  and,  as  I  recall,  he 
invented  that  phrase.  Today,  he  is  changing  it  to  the  word  "disclo- 
sure." I  would  like  to  make  sure  that  you  understand  what  he  calls 
disclosure  is  what  he  previously  persuaded  us  to  call  approval  re- 
gime. 

Mr.  FiNGERHUT.  [presiding]  Mrs.  Meyers? 

Mr.  Meyers.  Thank  you,  Mr.  Chairman.  You've  stated  that  modi- 
fications of  the  control  list  take  place  at  an  unrealistically  slow 
pace  in  relation  to  advances  in  technology.  And  how  would  you  ad- 
dress this  problem?  I  guess  all  three  of  you  could  address  that. 

Mr.  SCHMITT.  Yes,  Mrs.  Meyers.  We  did  address  it  quite  exten- 
sively in  our  report,  and  it  begins  by — well,  first  of  all,  in  all  cases 
where  we  are  ready  to  do  it,  to  move  to  the  kind  of  disclosure  re- 
gime— I  will  use  that  title  now — that  Dr.  Steinbruner  talked  about. 
But  it  also  must  mean  getting  these  lists  down. 

In  our  report  we  also  made  recommendations  about  certain  sun- 
shine provisions.  Lists  should  not  be  permitted  just  to  exist  perpet- 
ually without  any  action  to  reaffirm  them,  if  you  like.  So  there  are 
a  number  of  techniques  of  that  sort  that  one  can  use  to 

Mr.  Meyers.  If  it  has  to  be,  and  it  should  be  a  multilateral  kind 
of  list 

Mr.  ScHMiTT.  Yes. 

Mr.  Meyers.  Then  what  kind  of  an  organization  do  you  need?  It 
would  have  to  be  an  international  organization,  because  you 
wouldn't  want  one  country  to  change  the  list  without  all  countries 
changing  the  list.  And  how  do  you  get  that  kind  of  agreement  and 
what  international  body  do  you  use? 

Mr.  ScHMiTT.  Well,  again,  we  recommended  continuing  the 
COCOM  arrangement. 

Mr.  Meyers.  And  how  do  you  set  the  norms  on  biotechnology  so 
that  legitimate  medical  and  commercial  activities  are  not  inhibited? 

Mr.  Steinbruner.  Again,  I  think  there  is  a  problem  in  a  disclo- 
sure-based regime  of  protecting  proprietary  information  and  decid- 
ing what  information  is  appropriately  proprietary.  In  the  bio- 
technology area  and  other  areas  there  are  problems  of  that  sort. 
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In  general,  the  solution  is  that  the  registry  that  I  have  in  mind 
would  have  to  be  able  to  protect  proprietary  information  and  only 
report,  to  the  extent  that  it  reports  at  all,  in  aggregate  terms. 
There  is  a  lot  of  precedent  for  this.  Companies  in  other  situations 
are  required  to  submit  information  that  is  proprietary  and  the  gov- 
ernment has  learned  how  to  protect  that.  This  wouldf  be  important 
in  that  area. 

The  basic  point  here  is,  though,  we  cannot  afford  to  have  people 
doing  things  we  don't  know  about,  and  the  reason  we  can't  afford 
that  is  that  some  of  those  things  could  be  exceedingly  dangerous 
and  we  have  to  be  able  to  detect  when  that  is  happening.  And  if 
it  is  routinely  in  former  Soviet  Union  and  elsewhere  possible  to 
conduct  technical  development  in  these  areas  without  any  report- 
ing, then  nefarious  activities  can  hide  in  the  cloud  of  legitimate  ac- 
tivities and  we  are  all  in  big  trouble. 

It  is  important  to  make  basic  activity  transparent  in  order  to  be 
able  to  detect  that  kind  of  activity  that  shouldn't  go  on, 

Mr.  Meyers.  Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  The  gentleman  from  California. 

Mr.  Rohrabacher.  I  am  a  latecomer,  so  I  will  just  make  this 
very  brief.  And  I  have  looked  over  your  testimony  and  I — you  know, 
when  the  cold  war  was  over  I  thought  that  things  were  going  to 
get  less  complicated,  and  I  ^ess  things  have  not  got  less  com- 
plicated. They  get  more  complicated  and  more  complicated. 

I  have  noted  the  suggestions  that  you  are  making  and  the  full 
disclosure-is-closure-type  of  approach  rather  than  the  control-type 
of  approach  is  appealing  to  me.  However,  when  all  is  said  and 
done,  aren't  we  really  talking  about  killing  some  people  some- 
where? Our  ability  to  say  some  maniac  is  going  to  get  a  hold  of 
something  because  we  can  no  longer  control  that  he  is  going  to  be 
able  to  produce  a  chemical  weapon  or  something,  aren't  we  going 
to  have  to  be  able  to  in  good  conscience  knock  somebody  off? 

General  Burns.  I  suppose  my  short  answer  is  yes.  I  don't  think 
anyone  has  argued  that  any  kind  of  control  regime  or  anything  is 
^oing  to  be  100  percent,  and  I  think  the  sword  and  the  scabbard 
IS  going  to  be  absolutely  necessary  to  put  teeth  into  any  kind  of  re- 
gime that  we  have. 

I  think  one  of  the  problems  that  I  see  in  discussion  of  export  con- 
trol regimes  and  wnen  we  get  into  lists  and  what  should  and 
should  not  be  permitted  is  that  things  that  I  think  former  Soviet 
Union  needs  right  now  in  terms  of  technology  are  relatively  low 
technology,  things  that  probably  shouldn't  be  on  anybody's  list  at 
all.  As  an  example,  about  a  year  ago  I  was  briefed  on  a  certain  re- 
public's capability  to  design,  through  a  their  design  facility — to  de- 
sign public  buildings  and  so  forth.  They  used  pencils,  papers  and 
T-squares.  I  can  remember  in  the  middle  1940's  in  mechanical 
drawing  learning  how  to  do  that  and  I  know  it  is  possible,  and  I 
know  that  they  do  very  well.  It  takes  them  several  years  to  design. 
We  can  do  the  same  thing  through  the  Army  Corps  of  Engineers 
with  computer-assisted  design  in  a  matter  of  aays  if  not  hours. 

So  it  is  not  a  question  that  they  can't  do  it,  and  the  technology 
that  we  are  offering  to  share  with  them  in  terms  of  doing  some 
computer  runs  is  not  particularly  advanced  technology,  but  it  is  the 
kind  of  thing  that  makes  the  difference  between  being  able  to  move 
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into  the  modern  world  or  lag  behind  for  a  number  of  years,  so  that 
these  kind  of  flashpoints  that  you  mention,  sir,  become  more  and 
more  evident,  more  and  more  possible  and  where  someone  may 
have  to  use  violence  to  eradicate  the  problem. 

Well,  in  the  recent  past  we  have  depended  on  controlling  the  be- 
havior of  honest  people,  basically,  and  we  are  finding  now  that  in 
order  to  control  the  behavior  of  honest  people  so  that  bad  results 
can't  happen  out  there  somewhere  that  it  is  becoming  very  det- 
rimental to  us  economically,  and  that  is  evident  through  our  testi- 
mony. Our  own  companies  are  really  suffering  because  of  it. 

To  the  degree  that  we  lessen  our  controls  on  honest  people,  I 
think  that  also  the  opposite  end  of  it  means  we  have  to  be  more 
willing  to  do  those  things  that  we  don't  like  to  do,  and  that  is  use 
force  on  individuals  who  are  bad  people  and  who  are  people  who 
will  commit  evil  deeds  on  a  massive  scale  if  they  are  permitted  to 
do  so. 

And  I  think  your  testimony  today  has  been  enlightening,  and  I 
will  read  the  specifics.  And  thank  you  very  much,  Mr.  Chairman. 

Mr.  Gejdenson.  Thank  you.  Mr.  Fingerhut? 

Mr.  Fingerhut.  Thank  you,  Mr.  Chairman.  I  apologize  for  not 
having  been  here  for  most  of  the  testimony  and  the  questions,  so 
I  won  t  attempt  to  try  and  jump  in  and  duplicate.  I  do  want  to 
make  one  brief  statement  ana  ask  one  general  question. 

It  is  clear  to  me,  coming  from  a  heavy  industrial,  manufacturing 
area  that  has  been  considerably  hit  over  the  last  couple  of  decades 
by  foreign  competition,  that  we  have  focused  the  efforts  of  this 
country  in  terms  of  our  trade  policy  on  trying  to  prevent  others 
from  trading  with  us  instead  of  on  trying  to  do  everything  we  can 
to  help  our  companies  trade  with  others.  And  so  there  is  no  more 
important  subject  and  I  commend  the  chairman  for  holding  these 
hearings  and  the  witnesses  for  being  part  of  it.  And  I  would  com- 
mit myself  to  being  as  active  a  participant  in  moving  this  to  a 
quick  resolution  as  we  possibly  can. 

The  general  question,  which  I  know  you  have  addressed  in  a  va- 
riety of  ways  already  today,  but  I  just  want  to  lay  it  out  as  bluntly 
as  I  can  and  see  if  you  can  give  as  blunt  an  answer  as  you  can, 
is  that  in  this  day  and  age  with  the  flow  of  technology  and  knowl- 
edge and  information  and  computers  and  communications  and  trav- 
el and  all  of  the  issues  that  have  made  the  world  as  small  a  world 
as  it  is,  that  have  prevented  us  from  being  able  to  stop  terrorists 
from  coming  into  our  own  country  and  planting  bombs,  and  that 
have  just  simply  made  it  seem  that  the  world  is  one  small  place 
and  our  border  is  very  porous,  can  we  control  any  technologies  at 
all?  Can  we  keep  these  things  from  getting  into  the  hands  of  people 
if  thev  dedicate  themselves  to  the  task  of  getting  it?  Aiid  so 
shouldn't  we  be  just  simply  taking  the  broadest  possible  effort  to 
promoting  exports  and  focus  the  rest  of  our  efforts  on  defense  and 
protection  of  our  natural  interest  when  we  have  an  enemy  that 
threatens  to  attack  either  this  country  or  the  free  world? 

General  Burns.  As  Dr.  Steinbruner  pointed  out,  there  are  a  few 
key  technologies  and  key  commodities  such  as  highly  enriched  ura- 
nium where  it  is  essential  that  they  be  controlled.  But  my  empha- 
sis is  on  the  few  and  I  think  we  should  build  as  strong  a  ramparts 
around  those  as  possible.  If  we  only  have  a  few  items  on  a  list. 
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then  our  chances  of  controlHng  those  items  to  the  degree  that  we 
believe  it  is  necessary  is  quite  possible. 

If  we  have  a  very  long  list,  and  I  think  this  is  what  you  are  get- 
ting at,  sir,  it  is  impossible  to  control.  Because  we  spend  most  of 
our  time  fighting  among  ourselves  what  the  bottom  10  percent  of 
the  items  on  the  list  should  be,  which  are  presumably  the  least  im- 
portant 10  percent. 

I  am  a  strong  believer  in  American  competitiveness.  I  think  we 
have  demonstrated  this  over  the  years.  The  United  States  has  a 
competitive  economy  and  competitive  industry  if  we  allow  U.S.  in- 
dustry to  compete.  I  think  the  worse  thing  we  can  do  with  an  Ex- 
port Control  Act  is  to  hobble  American  industry  as  previous  Acts 
have. 

Mr.  FiNGERHUT.  Other  than  fissionable  materials  that  you  just 
referred  to,  can  you  think  of  anything  else  that  ought  to  be  on  that 
list? 

General  Burns.  I  think  there  are  probably  technologies,  as  Dr. 
Steinbruner  pointed  out,  in  the  biotechnical  area.  There  may  be 
some  cutting  edge  technologies  in  the  aerospace  industry.  But  I 
think  these  technologies — I  am  sorry.  These  technologies  are  cut- 
ting edge  technologies  only  for  a  very  short  period  of  time,  and  dur- 
ing this  period  of  time  generally  American  industry  is  not  inter- 
ested or  prepared  to  export  them  because  there  is  plenty  of  busi- 
ness in  tne  United  States  in  those  particular  technologies  simply 
because  they  are  cutting  edge. 

Mr.  FiNGERHUT.  I  appreciate  the  response,  and  again  I  apologize 
if  it  is  gone-over  territory.  But  you  have  helped  clarify  it  for  me, 
and  I  think  we  should  move  forward  as  quickly  as  we  can  on  this 
subject. 

Mr.  SCHMITT.  Can  I  add  a  comment  to  that?  Again,  in  this  report 
that  is  the  basis  for  our  testimony,  you  have  put  your  finger  on  one 
of  the  key  features  that  we  do  deal  with  extensively,  and  that  is 
the  issue  of  controllability  of  technology.  One  thing  you  do  not  want 
to  do  is  continue  the  practices  we  have  had  in  the  past.  One  of  the 
elements  that  has  gone  into  the  current  export  control  administra- 
tion has  been  the  question  of  foreign  availability.  We  have  shown 
quite  clearly  in  this  study  how  difficult  that  is  to  deal  with  in  ac- 
tual administration  of  it,  and  would  highly  recommend  that  the  ap- 
proach be  examining  the  issue  of  controllability  of  the  technology. 

So  if  you  once  determine  that  a  technology  like  fissionable  mate- 
rial is  dangerous  in  terms  of  proliferation,  then  you  have  to  ask  the 
question  is  it  controllable.  Dr.  Steinbruner  has  told  you  his  view, 
and  I  think  all  of  us  agree,  and  General  Bums  has  too,  that  yes, 
the  answer  to  that  is  yes  in  the  case  of  fissionable  material.  It  may 
not  be  so  in  very  many  other  cases. 

Mr.  FiNGERHUT.  As  in  the  case  of  so  many  other  areas  of  law, 
by  attempting  to  do  something  that  is  simply  physically  impossible 
to  do  we  unoermine  the  efforts  in  that  area  in  which  we  can  have 
success.  Thank  you. 

Mr.  Gejdenson.  Thank  you.  Ms.  Eshoo. 

Ms.  Eshoo.  Thank  you,  Mr.  Chairman.  Whomever  would  like  to 
address  this  is  welcome  to.  I  mean  clearly — ^you  have  all  touched 
on  parts  of  this  question.  Clearly  the  new  dynamic  in  foreign  policy 
or  national  security  is  the  control  of  nuclear,  chemical  and  biologi- 


65 

cal  weapons  proliferation,  and  the  materials  which  go  into  these 
weapons. This  issue  is  what  you  have  been  touching  on.  I  don't 
think  anyone  disputes  these  controls.  But  what  about  other  export 
control?  What  should  we  do  to  address  number  one? 

And  since  our  policy  is,  these  "when  in  doubt  control  it — "  I  mean 
I  look  at,  restricting  pencils.  Pencils  can  be  used  to  draw  up  a  de- 
sign. Do  we  want  to  restrict  the  export  of  pencils?  Now,  since  the 
testimony  has  gone  on  and  we  have  had  give  and  take  and  I  am 
the  last  one  to  speak  with  you,  would  you  drop  materials,  and  ad- 
dress these  other  issues,  such  as  biotech? 

What  I  am  struck  with  in  terms  of  those  that  I  am  privileged  to 
represent  is  that  all  of  this  changes  so  quickly.  How  would  you 
build  into  a  policy  both  the  fluidity  and  the  timeliness  of  things. 
Maybe  this  Act  should  reviewed  periodically  or  something  should 
set  into  it  that  has  a  mechanism  that  could  deal  with  new  tech- 
nology. 

I  guess  my  question  is  in  two  parts.  If  you  are  separating  out, 
all  of  the  nonweapons  related  technologies  since  we  are  living  in 
another  era,  and  just  dealing  with  materials  that  is  one  issue.  Then 
there  is  the  timing  issue  because  we  are  so  far  behind  now  in  terms 
of  reality  and  what  the  law  states. 

Mr.  ScHMiTT.  Well,  let  me  deal  with  the  timing  issue,  which  we 
did  deal  with,  because  I  remarked  a  moment  ago  our  basic  ap- 
proach to  that  was  to  have  sunset  provisions  on  restricted  items, 
on  items  that  you  have  controls  on,  that  have  to  be  positively  re- 
newed periodically.  And  you  might,  you  know,  make  the  period  con- 
form to  the  rate  of  change  in  tne  technology,  if  you  wish.  But  in- 
deed we  did  deal  with  that  issue  in  our  report  and  did  make  some 
recommendations  on  that. 

John,  do  you  want  to  talk  about  the  materials? 

Mr.  Steinbruner,  When  you  cannot  really  control  access,  which 
is  the  case  in  most  of  these  areas,  the  materials  themselves  are  ac- 
cessible. Fissionable  material  really  is  an  unusual  example.  Then 
you  have  to  monitor  use.  And  so  what  we  are  really  suggesting 
here  is  a  different  philosophy.  Rather  than  trying  to  deny  access 
you  have  to  monitor  use,  and  the  reason  we  are  monitoring  use  is 
to  check  on  people  as  to  whether  they  are  using  it  correctly  or  not. 
And  if  they  are  using  it  incorrectly  or  you  suspect  that,  then  you 
bring  sanctions  to  bear  upon  them.  It  is  important  to  be  able  to  de- 
tect those  circumstances  in  which  the  use  is  inappropriate  and 
react  accordingly.  Those  activities  must  be  detected  against  a  broad 
background  of  legitimate  activity. 

So  it  is  a  different  approach  to  the  issue  of  control  that  we  are 
basically  after. 

Ms.  ESHOO.  But  you  would  develop  the  databank,  so  to  speak,  of 
who  has  what  and  who  they  are  selling  it  to? 

Mr.  Steinbruner.  That  is  correct. 

Ms.  EsHOO.  Where  they  are  moving  it  to? 

Mr.  Steinbruner.  That  is  right. 

Ms.  EsHOO.  And  you  are  saying  that  they  need  to  monitor — we 
would  monitor  what  the  use  is  abroad? 

Mr.  Steinbruner.  Right.  Yes. 

Ms.  EsHOO.  Is  there  a  difference  between  monitoring  and  regu- 
lating? Is  there,  in  your  view? 
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Mr.  Steinbruner.  Yes,  there  is.  It  is  possible  to  set  a  rule  which 
holds  that  anyone  may  use  a  supercomputer  but  not  for  weapons 
design,  just  to  pick  an  example.  And  so  if  we  sell  you  a  computer 
you  nave  got  to  verify  that  you  are  using  it  for  weather-forecasting 
or  whatever  and  not  weapons  design,  and  we  get  a  chance  to  check. 
Such  a  rule  says  to  the  manufacturer  go  ahead  and  sell  the  com- 
puter, but  it  must  be  monitored,  and  you  have  to  report  who  you 
sold  it  to.  For  very  sensitive  items  like  that  monitoring  arrange- 
ments are  necessary. 

You  can  choose  whether  you  want  to  monitor  continuously  or  just 
episodically  or  on  a  statistical  basis  or  whatever.  The  enforcement 
agencies  can  do  that.  But  the  basic  deal  is  go  ahead  and  conduct 
trade  for  legitimate  reasons  but  you  have  to  tell  us  what  you  are 
doing  and  you  have  to  enable  us  to  be  able  to  check  if  we  want  to. 
That  is  the  only  way  in  which  we  can  possibly  go  at  this  so  that 
we  can  identify  those  activities  that  are  diverting  to  illegitimate 
purposes. 

Ms.  ESHOO.  Thank  you  very  much. 

General  Burns.  If  I  may,  let  me  give  you  a  practical  example 
from  today  of  how  this  works.  A  year  ago  I  negotiated  an  agree- 
ment with  the  Russian  Federation  to  provide  the  Russian  Federa- 
tion with  something  less  than  $5  million  worth  of  equipment  to  be 
used  in  responding  to  accidents  or  incidents  with  nuclear  weapons. 
This  is  a  broad  array  of  equipment,  everything  from  how  to  X-ray 
a  nuclear  weapon  to  see  what  is  broken  inside  if  somebody  drops 
it  to  communicate  equipment  which  would  enable  them  to  respond 
rapidlv  to  an  incident. 

In  tne  agreement  it  is  specified  that  we  have  the  right  to  go  and 
look  at  the  equipment  periodically  during  the  course  of  the  agree- 
ment and  for  3  years  tnereafter.  So  even  if  the  agreement  lapses, 
we  still  have  3  years  to  look  at  the  equipment.  We  also  agreed  to 
provide  a  training  program.  What  we  didn't  realize  was  that  they 
were  so  anxious  to  find  out  how  we  do  these  things  and  for  the 
training  that  we  have  people  there  quite  frequently  so  the  equip- 
ment is  in  broad  view,  our  junior  people  talk  to  their  junior  people, 
and  it  is  fairly  simple  to  monitor  that  this  equipment  is  being  used 
for  accident  response  and  the  100  or  so  radios  that  have  been  pro- 
vided are  not  in  some  tank  unit  someplace. 

So  I  think  these  kinds  of  arrangements  can  be  worked  out.  They 
are  not  simple,  they  are  complex.  But  I  think  the  concept  of  mon- 
itoring and,  the  new  word  in  arms  control,  "transparency"  are  be- 
ginning to  come  into  their  own,  and  I  think  it  works. 

Ms.  EsHOO.  Thank  you.  That  was  very  helpful. 

And  thank  you,  Mr.  Chairman,  again  for  inviting  me  to  be  a  part 
of  this  and  for  your  leadership  on  this  issue.  It  is  a  huge  new  era 
of  opportunity  and  the  testimony  today  I  think  helps  develop  the 
path  that  we  need  to  take. 

I  would  like  to  submit  also  an  opening  statement,  which  I  did  not 
make  but  used  the  time  to  listen. 

Thank  you  very  much. 

Mr.  Gejdenson.  Without  objection,  the  statement  will  be  in- 
cluded in  the  record. 

Let  me  go  through  a  couple  of  quick  questions.  It  seems  to  me 
that  the  hearing  last  week,  and  I  was  in  those  historic  hearings 
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raised  some  interesting  challenges  for  us.  The  testimony  last  week 
was  that  China,  which  we  refuse  to  sell  a  565  switching  station, 
is  now  making  its  own  switching  stations  at  625,  and  the  Israelis 
that  are  not  part  of  COCOM  are  selling  the  Chinese  those  commu- 
nications systems. 

Some  question,  to  begin  with  the,  philosophy  that  limiting  com- 
munications helps  our  goals.  I  think  a  lot  of  people  would  argue  it 
hurts  our  goals.  And  actually,  I  think  a  lot  of  people  would  argue 
it  helps  us.  As  you  have  testified  today,  it  seems  there  are  a  num- 
ber of  systems  that  are  (1)  generally  available,  andthat  (2)  are 
questionable  to  the  damage  they  do  to  America  or  international  se- 
curity, and  we  ought  to  get  rid  of  those  and  shrink  the  list  of  things 
we  focus  on. 

Now,  it  is  hard  to  figure  out  in  some  ways,  because  you  can  al- 
ways come  up  with,  you  know,  the  horrendous  scenarios  that  scare 
everyone,  with  what  is  out  there.  But  it  seems  to  me  what  you 
were  talking  about,  Greneral,  you  know  design  the  building  witn  a 
pencil,  and  if  you  don't  want  that  country  to  build  that  particular 
building  or  something,  what  gain  do  we  get  by  slowing  them  down? 
For  instance,  in  the  area  of  computers,  and  one  of  the  things  that 
we  keep  going,  and  as  I  think  one  of  you  mentioned  in  your  testi- 
mony, or  maybe  a  couple  of  you,  that  the  standard  workstation 
today  breaks  the  supercomputer  standards,  and  in  a  sense  that 
even  keeping  the  supercomputer  away  from  some  of  these  countries 
has  questionable  impact,  so  that  if  they  get  4  or  5  or  10  486-50 
machines,  which  are  generally  available,  how  much  difference  is  it 
if  you  are  trying  to  create  a  nuclear  weapon  or  do  the  design  test- 
ing if  I  can  get  10  486-50's  or  I  have  one  new  Cray?  I  mean  does 
that  achieve  some  real  goal  for  the  United  States? 

Mr.  SCHMITT.  It  makes  it  more  expensive  and  the  design  may  not 
be  as — I  mean  there  is  no  question  that  if  you  can  make  them  de- 
sign things  with  pencil  and  paper  or  low  grade  things  the  cost  to 
them  of  designing  will  be  higher  and  the  quality  of  the  product 
probably  lower.  I  think  that  that  question  is  inarguable.  But  what 
we  are  saying  and  what  we  have  been  saying  here  is  that  in  the 
end  you  have  got  to  go  back  to  what  are  the  fundamental  interests 
of  the  United  States,  especially  if  we  are  talking  about  the  Soviet 
Union  for  the  moment. 

Is  it  the  denial  of  computers  that  can  do  this  design  more  easily? 
In  today's  world  it  doesn't  seem  that  way  to  us.  So  basically  I  think 
the  issue  you  have  got  to  address  is  what  are  our  fundamental  in- 
terests and  what  is  it  in  our  interest  to  deny  to  them,  if  anything, 
today. 

Mr.  Gejdenson.  It  seems  to  me  that,  as  we  did  in  the  foreign 
aid  bill,  we  provided  some  assistance  actually  to  the  Soviets  to  tiy 
to  help  develop  their  own  control  regimes  which,  obviously,  I  think 
all  of  us  believe  is  an  important  issue.  Should  we  then  maybe  say, 
OK,  we  are  not  going  to  try  to  control  the  former  Soviet  Union  and 
other  countries  uiat  maybe  operate  at  a  level  of  technical  capability 
where  we  are  really  not  impacting  the  decision,  and  make  the 
kinds  of  assessment  that  you  have  made,  that  it  has  got  to  go  for 
their  weather  system,  not  for  their  military  units.  But  should  we 
pick  countries,  you  know,  if  you  went  back  before  the  invasion  of 
Kuwait  and  Iraq  with  hindsight,  or  a  Libya  or  other  countries  that 
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seem  to  be  not  stable,  aggressive  in  nature,  and  simple  as  kind  of 
a  standard  of  operation  say  that  for  these  countries  we  are  going 
to  be  much  tougher,  and  whether  it  achieves  the  goal,  or  is  that 
just  foolishness  as  well? 

I  mean,  if  Libya  shows  up  and  they  want  to  buy  486-50's  or 
Grays,  do  we  just  say,  "Well,  they  are  going  to  get  them  anyway?" 
I  mean  I  guess  that  is  what  the  other  side  is  going  to  say  to  us. 
Does  that  make  sense?  Does  it  make  sense  not  to  regulate  comput- 
ers at  all? 

Mr.  Steinbruner.  I  would  say  that  it  makes  sense  to  try  to  work 
the  basic  deal.  That  if  you  sign  up  to  the  international  regime  we 
have  in  mind,  it  says,  first  of  all,  you  can  only  use  technology  for 
legitimate  purposes,  not  for  weapons  application,  and  you  must  dis- 
close your  usage.  If  you  sign  up  to  that,  we  liberalize  trade  and  you 
are  in  the  system.  If  you  don't  sign  up  to  that,  right  away  you  are 
an  object  of  suspicion,  so  we  are  going  to  focus  on  you,  monitor  you, 
hassle  you,  et  cetera.  I  think  there  is  substantial  promise  that  we 
can  make  it  harder,  for  those  people  dedicated  to  subverting  the 
principles  to  do  so  by  isolating  them  from  normal  economic  ar- 
rangements. 

Mr.  Gejdenson.  One  of  the  discussions  in  the  White  House  prior 
to  sale  of  sophisticated  systems  to  Iraq  was  a  debate  which  focused 
on  the  fact  that  Iraq  was  a  signatory  to  the  Nuclear  Nonprolifera- 
tion  Treaty.  One  of  the  people  at  the  meeting  said.  Well — one  per- 
son complained  that  Iraq  was  getting  higher  levels  of  technology 
than  Israel,  and  the  other  person  said,  Well,  Iraq's  a  signatory  of 
the  Nuclear  Nonproliferation  Treaty,  and  the  third  person  said, 
Well,  then  it  is  appropriate  that  we  treat  them  better  than  Israel. 

How  do  we  make  sure  that  our — I  am  for  moving  this  line  consid- 
erablv  forward.  I  think  most  members  of  this  committee  under- 
stand that  it  is  futile  to  try  to  preclude  people  from  getting  486- 
50's  or  telecommunications  systems,  and  basically  I  heading  the 
same  direction  that  you  are.  But  the  assault  on  the  other  side  will 
be,  "Sure  they  will  come  forward.  Sign  us  up."  We'll  take  the  con- 
trols, as  Iraq  did  on  nuclear  nonproliferation,  and  continue  to  oper- 
ate on  its  own  in  a  hidden  fashion. 

Mr.  Steinbruner.  Iraq  was  not  subjected  to  disclosure  require- 
ments. I  think  that  is  the  critical  point  about  this.  And  had  they 
been  we  might  have  got  on  to  this  a  lot  earlier  than  we  did. 

Mr.  Manzullo.  Would  the  chairman  yield  for  a  question? 

Mr.  Gejdenson.  I  would  be  happy  to  yield. 

Mr.  Manzullo.  Dr.  Steinbruner,  what  assurance  do  we  have  that 
international  thugs  would  comply  with  a  disclosure  agreement  that 
they  signed? 

Mr.  Steinbruner.  Real  thugs  probably  would  not.  But  they 
would  have  to  engage  in  hiding  their  activities.  If  a  thug  tries  to 
buy  a  supercomputer,  he  has  a  problem  under  this  arrangement, 
because  the  supercomputer  manufacturer  has  got  to  say  who  he 
sold  it  to  when  and  where.  The  location  and  use  would  have  to  be 
reported,  and  with  a  supercomputer  there  would  presumably  be 
monitoring  arrangements.  So  the  thug  has  got  some  problems  in 
that — ^particularly  if  he  is  engaged  in  illegal  activities  and  people 
are  alert  to  the  activities.  With  everything  out  in  the  open,  it  is 
harder  to  hide,  that  is  the  basic  point. 
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The  thug  has  a  greater  chance  of  getting  detected  under  this  ar- 
rangement, and  if  we  detect  him,  we  can  then  do  things  about  it. 

Mr.  SCHMITT.  I  think  the  other  point  to  be  made,  which  we  point 
out  explicitly,  is  that  export  controls  are  not  an  instrument  to  deal 
with  theft  and,  you  know,  other  types  of 

Mr.  Manzullo.  Criminal  activities. 

Mr.  ScHMlTT  [continuing],  illegal  activities.  I  mean  they  are  an 
instrument  that  is  limited  to  certain  kinds  of  relationships. 

Mr.  Manzullo.  Thank  you. 

Mr.  Gejdenson.  The  basic  question  for  me  in  this  area  is  there 
are  some  things  that  are  not  controllable  today.  There  is  no  ques- 
tion about  it.  It  is  readily  available  everywhere.  My  sense  is  that 
we  do  ourselves  damage,  however,  if  we  take  the  step  that  says, 
Well,  you  can't  stop  it.  You  can  buy  it  at  Radio  Shack  in  China. 
So  no  matter  who  walks  in  we  are  going  to  sell  them  these  prod- 
ucts that  we  deem  to  be  universally  available.  That  whether  it  is 
a  list  of  terrorist  states  or  what  have  you,  that  the  new  kind  of  de- 
mand from  our  society  is  that  there  are  some  outlaw  states  that 
we  are  not  going  to  do  business  with  at  the  same  level  that  we  do 
with  the  states  that  sign  up.  Is  that  what  you  are  saying  here? 

Mr.  Steinbruner.  There  is  clearly  a  possibility  that  if  a  state  re- 
fuses to  sign  up  to  the  arrangements;  i.e.,  subject  itself  to  extensive 
disclosure  and  reporting  requirements,  then  it  does  become  an  out- 
law and  you  deal  with  it  in  other  ways.  Again,  what  do  you  say 
when  people  complain  that  thugs  can  come  and  buy  the  stuff  under 
this  arrangement?  You  say  that  the  things  are  subjecting  them- 
selves to  much  more  advanced  disclosure  requirements  and  we 
therefore  have  a  better  chance  of  detecting  them.  That  is  the  basic 
answer. 

Clearly  if  a  state  refuses  to  accept  the  disclosure  rules,  then  we 
would  not  engage  in  sensitive  technology  trade  with  them.  They 
would  be  outside  the  system. 

Mr.  ScHMlTT.  I  think  this  might  illustrate  it  because  again  we 
are  talking  about  export  control  here.  We  are  not  talking  about  a 
lot  of  other  areas.  We  are  not  talking  about  economic  embargoes  or 
things  like  that. 

Mr.  Gejdenson.  Right.  They  are  not  foreign  policy  objectives. 

Mr.  SCHMITT.  That  is  correct. 

Mr.  Gejdenson.  Right.  And  so  in  your  viewing  of  this,  would  you 
control  computers  below  what  the  most  modern  supercomputer  is? 

Mr.  SCHMITT.  Well,  I  don't  know  whether  that  is  the  right  level. 
I  mean  the  level  at  which  you  control  is  an  issue — the  principles 
for  determining  that  is  again  an  issue  which  we  dealt  with  exten- 
sively. But  certainly  what  we  have  recommended  is  that  below 
some  determinable  level  by  experts  that  you  not  control. 

Mr.  Gejdenson.  Let  me  ask  you  a  question.  I  got  to  figure  out 
what  is  classified  and  what  isn't.  Most  of  the  stuff*  that  is  classified 
doesn't  make  sense  to  me  as  I  have  looked  at  it.  But  give  me  one 
second  here. 

One  of  the  problems  we  have  is  in  the  software  area  and  the 
whole  issue  of  encryption.  The  argument  I  have  made  is  that  with 
a  30-year-old  or  20-year-old,  whatever  my  first  XT  was  in  1979  or 
1980,  I  can  take  the  most  sophisticated  software  that  is  on  the 
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market  today  and  in  a  matter  of  minutes  send  it  from  my  home  in 
Basra,  Connecticut,  anywhere  on  the  globe. 

And  what  we  have  is  one  of  the  fights  that  will  come  up  in  some 
of  our,  I  think,  most  responsible  colleagues  who  have  been,  I  think, 
very  open-minded  in  this  area — Mr.  Bereuter,  for  instance,  who  is 
not  with  us  today  but  has  been  very  active  in  this  area,  he  is  on 
the  very  cautious  side  of  this.  It  seems  to  me  we  are  trying  to 
achieve  something  that  is  unachievable.  That  before  WordPerfect 
5.3  is  on  the  streets  of  the  United  States  there  will  be  a  bootleg 
copy  being  sold  in  China  and  the  Soviet  Union  and  every  other 
place  on  the  globe  because  it  is  so  easy  to  transfer  this  technolo^. 

How  do  we  deal  with  the  encryption  issue?  How  do  we  deal  with 
software?  Because  some  of  this  modern  encryption  that  is  commer- 
cially available  is  as  good  as  it  gets  in  some  ways,  isn't  it? 

Mr.  SCHMITT.  I  don  t  know  any  other  answer  to  that  than  the  one 
we  have  consistently  given  here;  that  is,  the  controllability  issue  is 
a  fundamental  issue.  If  it  is  not  controllable,  don't  try. 

Mr.  Steinbruner.  Again,  my  theme  is  to  impose  disclosure  re- 
quirements on  it.  That  is  what  you  want  to  do.  If  you  cannot  deny 
access,  what  you  want  to  do  is  force  disclosure. 

Mr.  Gejdenson.  Force  disclosure  in  that  the  companies  manufac- 
turing the  technology  disclose  it  to  whom?  Disclose  the  sale? 

Mr.  Steinbruner.  Disclose  the  sale — the  production  of  the  tech- 
nology and  the  sale.  Disclose  also  the  end-use,  where  the  tech- 
nology goes  and  for  what  purpose.  If  they  misrepresent,  they  are 
in  legal  trouble. 

With  regard  to  software  or  computers,  there  are  very  sophisti- 
cated things  you  can  do  to  elaborate  the  disclosure  idea.  To  be  able 
to  track  something  once  it  has  been  made,  you  can  tag  it.  You  can 
label  things.  You  can  make  the  tags  and  labels  difficult  to  remove 
and  easy  to  access.  And  this  is  the  basic  idea. 

It  is  not  that  we  are  giving  up  controls.  In  my  view  of  the  matter 
what  we  are  arguing  is  control  on  a  different  oasis.  Do  not  try  to 
keep  things  out  of  the  hands  of  people  but  rather  force  them  to  re- 
veal what  they  are  doing  with  it  and  make  it  hard  to  hide  that. 
That  is  the  basic  idea. 

I  believe  we  should  monitor  much  more  carefully,  and  with  mod- 
ern information  resources  you  can  monitor  things  more  extensively 
than  we  could  before.  We  can  keep  track  of  all  this  with  computers 
which  we  couldn't  do  a  few  years  ago.  Now  we  can  record  the  infor- 
mation, and  if,  in  principle,  we  want  to  know  where  a  piece  of  soft- 
ware went  and  we  make  provisions  for  making  that  accessible,  in 
principle  that  can  be  done. 

Mr.  RoHRABACHER.  Mr.  Chairman. 

Mr.  Gejdenson.  I  would  be  happy  to  yield. 

Mr.  RoHRABACHER.  Who  is  it  who  is  going  to  determine  whether 
or  not  Ira  is  using  the  computer  for  baby  milk  production  or  chemi- 
cal weapons  production? 

Mr.  Steinbruner.  Well,  obviously,  we  have  enforcement  agencies 
whose  responsibility 

Mr.  RoHRABACHER.  Who  do  you  foresee  that — I  mean,  if  you 
want  to  restructure  the  situation  where  we  can  sell  Ira  the  com- 
puter now,  but  Ira  has  to  have  the  full  disclosure,  who  is  it  that 
is  going  to  make  determination?  Going  to  be  the  watchdog? 
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Mr.  Steinbruner.  I  hesitate  to  comment  because  I  just  haven't 
thought  enough  about  it,  but  clearly  we  need  an  agency  in  charge 
of  proliferation  monitoring.  And,  under  these  arrangements,  if  ev- 
erything sold  to  Iraq  was  registered  and  that  agency  began  to  be 
suspicious  about  a  particular  activity  in  a  particular  location,  they 
would  have  a  lot  of  assets  to  use  to  track  the  record.  Those  people 
who  had  been  involved  in  it  are  potentially  in  trouble. 

Mr.  Gejdenson.  Reclaiming  my  time  for  a  second, — we  need  to 
have  in  advance  of  this  kind  of  pared  down  process,  although  we 
don't  have  a  big  choice,  it  seems  to  me,  where  we  go,  is  to  get  an 
international  agreement  from  the  major  industrial  powers  in  the 
world  that  access  and  review  it's  part  of  the  sales  game. 

Mr.  Steinbruner.  Exactly. 

Mr.  ScHMiTT.  That  is  a  fundamental  tenet  of  all  of  our  rec- 
ommendations. That  these  regimes  have  to  be  multilateral. 

And  I  might  say  that  we  have  not  in  our  recommendations  said 
that  denial  should  never  be  used.  As  a  matter  of  fact,  in  the  areas 
of  proliferation  where  you  cannot  have  a  system  like  Dr. 
Steinbruner  is  recommending  be  reliable  and  assured,  then  denial 
still  does  have  a  place  in  the  scheme  of  things. 

Mr.  Rohrabacher.  But  let  us  note  that  if  we  are  more  willing 
to  sell  technology  we  might  have  to  be  more  willing  to  act  like  the 
Israelis  did,  and  we  can  all  be  very  gprateful  the  Israelis  took  out 
that  nuclear  reactor  in  Ira. 

General  Burns.  That  is  the  ultimate  denial.  [Laughter.] 

Mr.  Gejdenson.  We  thank  the  panel.  We  are  going  to  keep  in 
close  touch  with  you.  Dr.  Schmitt  and  others.  We  have,  obviously, 
worked  with  you  for  a  number  of  years.  My  sense  is  that  the  ad- 
ministration wants  to  do  the  right  kinds  of  things.  It  is,  obviously, 
a  sensitive  area,  but  I  think  the  realities  of  the  new  world  and  the 
technologies  demand  that  we  move  toward  multilateral  solutions 
and  some  kind  of  multilateral  enforcement  mechanism  or  else  we 
are  just  kidding  ourselves. 

We  can  feel  very  pious  about  not  selling  our  486-50  or  our 
switching  system,  but  it  is  clear  that  we  are  not  going  to  stop  com- 
puters and  switching  systems  and  other  things  moving  around  the 
globe,  and  so  it  is  in  all  our  interest  to  make  sure  it  is  a  multilat- 
eral response. 

And  again,  we  thank  all  of  you  for  your  patience  and  help 
through  the  years.  Thank  you. 

Mr.  Gejdenson.  Our  next  witness  is  Mr.  Jasinowski. 

You  are  going  to  place  your  statement  in  the  record?  Is  that  what 
you  are  asking? 

We  are  happy  to  have  you  with  us.  You  are  an  important  part 
of  this  process.  I  think  that  clearly  we  are  looking  for  from  indus- 
try— I  find  in  my  own  district  industry  comes  forward  and  tells  me 
that  they  get  caught  in  Catch-22's.  They  can't  get  an  export  license 
until  they  have  a  contract.  They  can't  have  a  contract  until  they 
have  an  export  license.  Sometimes  it  sounds  like  you  can't  get 
there  from  here. 

There  have  been  some  changes,  to  the  credit  of  the  previous  ad- 
ministration, I  think,  in  the  last  couple  of  years.  But  we  have  obvi- 
ously got  a  long  way  to  go  in  a  number  of  the  these  areas,  and  we 
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appreciate  the  effort  you  have  put  into  this,  and  we  are  happy  to 
have  you  here. 

STATEMENT  OF  JERRY  J.  JASINOWSKI,  PRESmENT,  NATIONAL 
ASSOCIATION  OF  MANUFACTURERS 

Mr.  Jasinowski.  Thank  you  very  much,  Mr.  Chairman,  and  our 
congratulations  from  the  manufacturing  community  for  the  leader- 
ship shown  by  this  subcommittee  on  this  crucial  issue.  I  was  debat- 
ing with  James  Carville  earlier  this  morning  about  the  administra- 
tion's economic  policies  and  jobs,  and  I  said  in  the  discussion  that 
I  regard  export  growth  as  probably  the  most  important  opportunity 
for  tne  administration  and  the  country  in  the  next  5  years.  Thirty 
to  forty  percent  of  our  GNP  growth  over  the  last  5  years  has  come 
from  exports,  and  one  of  the  principal  ways  to  expand  exports  is 
to  really  reform  this  export  control  system  which  is  completely  out 
of  date. 

That  is  the  broad  context  in  which  I  would  make  my  testimony, 
Mr.  Chairman.  I  am  accompanied  by  Chris  Padilla,  General  Man- 
ager, Federal  Government  Relations,  AT&T,  and  Howard  Lewis, 
who  is  Vice  President  for  International  Affairs  on  our  staff.  These 
two  gentlemen  have  been  working  over  the  last  18  months  with  90 
other  companies  to  fashion  what  is  for  the  NAM  a  relatively  his- 
toric development.  We  have  actually  drafted  legislative  language  to 
reform  the  export  control  system.  It  is  very  rare  that  we  will  try 
to  draft  particular  legislation  and  get  agreement  on  that.  We  did 
that  once  before  in  10-5-3  which  dealt  with  depreciation  allow- 
ances, which  were  passed. 

The  reason  we  drafted  a  bill  in  this  case  is  that  this  is  such  a 
technical  area  that  if  you  do  not  move  to  try  to  deal  with  it  very 
precisely  you  can  just  forget  about  it.  You  know  better  than  any- 
one, Mr.  Chairman,  we  have  had  a  lot  of  talk  about  this  issue  and 
we  did  have  some  reform  in  the  previous  administration.  I  was  in 
the  Carter  administration  and  was  at  the  Commerce  Department 
and  we  were  dealing  with  it  then.  I  remember  battles  that  I  would 
have  with  Zig  Brezinski  about  whether  or  not  we  ought  to  control 
this  or  that. 

It  has  been  an  ad  hoc  system  for  as  long  as  I  have  known  it. 
There  has  been  rhetoric  on  both  sides  of  those  who  want  more  con- 
trol and  those  who  want  more  exports,  and  we  don't  come  to  grips 
with  it.  And  I  think  your  leadership  and  this  committee's  leader- 
ship is  fairly  remarkable  in  an  area  where  we  have  had  a  great 
deal  of  talk  and  not  very  much  action. 

Our  specific  reform  proposal  is  in  that  spirit.  Let's  do  something. 
Let's  get  beyond  the  rhetoric. 

And  I  think  that  the  National  Academy  of  Sciences  (NAS)  is  an- 
other effort  to  get  beyond  the  rhetoric  of  the  past  and  to  do  some- 
thing about  it,  and  that  study  £ind  the  previous  testimony  that  you 
had  IS  a  remarkably  constructive  contribution  to  trying  to  modern- 
ize this  control  system  so  that  we  can  have  both  expanded  exports. 
We  now  are  losing,  Mr.  Chairman,  according  to  the  National  Acad- 
emy studies,  $9  billion  worth  of  exports.  Each  billion  dollars  worth 
of  exports  is  about  20,000  jobs. 

There  is  a  new  study  going  on  that  we  think  will  probably  show 
that  that  estimate  which  was  done  6  years  ago  by  the  NAS  is  going 
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to  double.  So  we  are  losing,  conservatively,  Mr.  Chairman,  $20  bil- 
lion of  exports  and  that  is  probably  approaching  somewhere  in  the 
neighborhood  of  a  half  a  million  jobs. 

At  the  same  time,  anybody  who  thinks  that  we  have  done  a  great 
job  of  controlling  dangerous  exports  in  the  past  is  mistaken.  Our 
system  is  one  which  has  been  an  ad  hoc  approach,  and  we  think 
tnat  we  can,  with  proper  legislation  not  only  control  the  products 
that  ought  to  be  controlled  and  focus  on  the  countries  that  ought 
to  be  focused  on,  we  can  do  that  and  also  expand  exports. 

Let  me  ask  that  my  full  statement  be  submitted  into  the  record, 
Mr.  Chairman,  and  let  me  make  the  major  reform  proposals  with 
respect  to  our  reform  proposal,  if  I  could. 

For  drama,  if  I  could,  Mr.  Chairman,  I  would  like  to  show  vou, 
which  I  know  you  have  seen  but  I  am  not  sure  all  the  memoers 
of  the  committee  have — this  is  the  U.S.  Export  Administration  reg- 
ulations. This  is  what,  if  you  are  a  small  manufacturer — NAM  has 
9,000  small  manufacturers — ^you  have  to  look  at  if  you  want  to  ex- 
pand exports.  And  I  might  just  underline  for  the  committee,  we  are 
not  in  our  testimony  talking  about  munitions  and  arms,  we  are 
talking  about  commercial  products.  Remember  this  export  control 
regime  is  on  commercial  products  and  what  you  get  is  you  get 
something  which  is  1500  pages. 

Now,  if  you  are  a  small  manufacturer  what  do  you  do?  Hopefullv, 
if  you  are  a  small  manufacturer  the  first  chart  on  my  right  would 
be  what  you  would  want  to  have.  You  an  exporter.  You  go  to  the 
Commerce  Department  and  you  export.  Instead,  Mr.  Chairman, 
what  we  have  is  this  system  here,  which  is  reallv  a  nightmare. 
This  is  the  system  that  you  have  to  go  through  toaay  if  you  want 
to  increase  your  exports. 

We  have,  as  I  indicate  in  the  testimony,  we  have  in  this  five  Cab- 
inet departments. 

Mr.  Gejdenson.  For  members  of  the  committee,  there  will  be  a 
test  on  this  chart  after  the  hearing.  [Laughter.] 

Mr.  Jasinowski.  There  are  five  Cabinet  departments,  four  inter- 
agency working  groups,  three  different  intelligence  agencies,  two 
independent  agencies,  tne  Joint  Chiefs  of  Staff,  the  National  Secu- 
rity Council,  now  the  National  Economic  Council,  others,  and  the 
President  himself.  This  is  a  maze,  Mr.  Chairman,  that,  when  I 
asked  the  staff  how  many  steps  there  are,  nobody  could  say.  When 
I  said  how  long  does  it  take  to  get  an  export  license,  nobody  could 
answer  it.  This  is  a  maze  which  is  designed  to  say  no.  It  is  de- 
signed to  say  no.  And  you  get  lost  in  it,  and  it  is  ridiculous  for  us 
to  have  1500  pages  of  regulations  and  a  system  like  this  that  faces 
people  who  are  trying  to  export  which  is,  again,  our  largest  contrib- 
utor to  recent  economic  growth,  contributing  over  30  or  40  percent 
of  that  growth. 

So  this  is  what  we  are  struggling  with,  as  you  are,  to  reform  the 
svstem.  Our  proposal,  Mr.  Chairman,  which  we  have  presented  to 
tne  committee  as  I  indicated,  is  a  result  of  this  90-company  effort. 
It  is  a  consensus  agreement.  And  the  proposals  in  it,  which  are  out- 
lined on  the  chart,  I  would  just  briefly  summarize  so  that  we  could 
get  to  questions. 
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The  most  important  premise  of  the  NAM  proposal,^  as  you  and 
other  members  of  the  committee  have  already  underhned,  is  that 
export  control  on  commercial  goods  and  technology,  including  non- 
proliferation  controls,  must  be  applied  multilaterally.  The  Academy 
was  making  the  same  point.  You  can't  control  anything  if  you  don't 
have  multilateral  agreement  on  this. 

Under  our  proposal,  the  United  States  must  restrict  exports  of 
commercial  goods  and  technology  through  multilateral  agreements 
such  as  COCOM,  the  missile  technology  control  regime,  the  Aus- 
tralia group,  the  nuclear  suppliers  groups,  and  so  on  and  so  forth. 
The  United  States  and  its  Allies  would  adopt  common  policies  on 
exports  to  countries  which  don't  belong  to  a  control  regime  and 
would  cooperate  in  imposing  sanctions  where  necessary.  It  is  very 
important  to  move  multilaterally.  We  must,  in  turn,  moving  to  my 
second  point  create  incentives  for  countries  to  join  export  control 
regimes. 

Today,  as  I  indicated,  there  are  five  major  control  regimes.  Each 
covers  different  technologies  and  operates  according  to  different 
procedures.  Some  are  more  effective  than  to  hers.  They  serve  legiti- 
mate purposes.  The  NAM  proposal  would  offer  preferential  treat- 
ment to  countries  that  agree  to  participate  in  control  regimes  by 
creating  a  license  free  zone  for  trade  among  members  of  different 
regimes.  I  think  this  is  a  very  important  incentive,  and  a  way  in 
which  we  could  increase  the  amount  of  people  who  belong  to  these 
multilateral  regimes. 

To  facilitate  negotiations,  we  would  establish  an  18-month  tran- 
sition period  where  existing  controls  would  be  grandfathered  while 
the  administration  seeks  multilateral  agreement  on  control  coun- 
tries, end  users  and  countries.  This  process  of  international  nego- 
tiation will  quite  naturally  lead,  going  to  my  third  point,  to  restric- 
tions on  a  relatively  few  number  of  what  we  call  chokepoint  tech- 
nologies that  can  be  realistically  controlled. 

If  I  were  to  generalize  about  our  reform  proposal  conceptually,  I 
would  say  you  try  to  broaden  the  number  of  countries  who  are  in- 
volved in  controlling  the  truly  critical  products  and  then  you  try  to 
get  a  sharp  focus  on  what  products  need  to  be  controlled.  And  re- 
member we  are  talking  here  not  about  everything  underneath  the 
sun,  we  are  talking  about  commercial  products.  And  so  if  you  are 
concerned  about  munitions  and  weapons,  that  is  under  a  separate 
law  and  is  controlled  differently.  We  are  talking  about  commercial 
products. 

Turning  to  my  fourth  point  with  respect  to  the  NAM  proposal, 
and  I  am  sure  there  will  be  questions  on  the  third,  the  NAM  pro- 
posal balances  concerns  with  respect  to  international  emergencies 
by  imposing  strict  discipline  on  the  use  of  unilateral  export  control. 
First  of  all,  under  this  proposal  it  still  would  be  possible  for  the 
President  to  under  any  kind  of  emergency  necessary  unilaterally 
impose  controls.  We  don't  want  to  get  into  the  business  of  trying 
to  assume  there  are  not  going  to  be  those  sorts  of  emergencies  and 
that  he  will  have  the  requirement  to  do  that. 


^NAM  proposal  on  export  controls  is  available  through  the  National  Association  of  Manufac- 
tures. 
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What  we  do,  though,  is  borrowing  from  the  agricultural  control 
regime,  we  put  some  discipline  on  how  those  controls  would  be 
used  while  providing  discretionary  authority  for  the  President  to 
use  economic  sanctions  and  leaves  open  and  avenue  for  the  execu- 
tive to  impose  strong  embargoes  if  we  must  move  further.  It  also 
requires  beyond  that  the  consent  of  Congress  to  perpetuate  limited 
unilateral  controls.  In  other  words,  at  some  point  it  restricts  the 
time,  it  requires  a  congressional  resolution.  It  says,  If  you  are  real- 
ly serious  about  this  matter  we  really  ought  to  focus  on  an  embar- 
go, we  ought  to  focus  on  a  larger  international  effort,  rather  than 
thinking  tnat  by  controlling  one  small  piece  of  rather  routine  com- 
mercial products,  we  are  going  to  have  a  major  impact  on  a  country 
that  represent  problems. 

Fifth,  our  proposal  establishes  clear  responsibility  and  account- 
ability for  export  control  decisionmaking  and  balances  the  need  for 
certain  agencies  to  provide  policy  input  to  that  process.  Our  pro- 
posal creates  a  commercial  export  control  policy  committee  consist- 
ing of  the  Secretaries  of  Commerce,  Defense,  State,  Energy  and 
other  key  agencies  to  establish  the  broad  policy  that  we  need  to 
deal  with  this  complex  area. 

In  the  past,  though,  Mr.  Chairman,  instead  of  having  a  policy 
committee  and  an  implementation  arm,  we  have  too  often  gotten 
the  policy  questions  involved  in  the  implementation  agency.  And  so 
we  create  a  separate  agency  in  the  Department  of  Commerce  that 
is  actually  in  the  business  of  providing  the  routine  process  by 
which  export  controls  are  approved.  This  provides  the  one-stop 
shopping  that  the  Academy  argued  for,  and  it  puts  this  into  the 
kind  of  business  atmosphere  it  should  have. 

So  on  the  one  hand  you  have  people  making  policy,  and  on  the 
other  hand  you  have  people  who  are  actually  running  the  adminis- 
trative requirements  for  the  export  control.  As  I  stress,  in  this  area 
our  legislation  closely  tracks  the  recommendations  of  reorganiza- 
tion of  the  export  control  system  in  the  1991  National  Academy  of 
Sciences  report. 

Our  proposal  does  not,  as  I  have  said  already,  transfer  the  licens- 
ing of  munitions  items  such  as  combat  aircraft,  tanks  or  assault  ri- 
fles into  the  Commerce  Department.  These  would  remain  under  the 
jurisdiction  of  the  State  Department.  But  commercial  items  cur- 
rently on  the  State  Department's  munitions  list,  such  as  commer- 
cial software  with  encryption  capabilities  and  civil  aircraft  would 
come  under  exclusive  Commerce  Department  jurisdiction. 

Finally,  our  bill  would  improve  the  clarity  and  transparency  of 
the  export  control  system.  To  be  effective,  exporters  need  to  nar- 
row, and  an  export  control  system  must  provide  this,  we  must  pub- 
licly identify  which  commodities,  countries  and  end  users  are  con- 
trolled. Today,  not  only  do  exporters  have  to  contend  with  the  1500 
pages  of  regulations.  Licenses,  in  addition,  are  required  for  destina- 
tions not  designated  on  any  control  list  so  that  they  know  exactly 
what  it  is  to  be  controlled.  So  that  they  enter  that  maze  in  many 
cases  not  knowing  the  ground  rules  under  which  they  are  playing. 

This  catch-up  provision  is  particularly  pernicious.  It  is  not  rea- 
sonable to  expect  an  exporter,  particularly  a  small  firm  which  may 
not  have  an  overseas  office,  to  know  something  of  which  the  vast 
intelligence  apparatus  of  the  U.S.  Government  is  ignorant.  In  fact, 
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if  you  look  at  this  historically,  Mr.  Chairman,  what  you  have  is  a 
case  where  we  have  really  tried  to  make  the  exporters  the  enforc- 
ers for  much  of  our  national  security  and  foreign  policy  questions. 

All  in  all,  Mr.  Chairman,  if  I  could  sum  up,  we  have  a  system 
now  which  is  broke.  It  doesn't  work.  In  terms  of  providing  the  best 
way  to  implement  our  need  from  a  national  security  groups  to  re- 
strict some  items  and  it  certainly  doesn't  encourage  exports,  and  in 
fact  probably  causes  something  in  the  neighborhood  of  $20  billion 
worth  of  lost  exports  and  probably  a  half  million  in  jobs. 

The  coalition  which  the  NAM  has  put  together  has  tried  to  come 
up  with  a  realistic,  specific  proposal  for  how  to  reform  it.  Specific 
goods,  technologies,  countries  and  end  users  would  be  controlled 
under  a  sensible  index  which  would  require  a  validated  export  li- 
cense. Absent  such  a  specific  designation,  no  permission  or  author- 
ity to  export  would  be  required. 

This  is  the  essence  of  our  fundamental  reform,  Mr.  Chairman.  I 
would  just  indicate  that  the  importance  of  this  issue  goes  far  be- 
yond simply  high  tech  computer  companies.  This  is  an  issue  which 
is  at  the  core  of  manufacturing.  We  intend  to  take  this  bill  and  our 
proposal  with  the  90  companies  that  have  joined  us  and  develop  a 
real  movement  of  over  several  hundred  companies  that  will  work 
with  you  and  other  Members  of  Congress  that  are  trying  to  bring 
some  sensible  balance  to  this  export  control  system. 

Thank  you  very  much  for  listening  to  us.  Thank  you  very  much 
for  the  leadership  that  you  have  shown  on  this  important  issue. 

[The  prepared  statement  of  Mr.  Jasinowski  appears  in  the  ap- 
pendix.] 

Mr.  Gejdenson.  Thank  you.  And  thank  you  for  the  efforts,  not 
just  here  today,  but  historically  from  your  organizations  on  trying 
to  move  forward  on  what  is  critical,  not  just  to  particular  indus- 
tries, but  I  think  to  the  economic  survival  of  the  country,  because 
these  are  the  cutting  edge  technologies.  These  are  the  places  that 
American  industry  is  competitive,  and  if  we  don't  succeed  in  these 
modern  technologies,  then  we  will  fail  as  an  industrial  nation.  The 
future  of  the  United  States  isn't  smokestacks,  it  is  not  lower  wages, 
it  is  the  higher  productivity  and  the  most  modem  of  products,  and 
what  we  need  to  do  is  make  sure  that  we  can  do  that  in  a  manner 
that  is  consistent  with  international  security  and  order. 

I  guess,  you  know,  it  is  often  hard  to  question  witnesses  that  you 
have  such  fundamental  agreements  with.  I  guess  what  I  would  say 
is  that  one  of  the  complaints  the  opponents  will  give  you  is  that 
it  has  been  difficult  to  get  our  economic  partners  to  be  cooperative 
in  these  kind  of  issues. 

What  makes  you  think  that  we  can  get  them  to  agree  on  inter- 
national regimes  now  when  there  is  no  threat,  at  least  a  far-re- 
duced threat  from  a  superpower?  When  you  see  the  difficulty  in 
coming  to  an  agreement  in  dealing  with  the  former  Yugoslavian 
Republics  or  the  resistance  historically,  what  makes  vou  think  we 
can  get  them  to  cooperate  in  a  successful  venture  to  deal  with  out- 
law countries  with  specific  instances  where  we  have  problems? 

Mr.  Jasinowski.  Well,  I  think,  Mr.  Chairman,  it  is  not  an  easy 
task  to  get  them  to  agree  to  a  whole  range  of  things  from  GATT 
to  controls.  I  think  that,  frankly,  in  the  past  the  difficulty  in  the 
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export  control  area  has  been  compounded  by  the  size  of  these  Hsts. 
We  now  have  30  or  50  percent  of  these  commercial  products  which 
are  controlled,  including  workstation  computers,  which  no  rational 
European  businessman  or  public  official  is  going  to  agree  to  control. 
I  mean  we  are  the  ones  who  have  been  off-base  on  suggesting  that 
the  control  list  should  be  that  large. 

I  think  as  we  move  to  a  more  restricted  control  list  which  focuses 
on  what  we  are  reallv  trying  to  do,  restrict  products  that  can  do 
us  national  security  narm,  I  think  the  agreement  is  going  to  be 
pretty  easy  because  it  is  pretty  obvious  what  kinds  of  products  you 
are  talking  about.  I  am  no  expert  on  it,  but  you  heard  earlier  some 
of  the  suggestions  as  to  what  those  products  are,  and  they  are  in 
the  area  of  nuclear  weapon,  inertial  guidance  system,  biochemical 
warfare,  chemical  warfare,  so  it  is  going  to  be,  I  think,  technically 
pretty  easy  to  identify  what  cutting-edge  technologies  there  are. 
Once  that  is  done  I  think  agreement  will  come  fairly  easily. 

Secondly,  we  are  going  to  say  there  are  incentives.  You  join  the 
system,  you  don't  have  to  have  a  license.  We  stole  a  page  from  the 
trade  policy  book  and  said,  you  know,  there  is  a  tariff  free  zone 
here,  so  I  think  that  will  help. 

Mr.  Gejdenson.  I  think  one  of  my  great  frustrations,  we  were 
trying  to  get  an  export  license  for  a  piece  of  equipment  that  had 
a  386  chip,  now  something  in  the  realm  and  speed  of  a  Model  T, 
or  maybe  at  least  a  '36  Ford  but  not  a  '63  Ford,  and  we  were  get- 
ting opposition  from  the  French.  It  turned  out  that  the  French 
didn't  so  much  care  that  we  were  trying  to  sell  this  automated  cut- 
ting device  to  Czechoslovakia,  but  what  they  were  mad  about  was 
the  United  States  was  pressing  them  at  COCOM  not  to  sell  a  30- 
year-old  computer  to  Vietnam.  Totally  irrelevant  to  any  national 
security  concerns.  Clearly  not  cutting  edge  technology.  We  were  fol- 
lowing other  agendas  at  COCOM  and  complicating  the  situation, 
making  it  less  likely  that  these  countries  would  join  with  us. 

And  I  think  you  are  right  that  if  we  can  demonstrate  reasonably 
that  we  have  picked  a  list  that  is  tight  enough,  if  we  focus  our  en- 
ergies and  we  give  some  benefits  to  joining  this  regime,  I  think  we 
do  have  a  shot  to  do  it. 

And  I  think  the  final  answer  from  my  perspective  is  that  success 
means  you  are  really  achieving  something  rather  than  setting  a  list 
that  is  much  larger  that  you  will  never  succeed  at  and  really  only 
makes  you  feel  good  when  you  talk  amongst  yourselves. 

Mr.  Roth? 

Mr.  Roth.  Well,  thank  you,  Mr.  Chairman.  I  just  have  two  ques- 
tions. 

First  of  all,  I  want  to  thank  you  for  your  excellent  testimony  here 
this  morning — this  afternoon. 

Mr.  Jasinowski.  Thank  you,  Mr.  Roth. 

Mr.  Roth.  This  press  conference  you  had  this  morning  I  think 
is  really  helpful  because  it  focuses  attention,  and  that  is  what  we 
need  here  in  the  Congress,  a  focus  on  this,  because  we  have  got  to 
galvanize  people  to  action.  Howard  and  Chris  I  know  are  doing  a 
good  job  too.  They  are  excellent.  And  I  see  that  Lisa  Kjaer  was 
helping  from  Cray,  and  that  is  also  very  important. 

Mr.  Jasenowski.  Thank  you  very  much  for  those  compliments. 
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Mr.  Roth.  My  question  basically  is,  you  know,  when  you  sell 
things  to  the  people  in  the  cloakroom  in  the  Congress  here  it  is  al- 
ways good  to  tell  them  what  they  are  going  to  lose  if  they  don't  go 
with  you.  So  the  question  I  have  for  you  is,  tell  me  what  we  are 
going  to  lose  by  inaction,  if  we  don't  do  anything?  That  would  be 
the  first  question. 

The  second  question  I  have  is,  you  know,  these  export  control  are 
a  bureaucratic  nightmare.  I  have  been  working  with  this  now  for 
some  10  years,  and  so  we  would  like  to  bring  this  into  the  21st  cen- 
tury, as  I  say.  Your  plan  is  to  have  these  Cabinet  Secretaries  set 
policy  and  the  Commerce  Department  then  run  the  licensing,  and 
have  you  brought  this  to  the  administration?  And  are  they  writing 
the  export  control  now  or  at  least  thinking  about  it  and  working 
on  them? 

And  it  would  be  very  helpful  if  the  President  endorsed  this  idea 
when  he  sends  it  up  here.  It  makes  our  job  easier.  So  those  are  my 
two  questions. 

Mr.  Jasinowski.  Well,  I  appreciate  both  of  those  questions.  They 
are  very  important. 

On  the  second  question,  we  are  meeting  with  Secretary  Brown 
this  afternoon  following  this  testimony.  Howard  and  Chris  met 
with  Mr.  Kyle  from  Bob  Rubin's  office  yesterday,  and  they  have 
been  meeting  with  other  members  of  the  administration.  I  have 
personally  been  urging  the  administration  to  put  a  much  higher 
visibility  on  expanding  exports,  have  talked  with  most  members  of 
the  Cabinet,  written  to  the  President  on  that  as  well,  and  we  in- 
tend to  make  a  further  push  on  that  with  the  export  control  being, 
really,  as  important  as  any  part  of  that. 

And  so  I  think  we  will  get  good — we  got  good  response  from  those 
discussions,  and  I  think  we  will  get  good  support  from  the  adminis- 
tration. And  we  will  do  everything  we  can  to  make  this  something 
that  they  are  putting  a  lot  of  emphasis  on  and  try  to  get  the  sup- 
port from  that. 

The  first  question  you  had,  Mr.  Roth,  again  went 

Mr.  Roth.  What  are  we  going  to  lose  by  inaction? 

Mr.  Jasinowski.  Yes.  I  think  the  lost  has  to  do  with  the — it  real- 
ly goes  to  growth  and  jobs.  We  did  a  survey  recently  of  the  NAM 
membership  and  the  vast  majority  of  them  have  concluded  that 
economic  growth  rates  are  going  to  be  higher  outside  of  the  United 
States  than  they  are  in  the  United  States  in  the  next  5  years,  and 
therefore  they  are  focused  on  expanding  exports  as  their  top  prior- 
ity. That  is  not  to  say  they  don't  want  to  continue  selling  in  the 
United  States,  but  most  manufacturing  companies  believe  the 
growth  markets  are  going  to  be  in  the  Pacific  Basin,  in  Latin  Amer- 
ica, even  in  Europe  where  we  are  now  the  low  cost  competitor.  And 
I  would  underline  that  we  can  compete  in  any  market  in  the  world 
today. 

Given  that  and  given  our  opportunities  to  continue  that,  and  the 
enormous  amount  of  exports  that  are  lost  through  the  control  re- 
gime, which  is  probably  over  $20  billion  or  half  a  million  workers, 
the  lost  is  huge  in  terms  of  the  key  priority  facing  the  Nation.  That 
would  seem  to  me  to  be  the  big  lost.  I  don't  know  if  my  colleagues 
would  stress  anything  else,  or  if  you  hear  anything  else  in  the 
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cloakroom  that  would  be  the  lost.  But  that  is  to  me  what  the  lost 
is. 

Mr.  Roth.  OK.  Thank  you  very  much.  Thank  you,  Mr.  Chairman. 

Mr.  Gejdenson.  The  gentleman  from  California. 

Mr.  RoHRABACHER.  Maybe  I  can  pin  you  down  a  little  bit  more 
on  what  my  colleague  is  trying  to  get  to.  Can  you  give  us  a  number 
of — amount  of  money  that  you  think  the  United  States  is  losing  by 
having  overly  restrictive  controls? 

Mr.  Jasinowski.  Well,  I  think  it  is  in  the  neighborhood  of  $20 
billion. 

Mr.  ROHRABACHER.  Annually? 

Mr.  Jasinowski.  Annually.  That  is  the  loss  of  exports  and  you 
can  translate  that  loss  of  exports  directly  into  a  GDP  loss.  In  other 
words,  exports  enter  directly  into  the  GDP  account  and  therefore 
that  is  a  $20  billion  loss  in  economic  growth.  Or  put  in  job  terms, 
I  would  estimate  it  approaches  a  half  a  million  jobs.  I  think  that 
that  is  the  direct  cost  to  the  current  restrictive  system. 

Mr.  RoHRABACHER.  OK.  Now  that  isn't  a  half  million  jobs  and 
$20  billion  that  are  lost — they  are  lost  under  the  current  system. 
Under  your  proposal,  do  you  believe  that  that  type  of  benefit  would 
be  derived?  Is  that  correct? 

Mr.  Jasinowski.  Well,  I  think  over  time.  I  wouldn't  say  that  it 
is  a  1-year  kind  of  thing.  But  over  time  I  would  say — my  guess  is 
that  this  control  regime  could  be  brought  down  to  something  like 
5  percent  rather  than  the  current  40  percent,  so  that  you  really 
ought  to  be  looking  at  something  like  5  percent  of  the  commercial 
products  under  a  control  regime. 

I  don't  think  you  can  eliminate  all  that  loss.  I  don't  think  you  can 
eliminate  export  controls  on  commercial  products  completely,  but  I 
think  that,  you  know,  95  percent  of  that  cost  can  be  eliminated  and 
most  of  it  will  be  benefits. 

Mr.  RoTH.  Will  the  gentleman  yield  for  just  a  second? 

Mr.  ROHRABACHER.  Certainly.  Go  right  ahead. 

Mr.  Roth.  I  just  want  to  point  out  I  think  the  President  had  this, 
you  know,  stimulus  package  before  Congress  that  we  forgot  about 
or  whatever,  and  he  would  have  created  100,000  jobs  or  something. 
Here  we  have  a  half  a  million  jobs.  That  is  five  times  that  many 
jobs.  You  wouldn't  have  to  worry  about  a  stimulus  package. 

Mr.  RoHRABACHER.  Thank  you.  My  colleague  is  correct.  I  have  al- 
ways thought  that  reform  was  a  better  way  of  going  about  creating 
jobs  than  raising  taxes,  for  example. 

But  getting  back  to  the  specifics,  so  it  would  be  accurate  for  us 
to  indicate  that  you  believe  that  your  proposal  would  save  the 
country  $10  billion  or  $15  billion  annually  and  bring  down  the  loss 
of  jobs  dramatically? 

Mr.  Jasinowski.  I  would  say  that  since  it  takes  time  to  imple- 
ment this  over  the  course  of  a  3-year  period  this  kind  of  proposal 
could  save  you  $10  billion,  and  I  think  that  between  10  and  15  bil- 
lion in  substantial  jobs.  I  don't  want  to  overpromise  and  suggest 
that  this  thing  can  be  done  overnight.  You  have  got 
multinational 

Mr.  ROHRABACHER.  I  am  talking  about  the  end  result  here. 
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Mr.  Jasinowski.  Yes.  I  think  that  $10  to  $15  billion  can  be  saved 
and  something  in  the  neighborhood  of  400,000  jobs  can  be — addi- 
tional jobs  can  be  achieved  in  3  years. 

Mr.  ROHRABACHER.  Without  a  substantial  cost  to  the  people  and 
the  safety  of  the  country. 

Mr.  Jasinowski.  Without  any  significant  increase  in  administra- 
tive costs.  We  would  have  less  administrative  costs  if  you  didn't 
have  to  go  through  this  bizarre  maze. 

And  I  am  convinced,  and  I  say  that  based  on  spending  much  of 
my  military  career  in  intelligence,  communications  intelligence,  as 
an  instructor  at  the  Air  Force  Academy,  working  with  NSA,  a 
whole  variety  of  positions  which  have  to  do  with  intelligence  and 
sensitive  things.  I  don't  think  that  you  are  going  to  decrease  the 
amount  of  control  that  we  have  over  dangerous  products.  I  think 
you  are  going  to  increase  it.  You  are  going  to  make  it  more  effec- 
tive. 

What  I  can't  understand  is  why  we  haven't  moved  sooner  to  try 
to  make  this  system  more  effective  from  a  control  point  of  view. 

Mr.  RoHRABACHER.  Let  me  ask  you  this.  Getting  through  that 
maze  costs  money,  obviously,  and  someone  has  to  take  the  busi- 
nessman by  the  hand  and  take  him  through  the  maze  and  the  busi- 
nessman has  to  pay  that  person. 

Mr.  Roth.  That  is  why  we  have  lawyers. 

Mr.  ROHRABACHER.  The  question  is  how  much  money  right  now 
would  you  believe  is  being  lost  by  businessmen  or  being  paid  by 
businessmen  in  unproductive  investment  in  an  attempts  to  get 
through  the  maze? 

Mr.  Jasinowski.  Let  me  ask  Mr.  Lewis  who  helped  put  that 
chart  together  to  give  you  an  estimate. 

Mr.  Lewis.  I  can't  give  vou  a  total  estimate,  but  I  can  give  you 
one  anecdotal  case  example.  I  was  talking  to  a  company  just  last 
week  who  said  they  spent  $500  in  staff  fees  to  get  a  license  for  a 
$150  export  that  was  vital  to  a  major  plant  they  were  producing. 

Mr.  RoHRABACHER.  They  spent  $500  to  get  a  $100 

Mr.  Lewis.  A  hundred  and  fifty. 

Mr.  ROHRABACHER.  A  $150  export. 

Mr.  Jasinowski.  Let  me  also.  Congressman — let  me  go  back  and 
try  to  come  back  with  a  little  more  rich  set  of  anecdotal  examples 
of  what  it  costs  to  go  through  that  maze.  I  am  sure  if  I  asked  some 
of  our  companies  to  give  us  some  estimates  we  could  do  that. 

Mr.  RoHRABACHER.  I  would  appreciate  very  much  if  you  could 
give  us  some  specific  examples  of  the  cost,  and  if  there  is  any  type 
of  overall  costs  that  you  could — or  estimate  of  costs,  because  it 
seems  to  me  that — ^you  know,  we  deregulated — I  know  my  Demo- 
cratic colleagues  disagreed  with  this  at  the  time  and  may  agree  or 
disagree  now,  but  I  remember  when  we  deregulated  the  price  of  oil 
in  the  early  years  of  the  Reagan  administration  and  people  were 
screaming  at  us  and  everything  like  that,  but  really  the  people  who 
were  hurt  the  most  were  people  right  here  in  this  town  who  basi- 
cally had  made  a  living  getting  people  through  the  maze  that  we 
had  for  energy  production,  and  in  the  end  the  consumers  really 
benefited  by  that.  Those  individuals,  of  course,  didn't  make  their 
money,  but  that  was  a  nonproductive  part  of  our  system. 
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Now,  what  you  are  telling  us  today  is  there  is  another  maze  for 
people  who  are  trying  to  do  productive  behavior  and  there  is  a  cost 
of  getting  througn  it.  I  would  like,  if  you  could  come  back  to  us 
witn  some  examples  of  that  kind  of  cost,  some  estimates,  I  would 
appreciate  it. 

Mr.  Jasinowski.  Yes,  sir. 

Mr.  Gejdenson.  Thank  you.  Mr.  Fingerhut? 

Mr.  Fingerhut,  Just  a  quick  comment,  and  if,  Jerry,  you  have 
any  response,  I  would  be  happy  to  have  it. 

Number  one,  I  want  to  thank  you  for  your  constructive  help  in 
taking  the  time  and  effort,  and  your  organization,  to  put  together 
a  very  specific  proposal.  One  of  my  frustrations  as  a  new  member 
of  this  institution  is  that  too  often  I  get  folks  who  come  to  me,  par- 
ticularly from  the  business  community,  and  complain  about  the 
state  of  affairs  but  in  what  I  would  view  as  a  relatively 
nonconstructive  way,  without  proposing  an  alternative.  You  have  a 
proposal.  It  now  behooves  us  to  take  you  up  on  that  proposal,  and 
I  certainly  am  willing  to  do  what  I  can  to  make  sure  we  move  this 
as  quickly  as  possible. 

The  second  point  is  that  this  could  really  for  us  be  a  test  case, 
it  seems  to  me.  There  isn't  a  single  member  of  this  body  or  political 
candidate  at  any  level  that  doesn't  go  out  and  talk  to  all  of  their 
constituents  who  are  in  business,  manufacturing  and  otherwise, 
and  don't  hear  automatically  that  government  regulation  is  a  bur- 
den to  them  in  terms  of  their  cost.  Yet  when  you  try  and  pin  them 
down  on  which  regulation  it  is,  what  regulatory  scheme  it  is,  it 
tends  to  get  much  more  vague.  Not  being  critical  of  the  business- 
man, because  they  are  trying  to  run  their  business,  but  they  are 
not  able  to  pinpoint  very  specific  areas. 

This  is  so  clearly  one  that  I  think  it  is  a  test  of  our  ability  to 
identify  it  and  move  as  quickly  as  we  can.  I  commend  the  chairman 
for  helping  us  move  quickly  on  this.  I  remember  when  we  passed 
the  extension  to  June  of  1994  of  the  Export  Administration  Act — 
I  asked  you  at  the  time,  I  thought — whether  we  could  do  this  even 
quicker  than  June  of  1994.  It  looks  to  me  like  with  help  like  this 
we  probably  can,  and  I  hope  that  we  can  do  that. 

My  only  caution,  and  this  would  be  my  final  comment,  is  that 
there  clearly  is  bipartisan  support  for  this  effort.  It  is  an  across- 
the-board  effort  that  needs  to  be  done.  Let's  as  we  proceed  through 
this  resist  the  temptation  to  turn  it  into,  as  I  think  the  temptation 
already  has  demonstrated  itself  here  a  little  bit  today — to  turn  it 
into  an  attempt  to  score  points  on  other  issues.  Let's  focus  on  this 
issue  and  get  it  done. 

Along  those  lines,  as  much  as  I  respect  Mr.  Rohrabacher  and 
agree  with  him  on  very  many  issues  on  this  committee — I  would 
not,  other  than  coming  up  with  good  anecdotal  evidence  of  stories 
of  cost,  I  would  not  be  particularly  interested  in  finding  one  big  dol- 
lar figure  that  we  can  promise  the  public  that  we  are  going  to  save 
overnight  in  order  to  plug  that  into  a  deficit  reduction  plan  or 
something  else. 

We  have  gotten  ourselves  in  a  lot  of  trouble  in  public  life  by 
overpromising  and  by  putting  outrageous  dollar  figures  on  regu- 
latory changes  and  regulatory  achievements.  Let's  do  it  because  it 
is  the  right  thing  to  do,  because  it  is  going  to  help  us,  and  because 
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we  know  it  is  right  for  the  country  and  right  for  business.  But  let's 
be  careful  about  what  we  promise  and  what  dollar  numbers  we 
throw  out  because  it  will  only  hurt  us  in  the  long  run. 

If  you  have  any  comments  on  any  of  those  points,  I  would  wel- 
come them. 

Mr.  Jasinowski.  Well,  I  would  like  to  agree  with  your  point 
about  the  need  for  bipartisanship  and  the  timeliness  of  this  as  a 
regulatory  reform.  I  have  been  involved  in  export  control  issues  for 
well  over  a  decade.  I  really  did  not  think  this  issue  was  going  to 
be  moving  forward  at  this  time.  I  think  because  of  the  work  that 
Chris  and  Howard  and  those  90  companies  have  done  we  have  an 
outline  of  one  way  to  do  this.  I  think  that  that  shows  a  degree  of 
widespread  support  in  the  business  community. 

If  you  are  in  the  computer  and  high  tech  area,  this  could  be  your 
most  important  issue.  And  I  think  that  we  are  going  to  develop  300 
or  400  companies  that  are  pushing  for  this  kind  of  legislation.  That 
is  going  on  there. 

f  think  the  cold  war  is  over  and  therefore  on  the  right  there  is 
not  the  kind  of  opposition  to  this  kind  of  reform  that  there  has 
been  in  the  past,  and  I  think  that  we  can  get  more  support  there. 
I  think  it  is  a  jobs  issue  that  cuts  across  both  parties,  and  I  think 
that  we  can  get  it  there. 

I  think  the  leadership  of  the  committee  is  really  quite  striking. 
We  have  not  had  this  kind  of  leadership  coming  on  the  Hill.  So  I 
see  an  awful  lot  of  favorable  signs  for  a  bipartisan  effort  that  will 
work,  and  we  look  forward  to  working  with  you  on  that. 

Mr.  Gejdenson.  Thank  you.  We  thank  you  for  your  testimony 
and  we  look  forward  to  moving  rapidly. 

Mr.  Roth.  Mr.  Chairman,  I  just  want  to  tell  Mr.  Jasinowski  if 
he  gets  those  300  or  400  companies  and  you  will  get  any  bill 
through  this  House  you  want. 

Mr.  Gejdenson.  Thank  you.  The  committee  is  adjourned. 

[Whereupon,  at  3:50  p.m.,  the  subcommittee  was  adjourned,  to 
reconvene  subject  to  the  call  of  the  chair.] 
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STATEMENT  OF  CONGRESSMAN  SAM  GEJDENSON 

CHAIRMAN 

SUBCOMMMITTEE  ON  ECONOMIC  POLICY.  TRADE  AND  ENVIRONMENT 

JUNE  9,  1993 

This  is  the  first  in  a  series  of  hearings  to  assist  the  Subcommittee  in  totally 
rewriting  the  Export  Administration  Act. 

As  we  begin  this  process,  one  fact  is  CNident:  the  present  system  of  export  controls 
is  broken.   It  serves  neither  our  national  security  interests  nor  our  economic  interests. 

The  United  States  and  its  allies  are  attempting  to  control  items  for  missile  and 
nuclear  non-proliferation  purposes.   However,  there  is  no  common  understanding  of 
who  we  are  trying  to  keep  this  technology  away  from,  and  Little  agreement  on  the 
criteria  for  approving  or  denying  such  export  licenses.   As  a  result,  these 
non-proliferation  export  control  regimes  are  seriously  impaired.   One  example  of  the 
failure  in  the  current  system  is  that  we  do  not  even  have  multilateral  agreement 
among  our  closest  allies  to  keep  missile  teehnclogy  a^Aay  fiu:n  Iran.    If  we  caiinot  get 
agreement  among  the  G-"  natic>:/S  to  keep  such  potent  technology  out  of  the  h^r.ls  of 
one  of  the  most  dangerous  countries  in  the  world,  we  must  reassess  the  entire  system 
of  exp:>rt  controls    The  potential  for  controlling  biological  and  chemical  weap.T.s  is 
even  less  certain. 

U.S.  economic  interests  are  also  suffering  at  the  hands  of  outdated  export  controls. 
Advances  in  technology  have  outstripped  much  of  our  ability  to  control  dual  use 
equipment.   Much  of  what  we  are  making  is  too  small,  too  good,  and  too  commonly 
available  for  us  to  have  realistic  expectations  of  keeping  it  out  of  the  hands  of 
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dangerous  countries. 

Today's  hearing  will  demonstrate  that  the  U.S.  Government  is  attempting  to 
control  telecommunications  and  computer  products  that  are  easily  obtainable  from 
sources  outside  the  control  regimes.   In  one  very  notable  case,  the  telecommunications 
technology  we  are  trying  to  control  is  now  manufactured  in  one  of  the  countries  to 
■which  we  are  denying  such  technology.   In  another  case,  we  find  that  computer 
technology  is  available  overseas  at  levels  far  in  excess  of  the  threshhold  for  control, 
and  that  our  ability  to  successfully  restrict  its  export  may  be  quite  limited. 

The  Subcommittee  recently  obtained  some  very  revealing  information  from  the 
Administration.   We  learned  that  computers  and  telecommunications  equipment 
represent  8S%  of  the  value  of  all  controlled  U.S.  exports.    If,  as  today's  witnesses  will 
show,  much  of  this  technology  is  available  outside  the  control  regimes,  we  must 
question  whether  U.S.  export  controls  are  restricting  the  sale  of  truly  critical 
technology. 

The  insk  before  us  is  to  roform  llic  exp.irt  conlrcl  sys'em  to  .'K-Iue\e  son  oral 
objoc  lives; 

1)  We  must  increase  the  multilateralism  and  therefore  the  effectiveness  of  the  export 
co.'itrol  regimes-  in  order  to  succes.sfully  control  s<.n?ili\e  technology,  the  restrictions 
must  be  multilateral. 

2)  In  order  (o  .Tchieve  the  necessary  multilateralism,  we  n-^ust  have  some  commonality 
in  identifying  the  countries  \\hich  are  the  targets  of  such  controls  and  the  criteria  for 
export  licensing. 

3)  In  order  to  get  the  cooperation  needed  from  our  allies  to  make  the  controls 
multilateral,  we  must  limit  the  controls  to  items  that  are  truly  sensitive  and  which  we 
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can  realistically  control. 

4)  We  must  distinguish  between  the  treatment  of  country  groups.   We  must  give 
highly  preferential  treatment  to  countries  that  participate  in  and  are  members  in 
good  standing  in  export  control  regimes.   We  should  also  impose  uniformly  serious 
restrictions  on  high  tech  exports  to  terrorist  countries. 

5)  We  must  recognize  that  China  and  the  republics  of  the  Former  Soviet  Union 
represent  extraordinary  challenges:  they  are  the  targets  of  some  export  control 
regimes,  and  yet.  no  non-proliferation  export  control  regime  can  succeed  without 
their  active  participation. 

6)  The  export  licensing  system  must  be  reformed  to  produce  timely  processing  of 
license  applications  and  stop  the  endless  discussions  within  the  U.S.  government  that 
result  in  months  of  non-decisions.   We  v.'0uld  hope  that  the  Administration  would 
address  this  issue. 

As  in  the  past,  the  Subcommittee  will  proceed  in  a  bipartisan  manner  to  deal  with 
these  difficult  issues.    We  also  anticipate  having  a  close  and  cooperative  working 
relationship  ^^ith  the  Administration  throughout  the  process  of  rewriting  the  E.xport 
.Administration  .Act. 
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Opeoiog  SUitement  for  Aima  Esboo  at  tbe  House  Foreign  Afralrs  Subconunlttee  on 
Economk  Policy,  Trade,  and  Environment 

ThanJc  you,  Mr.  Chairman,  for  allowing  mc  to  sit  on  the  committee  today  as  it  addresses  the 
issue  of  export  controls.    The  subject  before  us  is  of  crucial  importance  to  the  district  I 
represent,  the  14  District  of  California,  which  encompasses  much  of  the  Silicon  Valley. 
This  area,  known  to  the  entire  world  for  its  high-tech  expertise,  is  home  to  many  of  the 
companies  most  impacted  by  this  issue. 

Export  control  regulations  and  the  system  that  administers  them  are  outdated,  ineffective, 
and  in  need  of  overhaul.    The  current  export  controls  on  high  technology  stem  from  the 
defense  concerns  of  a  cold  ^ar  mentality,  and  do  not  accurately  represent  the  current  reality. 

The  current  set  of  export  controls  threatens  our  economic  security,  which  is  just  as 
important  as  military  security  in  ll^e  current  world  order.    Lost  opportunity  for  U.S. 
companies  to  ex{X)rt  means  lost  jobs  for  U.S.  workers,  lost  la^  revenue,  and  less  funding  for 
the  research  and  development  that  creates  new  technology  and  new  jobs. 

The  existing  regulations  als<3  hampjer  the  ability  to  assist  emerging  democracies  who  need 
our  technology  more  iluin  our  lax  dollars.    As  our  economy  becomes  increasingly  global, 
joint  ventures  between  U.S.  companies  and  overseas  partners  will  become  more  and  more 
common.    This  cooperation  requires  the  ability  to  exchange  products,  technologies,  and 
information  with  our  overseas  partners. 

This  is  not  an  issue  that  lends  itself  to  years  of  study  —  technology  moves  too  quickly.    In 
many  segments  of  liigh-tech  industry,  a  product  life  cycle  can  be  as  short  as  one  year. 
Companies  cannot  afford  to  wait.    Therefore,  it  is  critical  for  Congress  and  the 
Administration  to  move  as  quickly  as  possible  on  this  iSSuc. 

I  appreciate  the  attention  that  the  Chairman  and  the  Subcommittee  have  given  this  issue,  and 
look  forward  to  true  progress  on  this  most  pressing  issue. 
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Stataicent  of 
GREGORY  N.    HUGHSS 

Prdsid*nt 

AT4T  Traniialsslon  Systems 


Tliank  you,  Kr.  Chairaan.  More  than  fifty  yaar©  ago,  th« 
Soviat  dictator  Joseph  Stalin  vatoad  a  plan  to  raodsrniza 
Russia 'a  communications  network,  saying  of  tha  telephone, 
"I  can  think  of  no  batter  instrumont  of  coiinter-revolution". 

Just  a  few  raonths  ago  in  Vancouvar,  the  first 
democratloally-alected  leader  of  Russia  asked  President 
Clinton  to  help  hln. .  .  by  removing  restrictions  on  tha  sale 
of  reodarn  telephone  equipment  to  his  country. 

The  contr.;Bt  could  not  be  more  striking,  nor  the 
comparison  more  illustrative. 

In  the  inforaation  age,  there  are  few  thi/igs  more 
important  to  political  and  economic  devalopment  than  modern, 
reliable  telecommunications,   whan  Boris  Yeltsin  needed  to 
co.-^munlcate  news  from  the  Russian  Parliament  'luring  tha 
Augijst  1991  coup,  he  relied  on  a  fax  machine.   Whan  reform- 
minded  protesters  in  ThaiV^nd  were  threatened  by  troops  in 
the  streatB  of  Bangkok,  they  communicated  by  cellular  phone. 
^Tian  President  Clinton  identified  open  radio  and  TV 
firoadcasts  Into  China  as  a  condition  for  renovlng  MFN  trading 
status,  he  underscored  the  role  of  co.^.municatlons  In 
political  reform. 

with  all  the  'jvMence  that  telijcomaunlcations  is  good 
for  democracy,  one   might  think  that  jxports  of  advanced 
telephone  equipment  to  Russia  and  China  would  be  parmitted. 
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av»n  «noouraged.   But  In  fact,  reetrlctiv*  rul««  on 
tel'3coaffiunication«  axports  utilX  exist,  Iztt   ovar  from  th« 
Cold  War  lika  a  r«ffllnd9r  of  another  age.  Of  th*  ten  typaa  of 
high  technology  still  regulated  by  COCOM,  teleconmunlcations 
is  the  most  tightly  restricted.   Equipment  for  fibaropticB 
transmission,  software  for  digital  telephone  exchangei,  and 
cellular  telephone  gear  are  regulated  as  potential  threats  to 
U.S.  national  security. 

Modarn  telephone  networKa  do  indeed  poso  n  throat to 

the  opponents  of  deaocracy.   For  years,  it  was  said  that  the 
pen  was  mighhier  than  the  sword.   Tclay,  it's  the  fax  nachina 
that  is  mightier  than  the  assault  rifle,  and  it's  time  to 
change  tlie  way  we  control  teleconiaiunications  exports. 
I  head  the  ATiT  business  unit  which  manufactures 
equlpraant  for  traneaitting  telephone  calls  ov«r  fiberoptic 
networks.   There  are  few  product  areas  which  better 
illustrate  the  nsed  for  change  in  COCOM  rules.   High-speed 
fiberoptic  networks  are  today's  "inforr-ation  highways", 
dlluwlng  inore  people  to  oomnunicdte  more  Inf or.Tiatlon,  mutre 
reliably  and  at  Igwer  cost. 

Fii-^roptic  cables  have  been  allowed  for  export  to  China 
since  the  tPid-1980s,  ^nd  to  Russia  since  1992.   But  cable 
laid  in  the  Oiound  is  worthless  wii^out  tranemission 
equlpnent  capable  of  sending  calls  :\oross  the  fiber.  Moat 
such  9qulptr*?nt  in  use  today  on  long-'listance  routes  in  the 
Un'ted  Stal'/s  can  catty  about  30,000  simultaneous  phone  calls 
ovsr  a  hair-thin  strand  of  fiber.   COCOM  rules  limit 
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trsnsnisBion  aquipatnt  for  Rufl«ia  and  China  to  About  1,900 
almultansoua  oallf,  or  ajxtaan  tlmas  leaa  than  tha  currant 
technology.   Allowing  the  construction  of  flbar  natworka— but 
limiting  tha  number  of  calla  that  can  ba  carried  over 
them — la  like  helping  Rusala  and  China  to  build  a  ten-lana 
Buperhighway. . .  and  then  reatricting  its  traffic  to  a  few 
horsa-dravn  carriaga*. 

Change  in  COCOM  regulations  has  cone  slowly.   So  slowly, 
in  fact,  that  controlled  countries  have  dovelopad  thaJc  own 
advanced  technology,  and  firms  from  countries  which  aren't 
bound  by  COCOM  rules  now  threaten  to  replace  ua  in  tha 
market.   Let  me  give  you  a  few  oxamples. 

Tha  pictuirea  you  see  before  you  were  taJ<en  on  April  15, 
1993,  by  ATiT  engineers  visiting  a  telephone  network  facility 
in  Shanghai,  China.   They  show  a  high-speed  optical 
transnisaion  tr-rrainal  which  was  indigenously  produced  in 
China,  using  con.r.only-availdble  components.   It  operates  at 
565  megabits  per  second,  and  can  simultaneously  transmit 
about  7,S00  telephone  calla,  or  roughly  four  tins-a  the 
current  COCOM  limit.   Our  engineers  noted  that  it  was 
produced  with  the  lateiit  "surface-iLounted-davico"  technology, 
such  as  that  '-^d  in  ATiT'i  most  modern  factories.   This 
e'^lpjr.ent  has  baen  in  regular  operation  since  J-^nuAry  6, 
1993,  on  a  167-kilo" -ter  route  /retween  tha  «a:tern  Chinaee 

cities  of  Shanghai  and  Wuxi. 

But  avon  if  co/itrolled  countries  veran't  alrgaJy  r.aking 
their  own  aqul.pir.ent,  they  could  buy  it  legally  from  non-COCOH 
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soujrcds.   Earlier  this  ya«r  on*  of  our  ooinp«titor0,  basod  In 
Israel,  d^livored  six  Blttilar--but  more  advancad — fiboroptics 
terainalB  to  two  locations  in  China,   In  April,  the  sana 
coapstitor  signed  a  contract  for  23  more  syatama  to  be 
delivered  before  the  end  of  this  year;  some  of  the  equipment 
will  be  used  on  an  SOO-Xilometer  route  between  the  eastern 
Chinese  cities  of  Nanjing  and  Wuhan.   The  oqulpnent  is  the 
direct  product  of  Israeli  technology,  and  the  company  has 
eold  identical  BystTiias  to  uuny  customers,  Including  tha 
national  telephone  cotnpanies  of  both  Germany  and  Franco. 

Although  this  eguipnent  excseds  COCOM  parameters, 
there's  nothing  illegal  or  improper  in  Israel  selling  it,  or 
in  China  buying  it.   iBrael  is  not  a  r.ember  of  COCOM  and  is 
under  no  obligation  to  cooperate  with  Its  rules.   Other  non- 
COCOM  countries,  such  as  India,  will  aeon  be  making  similar 
equipment. 

Yesterday,  AT&T  prsssntsd  this  information  in  ofraater 
detail  ^.o  the  Clinton  Administration,  in  a  foreign 
availability  petition  filed  with  the  Depar <;r.ent  of  Comaerce. 
Oar  petition,  which  was  accorapanied  by  these  photographs  and 
400  pagas  of  supporting  docucantation,  shows  that  high-speed 
fiberoptlc3  gear  is  now  available  from  non~COCOM  sources. 

I  hopa  the  Cor::.erce  Depdi  tr.ent  will  act  quickly,  because 
in  the  conpetitive  rtarketplace  tine  is  running  short.   AT&T 
will  have  lost  $110  million  in  sales  by  the  end  of  this  year 
due  to  outdated  export  controls  on  transmisfjion  eqviipment, 
and  will  lose  an  additional  $50-100  million  annually  through 


92 


thtt  «nd  of  tha  d«cad*  If  controls  aro  not  r«znoved.   By  than, 
annual  vorldwida  purchassa  of  transmission  squipmsnt  will 
have  reached  $5  billion,  and  Russia  and  China  will  be  two  of 
the  world's  largest  markets .   If  COCOM  rulas  continue  to 
pravont  AT*T  from  competing  on  equal  terms  in  such  large 
markets,  our  futura  revenue  growth  and  ability  to  sustain 
employment  levels  will  be  at  risk. 

President  Clinton  can  pronote  dejnocracy  and  U.S. 
Qcononic  interests  by  seeking  the  elimination  of  all 
remaining  export  controls  on  teleconununicationa  for  civilian 
uses  in  Russia  and  China.   In  1990,  and  again  in  1991,  this 
committee  passed  legislation  which  would  have  required  just 
that.   Wa  hope  the  new  Administration,  which  is  now 
conducting  a  policy  review  on  cocOM,  will  agi'ea  with  Conyrcss 
and  Industry  on  the  need  for  major  changes. 

Mr.  ':hairfflan,  more  t:han  a  half-century  ago  Josaph  Stalin 
tried  to  Halt  tha  spread  of  r.odern  telephone  technology. 
Now,  at  the  dawn  of  a  new  age,  it's  t'-^.e  to  change  COCOM 
riles  -.hat  do  the  sa-e  t-hing. 
T.iank  you. 
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Introduction 

Mr.  Chairman,  members  of  the  subcon-miitlce,  I  am  Tim  Dwyer,  Vice  President  and  General 
Manager  of  IntercontinentaJ  Operations  at  Sun  Microsystems,  Inc.    Accompanying  me  is  John 
Gage,  Director  of  the  Science  Office  of  Sun  Microsystems  Laboratories.    On  behalf  of  the 
American  Elatronics  Association,  wc  appreciate  this  opportunity  to  testify  on  the  subject  of 
computer  export  con&ols  before  the  House  Foreign  Affairs  Subcommittee  on  Economic 
Policy.  Trade  and  Environment 

Sun  Microsystems  is  #146  on  the  "Fonune  500"  list,  has  sales  of  $4  billion  per  year  and 
derives  50  percent  of  that  revenue  from  exports.    Sun  is  the  second  largest  Fonune  500 
exporter,  as  a  percentage  of  sales,  after  Boeing. 

Tlie  AEA  represents  3000  high  technology  companies  from  around  the  country.    Our 
members  are  involved  in  virtually  all  sectors  of  electronics,  including:  computers  and 
peripherals,  semiconductors  and  semiconductor  manufacturing  equipinent,  telecommunications, 
software,  lesi  and  measurement  instruments,  and  aerospace,  among  others.    The  electronics 
indu.suy  employs  2.3  n-ullion  people  in  the  United  Stales,  more  than  automobiles,  steel  jnd 
acrc>-p3ce  tombincd.    .Many  of  our  small,  medium  and  large  companies  deri\e  filly  hjif  of 
their  total  annual  revenues  froin  export  and  overseas  sales.    Expciling.  needless  to  sa>.  is  a 
key  lOiiiponcni  to  the  LTOvvth  strate^'ics  <^i  hii;h  (ethnoloi;)'  companies. 

Summary 

.Mr.  Chairman,  if  the  Commiiice  were  to  Ccine  au  ,y  from  this  he.iring  with  one  mc-^ige 
today,  it  should  be  this:    U.S.  expon  control  policy  is  nurturing  foreign  competition  bv 
don\ine  the  I'  S.  computer  indusuv  access  to  foreion  markets  that  are  open  to  our  non- 
COCOM  compelilors.    ITiis  is  a  policy  that  cannot  prevent  or  conlrol  the  spread  of 
tec h nology,  does  nut  help  th is  country's  ecunomic  security,  and  is  not  effective  in  pre '.ei ting 
p ur  national  secuii ly  because  the  technology  is  available  from  many  sources  around  the  w orld.. 

How  is  this  happening?    In  the  following  ways: 
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I.  COCOM  continues  to  require  validated  licenses  for  exports  of  persona]  conipuiers. 

workstations  and  higher-powered  computers,  even  though  non-COCOM  countries  such 
as  Taiwan,  Korea,  India  and  others  make  these  same  machines  and  export  them 
without  the  restrictions  imposed  by  the  U.S.  and  CXXTOM  countries.   COCOM  is 
continually  behind  the  technology  curve. 

2.  Controls  on  exports  of  computers  that  the  U.S.  Government  arbitrarily  defines  as 

■    "supercomputers"  have  exhausted  high  performance  computer  companies  with  onerous 
and  costly  conditions  for  export.    Now  these  controls  are  going  after  lower-level 
workstations  and  even  personal  computers  that  are  increasing  in  power  and  bumping 
up  into  the  "supercomputer"  definition.    The  costs  to  the  customer  of  complying  with 
these  conditions  could  in  some  cases  equal  or  exceed  the  cost  of  the  computer  itself. 

3.  The  U.S.  Government  continues  to  unilaterally  control  computers  for  nuclear 
proliferation  reasons  in  spite  of  an  18-month  old  international  agreement  not  to  control 
them.   The  U.S.  was  a  party  to  this  Nuclear  Suppb'ers  Group  agreement  and  appears  to 
have  changed  its  mind  with  no  explanation  to  industry. 

All  of  this  is  happening  at  a  time  when  the  American  computer  industry  is  facing  a 
challenging  competitive  environment.    Over  the  past  two  years,  the  industry  has  seen  sluggish 
sales  and  lower  profits,  a  10  percent  Aork  force  reduction,  a  trade  deficit  increase  from  $S45 
million  to  $5  billion  between  1991  and  1992  and  a  17  percent  drop  in  the  share  of  world 
market  revenue.    The  government's  answer?    1992  exports  of  computers  required  8,700 
license  applications  for  approval  by  the  government,  representing  $10.2  billion  worth  of  sales. 
That's  more  than  one  third  of  all  export  licenses  required  by  the  government  and  almost  one- 
half  the  total  value  of  exports  requiring  some  form  of  license. 

Potential  lost  sales  from  export  conuols  are  Jifficuk  to  quantify,  but  ue  do  know  that  ma;iy 
smaller  companies  are  so  djunted  by  the  complexity  of  the  regulations  that  they  simply 
foreeo  attempting  to  enter  foreien  markets. 

While  export  controls  are  not  the  sole  cause  of  the  indusay's  difficulties,  the  exisicnce  of  j 
s>stem  that  ue  argue  is:    (1)  counterproductive  to  the  health  of  the  induvtry  and    (2) 
ineffective  in  meeting  its  security  objectives,  does  nothing  to  help  us  at  a  time  when  the 
Clinton  Administration  has  pledced  increased  attention  to  technological  and  economic 
competitiveness. 

What  we  need  is  a  rational  export  control  system  that  docs  not  impose  i  nneees^ary  co^ts  on 
our  indu•^try  nor  put  us  at  a  competitive  disadvantage  relative  to  our  foreign  Lompeiitors.    Fhe 
fact  of  the  matter  is  that  advanced  computer  technology  rapidly  becomes  commudily  and 
coHNumer  technology,  as  the  hardware,  software,  and  skill  sets  required  to  build  and  operate 
mid-  to  high-range  machines  diffuse  throughout  global  markets,  rendering  export  controls 
ineffei-tive. 
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Ovenien'  of  computer  export  controls 

Let  me  start  this  discussion  with  a  brief  overview  of  the  export  control  regimes  that  the 
coinputer  industry  must  deal  with  in  its  day-to-day  operations. 

COCQM 

The  U.S.  and  its  COCOM  allies  currently  re<}uire  an  export  license  for  any  computer 
operating  above  12.5  million  theoretical  operations  per  second  (MTOPS).    This  is  the  lc\el  of 
a  personal  computer.   Anything  below  that  is  considered  "decontrolled."   This  has  been  in 
effect  since  the  latest  COCOM  control  list  went  into  effect  in  1991.    In  some  areas  we  have 
seen  a  tenfold  increase  in  computer  technology  since  that  time  and  it  spreads  around  the 
globe  like  a  commodity. 

For  the  past  year,  COCOM  has  been  arguing  over  whether  to  raise  the  decontrol  level  to  25 
MTOPS.    This  will  be  obsolete  even  before  it  goes  into  effect   Countries  such  as  India, 
China,  Taiwan,  Korea,  Singapore  and  Brazil  are  now  churning  out  systems  in  the  50  MTOPS 
range  and  above.   And  exports  of  these  systems  don't  require  licenses  from  these 
governinents.   That's  the  key  to  this  problem:    they  don't  have  the  same  controls  as  we  do,  if 
they  have  any  at  all. 

And  I  don't  believe  they  will  truly  conform  to  COCOM  controls,  no  matter  how  hard  our 
government  tries.    I  say  this  for  two  reasons:    1)   these  economies  are  export  driven.    If  they 
don't  export,  they  remain  third  world  countries.    They  put  into  practice  the  notion  that 
economic  security  is  vital  to  a  country's  national  security;  and  2)  they  correctly  believe  thai 
commodity-level  technology  is  inherently  uncontrollable.    It  moves  quickly,  broadly,  and 
anyone  uho  really  wants  it  can  get  it. 

AE.A  .strongly  believes  thai  export  controls  on  computers  and  oiher  industries  need  lo  be 
dramatically  revised  and  sireamlined  in  the  uake  of  the  Cold  War's  demise. 

The  industrial  (.ouiiuics  ha\e  publicls'  recoiinized  that  a  modern  toinmuni(.diions  jnd 
information  infrastructure  will  nurture  economic  development  and  .IciTiOeraiic  reforms  in 
former  Communist  counu-ies.    President  Clinton  acknowledged  this  personally  during  his 
summit  meeting  with  President  Yellsin  in  Vancouver  when  he  called  for  a  "p'  '^^d 
mo-cment"  in  ihe  reduction  of  export  controls  to  the  newly  independent  slates. 

The  si  Union  to  i'i)s  problem  is  lo:    I)  immediately  remove  controls  on  commodity  level 
goods,  and  2)  constantly  adjust  controls  to  keep  pace  with  the  d)namic  advancements  and 
global  diffusion  of  computer  technology.    The  Commerce  Department  is  uirrtntly  .maly/lng 
this  growing  foreign  availability,  which  1  will  discuss  in  more  detail  Ijter 
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SuDcrconiputer  controls 

Tunning  to  the  issue  of  supercomputer  controls,    our  industry  is  subjected  to  two  serious 

problems: 

1.  Some  time  ago,  the  government  decided  that  sf)ecia]  supercomputer  export  controls 
should  be  imposed  on  machines  that  operate  at  195  MTtDPS.    A  computer  at  this  level 
is  a  worksution  that  fits  on  or  beside  a  desk.   Qjrrent  true  supercomputers  operate  at 
about  20,000  MTOPS,  or  100  times  the  speed  requiring  controls. 

2.  These  special  controls  consist  of  complex  and  costly  security  conditions  that  are 
imposed  on  both  customers  and  exporters.   For  example,  every  time  we  want  to  sell  a 
high  performance  computer  overseas,  our  customers,  depending  on  what  country  they 
are  in,  could  be  required  to: 

►  station  a  24-hour  guard  around  the  computer, 

►  station  a  representative  of  the  exporter  by  the  machine  to  ensure  proper  use; 

►  obtain  prior  approval  of  the  commerce  department  anytime  different  software  is  used; 

►  severely  liniit  or  deny  networking  and  other  functions  that  are  necessary  activities  in 
normal  computing  environments; 

►  restrict  access  to  the  machine  by  certain  foreign  nationals,  even  at  universities,  sphere 
open  learning  environments  are  the  standard  of  academic  life. 

These  are  just  samples.    There  are  30  other  v>.ritten  safeguards  -  plus  others  whkh  may  not 
be  written  in  the  regulations  and  are  therefore  impossible  to  plan  for.     These  conditions  run 
inio  ihe  tens  of  thousands  of  dollars  per  computer  to  implement,  for  both  workstations  and 
higher  performing  machines.    This  control  system  frequently  requires  suppliers,  custoiriers  and 
ihe  i:Lucrnmeiiis  to  undergo  many  monihs  of  negotiations  to  aerce  on  conditions.    L'ltimaiely. 
Lusioniers  ha\e  in  many  cases  thrown  i.p  their  hands  and  gone  elsewhere. 

We  note  that  when  the  rules  on  supercomputers  came  out  one  >ear  ago,  ihcn-Seireiary  of 
Commerce  B.irbara  Franklin  promised  that  the  regulations  will  affect  "onl>  the  most  capable 
computers."    Instead,  the  rules  now  in  effect  are  restriuing  computers  thai  operate  at  one 
pen; em  .if  (he  most  cap-ole  machines 

I'm  sjre  I  don't  need  to  remind  this  committee  that  Congress,  in  the  last  iteration  of  the 
F\port  Administration  Act,  which  was  vetoed  in  1990  by  President  Bush  for  unrelated 
reasons,  passed  a  provision  that  established  an  indexing  sNstein  for  defming  a  supercomputer 
for  export  control  purposes.    1  understand  it  was  the  leadership  and  foresight  of  this 
commiiiee  that  got  the  provision  approved  by  the  Congress.     If  implemented,  this  provision 
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would  right  now  require  the  government  to  define  a  supercomputer  at  approximaiely  4.000 
MTOPS.    Instead,  wc  are  still  at  195.    This  was  the  number  the  last  administration  came  up 
with  after  failing  to  adopt  an  indexing  system  by  the  summer  of  1991  as  it  had  promised. 

The  bottom  line  is:  these  controls  are  seriously  impeding  the  ability  of  U.S.  companies  to  sell 
leading-edge  high  performance  computers  in  the  global  market    A  number  of  firms  have 
invested  heavily  in  high-performance  chips  and  systems  and  must  gain  wide  user  acceptance 
early  in  the  life  cycle  of  these  new  products  in  order  to  ensure  future  sales.    Supercomputer 
controls,  by  creating  an  artificial  advantage  for  lower-performance  foreign  products,  impede 
this  initial  acceptance  and  penalize  U.S.  companies  for  being  at  the  leading  edge  of  computer 
technology. 

Nuclear  Supplici^  Group 

AEA  is  frustrated  that  our  government  continues  to  control  the  export  of  computers  for 
nuclear  proliferation  reasons.   TTiey  do  this  in  spite  of  agreement  early  last  year  by  the  27- 
nation  Nuclear  Suppliers  Group,  as  well  as  testimonials  from  infomicd  experts,  that  dual-use 
computers  do  not  represent  a  critical  enabling  technology  to  nuclear  proliferation  activities 
and  should  not  be  controlled  for  nuclear  reasons.    TTie  U.S.  agreed  to  this,  then  failed  to 
implement  it.   To  this  day,  our  government  continues  unilaterally  to  control  computer  exports 
for  nuclcu-  proliferation  concerns. 

It  is  not  our  intention  here  to  downplay  the  importance  of  nonproliferation  export  controls. 
On  (he  contrary,  AE.A  su-ongiy  supports  the  need  for  an  effective  non-proliferation  policy. 
But  if  unilateral  controls  only  hand  over  dual-use  business  to  our  foreign  competitors  and  do 
nothing  for  this  country's  security,  then  we're  (he  only  ones  who  lose. 

Let  me  give  you  an  example.    A  three-year,  goveri;ment-imposed  delay  in  the  vale  of  a  Cray 
computer  to  a  weather  research  office  in  India  resulted  in  the  Indians  actually  developing  their 
own  ni;ii.hine  out  of  frusuation.    Now,  American  high  performance  computer  n^anufacturers 
hj\e  a  nev^  conipeti'.or  in  India,  the  P.irjm.    This  is  a  direct  result  of  U.S.  export  (.onirols. 
Due  to  this  shurted->ii;hied  policy,  the  U.S.  Govcrnmeni  iosi  the  ability  to  (.oni.-ol  ;h.e  end  use 
of  this  technology  and  prevent  diversion  to  unacceptable  cou.'/.ries,  and  Amerii.jn 
manijfKturers  lost  the  market 

.■\s  1  inenpiined  before,  the  rapid  diffusion  of  iechnolog>  that  results  in  the  foreign  availability 
of  computers  outside  of  COCOM  or  other  control  reciiv.^s  is  a  primary  reason  th,;!  cvp^n 
controls  on  compuicrs  and  other  technology  i^e  incffo'-tive. 

Forcii^n  gyailnbility 

Foreign  availability  is  an  issue  I  would  submit  the  comiiiitlee  needs  to  watch  closely  over  ihe 
next  two  months.    In  February,  AHA  formally  requcbled  the  CommLicc  Dipjii.ncni  to 
undertake  a  foreign  availability  assessment  of  competing  workstations  being  m  inufaclurcd  in 
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and  exported  from  non-COCOM  countries.   This  study  is  to  be  completed  in  July  with  an 
announcement  in  August    An  affirmative  finding  would  require  the  U.S.  to  propose  that 
COCOM  decontrol  computers  at  the  level  found  to  be  foreign  available.    Corrurierce  could 
potentially  find  workstations  available  at  206  MTOPS,  which  is  ironically  above  the  current 
supercomputer  level.    The  results  of  the  study  will  have  extremely  important  implications  to 
the  computer  industry. 

Let  me  take  a  moment  to  describe  how  the  computer  industry  operates,  at  least  from  Sun's 
perspective,  and  how  we  justify  the  need  to  decontrol  commodity-level  technology. 

Today's  open  computer  architectures  make  it  simple  and  inexpensive  for  foreign  compedtors 
to  produce  "clones"  of  U.S.  computers  without  performing  significant  R&D  or  having  access 
to  any  proprietary  U.S. -origin  technology. 

In  Sun's  case,  our  "SuperSPARC"  chip,  which  has  a  power  of  53  MTOPS  and  serves  as  the 
basis  of  our  full  line  of  workstations,  is  manufactured  by  Texas  Instruments  and  shipped  in 
volume  under  general  license  to  companies  in  Taiwan  and  Korea,  among  others.    Companies 
\hcTC  take  an  average  of  3-5  months  to  put  operational  systems  around  those  chips;  i.e.,  to 
build  a  clone. 

.Moreover,  the  workstations  that  Sun  builds  and  exports,  for  example,  allow  the  user  to  snap 
in  3  more  SuperSPARC  chips  (each  about  the  size  of  a  silver  dollar).    Like  the  assembly  of  a 
"Lego"  kit,  a  mid-level  workstation  can  be  turned  into  a  machine  that  exceeds  the  power 
defined  by  the  government  as  a  supercomputer. 

The  point  is  that  we  can't  prevent  the  de\e!opment  of  technology  and  we  can't  control  its 
di>Nemination.    Last  month.  Sun  was  infonned  by  our  distributors  in  Moscow  and  Beijing  tha; 
the  Tatung  Company,  a  Taiwanese  manufacturer  of  Sun  clones,  has  these  4-chip  machines  in 
>tock  in  Moscow  and  Beijing  for  sale.   They  offer  volume  delivery  in  ten  days.    Tliis  is  a 
serious  problem  for  Sun  and  other  multiprocessor  companies.    Wc  invented  the  technology 
but  can"t  compete  on  a  level  piaving  field  uiih  foreign  clone-makers. 

Meanwhile,  ihe  Defense  Technology  Soiuritv  Agency,  an  ann  of  the  Defense  DcpartnH-nt.  h;> 
lold  us  and  other  companies  that  they  will  hold  up  licenses  for  multiprocessor  computers  for 
export  to  Russia  and  China  unless  we  cripple  them  by  limiting  the  computing  function  to  one 
prox-essor,  even  if  it  has  multiprocessor  capjbility.    Imagine  ordering  a  four  cylinder  car  and 
when  it's  delivered,  there's  only  one  c)linder  under  the  hood  and  all  you  can  do  is  30  miles 
per  hour.    And  of  course,  Tatung  cai   offer  same  day  deliver)-  of  an  exact  clone,  with  the 
evact  computer  chip  and  the  exact  operating  system  that  Sun  would  offer. 

In  another  example,  Intel  has  just  announced  its  new  Pentium  chip,  which  is  the  next  stop  up 
from  the  pctpular  486  PC.    The  initial  models  of  this  chip  come  in  either  60  MTOPS  or  67 
NirOPS.    Intel  has  stated  in  press  reports  that  it  will  be  shipping  hundreds  of  thousands  of 
chips  this  year  to  computer  manufacturers  here  and  abroad  and  expects  to  cross  the  one 
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million  mark  in  1994.    In  addition,  the  Pentium  processor  is  designed  with  the  features 
necessary  to  accommodate  multiprocessing  configurations. 

Ultimately,  the  worksiation  and  PC  industry  is  going  to  multiprocessor  systems.    TTie 
technology  is  fluid  and  rapidly  becomes  generic.   The  processors  and  software  used  in  these 
computers  are  essentially  decontrolled.    The  designs  for  building  the  box  they  go  in  is 
available  in  most  technical  bookstores.    It's  basically  in  the  public  domain.    Tr>'ing  to  control 
the  export  of  commercial  technology  out  of  the  U.S.  And  COCOM  countries  just  forces 
manufacturing  and  jobs  overseas. 

The  bottom  line  is  that,  had  the  government  accepted  AEA's  proposal  one  year  ago  and 
persuaded  COCOM  to  decontrol  computers  at  50  MTOPS  the  industry  would  have  been 
required  to  submit  5.000  fewer  license  applications  worth  approximately  $2.2  billion  in 
exports,  according  to  1992  licensing  data.    Now  that  foreign  clone  maJcers  have  multi-chip 
configurations  that  can  raise  a  workstation  up  to  206  MTOPS,  decontrol  of  these  systems 
would  mean  7.627  fewer  license  applications  worth  $8.5  billion  in  exports. 

The  Commerce  Department  last  summer  in  fact  found  foreign  availability  in  preliminary 
research  that  corroborates  our  evidence. 

Among  the  agency's  Hndings: 

►  workstations  above  current  export  control  levels  are  produced  in  Brazil,  China.  IrJia, 
South  Korea.  Singapore  and  Taiwan. 

►  high-powered  multiprocessing  workstations,  thouch  produced  in  small  quantities,  jjc 
available  lo  Newly  Independent  Stales  from  non-COCOM  sources. 

►  truly  elTeLi:%e  evporl  controls  on  workstations  n-j\  be  illusory  boojuse  lhe\  ^re 
marketed  through  such  diverse  methods  as  retail  -^lores.  wholesale  divtribulors.  \.i'.e- 
addcd  re^e!!cr\.  mail  oider.  kitv.  and  end-t^er  upj'adcv 

►  workM.-.-.ions  fi.m  25  to  91   M  TOPS  aie  a\.iilabk'  nonCOCOM  c.  untries. 
Worksutions  with  dramatically  higher  pciforniar.e  are  likely  lo  tvi-ome  uva'able 
from  non-COCOM  producers  o\er  the  nevt  12-24  n.onths. 

►  r.S   iijanufj^turcrs  may  lose  tci-hnolooical  leadorvhip  in  work^'ations  if  «.  jiro:it  «.    "trol 
levels  dii:  not  adjuvtcd  to  reflect  cuit^m  ma.''ket  realities. 

*■  non  COCOM  producers  of  supercompijlcrs  cxibt  in  Russia,  I'kraine,  and  India  [a:  i 

since  this  study,  China]. 

►  some  upwajd  revision  of  the  defmition  of  "supercomputer"  in  the  supcrcomp  .ter 
control  regime  must  be  considered  because  failure  to  do  this  will  adversely  in.pac:  the 
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sale  of  U.S. -made  high-end  workstations.    Current  supercomputer  coiiLrols  will  have 
little  effect  in  preventing  availability  of  similar  machines  from  non-CXXTOM  suppliers. 

To  reiterate,  the  data  from  which  the  Commerce  Department  drew  these  conclusions  are  more 
than  a  year  old.    Given  the  life  cycle  of  this  technology,  these  numbers  are  dated. 

While  AEA  is  looking  to  the  foreign  availability  assessment  to  push  the  process  fory.'ard,  it  is 
our  opinion  that  the  foreign  availability  procedure  in  general  is  flawed  because  it  assesses 
only  a  snap-shot  in  time.    It  does  not  anticipate  technology  that  is  in  the  pipeline  and  due  to 
be  on  its  way  to  foreign  users  and  producers  in  the  near  future.    Instead,  these  reviews  only 
look  at  history.    The  resulting  policy  changes,  to  the  extent  they  occur,  tend  to  provide  relief 
only  for  obsolescent  technology. 

TTius,  fundamentally,  an  export  control  policy  that  is  sensitive  to  competitiveness  must 
anricipate  advances  in  technology  and  foreign  market  share,  and  devise  an  indexing  system 
that  runs  independently  of  the  aching  geajs  of  multiple  bureaucracies. 

In  sum,  Mr.  Cha.'iman  and  members  of  the  committee,  AEA  believes  that  the  time  is  right  to 
break  down  the  myths  of  the  military  criticality  of  computers  and  the  m)ih  that  the  U.S.  is 
the  sole  source  of  this  technology.    The  time  is  right  to  recognize  where  the  industry  is 
headed  worldwide.    I  can  tell  you  that  the  U.S.  computer  industry  uill  be  headed  downward  if 
we  don't  implement  a  government  policy  that  capitalizes  on  this  administration's  commitment 
to  U.S.  technological  leadership. 

Thank  you. 
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I  command  the  meiribers  of  this  Subcoiranittee  for  undertaking 
the  ambitious  initiative  of  trying  to  recast  the  foundations  of 
US  export  control  policies. 

hiy   remarks  will  focus  in  particular  on  the  challenges  posed 
by  the  international  proliferation  of  technologies  for  producing 
weapons  of  mass  destruction,  and  tha  domestic  policy-iraking 
apparatus  which  exists  to  address  this  problem.  The  essential 
proposition  is  simple.  The  current  system  of  export  controls  does 
not  work  --  either  to  stem  proliferation  or  to  protect  American 
industry  from  needless  intrusion  on  legitinvate  trade. 

It  13  widely  agreed  that  there  are  three  key  priorities  in 
the  current  non-proliferation  agenda: 

0  Averting  the  spread  of  destabilizing  weapons  and 
technologies  from  the  former  Soviet  Union; 
0  Constraining  and  reversing  the  spread  of  nuclear, 
chemical,  ar.d  biological  weapons,  missile  tech.'iologies  and 
destabilizing  conventional  arms  to  ocr.er  regions; 
0  Securing  advanced  US  technology  fro.t:  unpla.nned  and 
unwarranted  proliferation  v;hile  jT./^intaining  a  high  level  of 
US  c.-.Tpec  itiveness . 

The  window  of  opportunity  for  slowing  and  ultir^ately 
stopping  efforts  by  hostile  or  unstable  countries  to  acquire 
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independent  means  to  produce  and  deploy  weapons  of  mass 
destruction  --  e.g.,  Iran,  North  Korea,  Syria,  a  renewed  Iraq  -- 
may  be  no  more  than  three  to  five  years.  Given  current  trends  in 
policy,  however,  efforts  to  counter  these  developments  will  be 
Quickly  outstripped.  Weaknesses  in  the  US  policy  apparatus  for 
technology  transfer  controls  have  been  accentuated  by  the  rapid 
changes  and  growing  complexity  of  the  international  technology 
market . 

Why  is  this  the  case? 

I.  Export  controls  are  based  on  the  idea  that  there 
are  identifiable  technologies  which  contribute  to  proscribed 
military  capabilities,  and  that  the  transfer  of  these 
teclinologies  can  be  controlled  by  sovereign  governments.  The 
institutional  apparatus  which  exists  today  for  the  control  of 
weapons  still  reflects  a  world  order  in  which  these  premises     1 
pertain. 

3ut  corru-.ercially  available  co.t-poner.cs  of  military 
significance,  including  guidance  and  tele.'netry  equipment, 
satellites,  f^nd  cornj:uter  cechr.clcgy,  contribute  increasingly  tc 
devglcf-ing  countries'  capacity  for  i.'-.decer.dent  or 
quasi -i.-.deper.cent  weapon  production  progra.T.s,  as  they  do  in  the 
advariced  cour':ries.  Many  countries  are  proceeding  with  military 
pron-jction  prcgrcars  with  the  assistance  of  ^n   expanding 
international  syste.T  of  ccnrr.ercial  entrepreneurs,  in  ^n 
elc-.borate  pattern  of  military  trade  which  operates  largely 
outside  of  US  or  any  other  government  control. 
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II.  Emerging  defense  technologies  are  making  the 
difficulty  of  differentiating  among  military  and  civilian 
exports  even  more  pronounced.  New  technologies  which  are  at  the 
cutting  edge  of  Western  military  irodernizacion,  including, 
inter,  alia.,  advanced  information  processing,  composite 
materials,  directed  energy  systems,  and  biotechnologies  are  to 
varying  degrees  eqvially  vital  to  civilian  modernization. 
Advances  in  biotechnology  for  super-lethal  pathogens  usable  in 
biological  warfare,  for  instance,  also  could  be  used  to  develop 
more  cost-effective  and  efficient  agricultural  techniques  and 
medicines  where  they  could  have  very  positive  effects  en 
stability  in  countries  where  poverty  and  disease  are  important 
determinants  of  social  unrest. 

III.  Governments  currently  place  restrictions  or 
prchibitic.^.3  on  tecrjiologies  which  have  legiti.T«aCe  uses,  like 
space  launch  vehicles  or  computers,  but  when  forced  for  political 
or  cc.Tr-.ercia^  rsasor.s  to  make  exceptions  lack  I'r.e   rr.oans  to 
monitor  the  disposition  of  Chat  techXiOlogy  after  sales  have  taken 
place.  This  is  the  worst  of  all  worlds:  unenforceable  export 
controls  v:ch  no  ability  to  monitor  the  destination  or  uses  of 
tr-jnsferred  cechnclcgies . 

IV.  The  spread  of  advanced  chemical,  biological,  and 

co.nventicnal  v.c-cpon  .T^nufacturing  capabilities  exe.mplify  the 
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inherent  weaknesses  of  supply-side  controls  for  weapons  readily 
produced  with  dual-use  technologies.  The  maturation  of 
developing  countries'  economies,  coupled  with  the  growing 
commercialization  and  internationalization  of  the  technology 
market,  virtually  guarantee  that  countries  determined  to  acquire 
these  capabilities  will  do  so  unless  US  and  international  policy 
is  changed.  Given  current  trends,  the  pace  of  international 
technical  diffusion  may  eventually  render  controls  on  supply 
ineffectual  for  all  but  the  most  highly  advanced  products. 

V.  The  evolution  of  the  international  technology  market 
has  not  been  accompanied  by  commensurate  changes  in  the  policy 
or  bureaucratic  apparatus.  The  conplox  jurisdictional  structures 
established  for  promoting  or  restraining  technology  transactions 
remain  a  highly  stratified  bureaucratic  regime  rife  with 
discor.tinuit Jes  and  contradictions,  no  clear  sense  of  purpose, 
and  little  coherent  leadership. 

WHAT  XJKZ   THE  HXJOR  V.'ZAJOTS S S E S  OP  THE  CCPREKT  SYSTZH7 

Th:3  real  challenge  yet  to  be  addressed  in  the  US  is  to  hew 
preserve  superior  .-nilitary  capabilities  and  a  healthy  industrial 
base-  wirv.o-c  a   chronic  dependency  on  expotcs  of  :he  kind  which 
accelerate  technical  diffusion  beyond  what  is  pi-jdent.  .\n 
cffe-tive  r.on-prolifc-rdt  ion/export  control  strategy  for  the 
future  will  require  an  institutional  f rare-work  in  which  the 
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setting  of  policy  priorities  can  be  made  compatible  with  other 
pressing  national   objectives   --  including  economic 
competitiveness,    investment  in  high  technology,    intelligence 
priorities,    the  US  defense  posture,    regional   security  relations, 
and  the  need  to  reduce  global  tensions  on  a   scale  which  will  irike 
overall  domestic  revitalization  possible. 

But   in  the  current  system,   non-proliferation  is  still   seen 
to  be  a  competitive  priority,   which  somehow  detracts   from 
con-jT>ercial,    diplomatic  or  other  objectives: 

I.    Decision-making  authority  for  non-proliferation  is 
currently   fragmented  across  almost  a  dozen   agencies   --   State, 
Defense,    ACDA,    the  Department  of  Energy,    CIA  and  the  other 
intelligence  agencies.    Commerce,    Treasury,    and   the  NSC.    The  new 
adrinistration  has  undertaken  som.e  ir-pcrtant   steps   to  rectify 
this   sit'-dCion,    and  has   undercaken  a  co.Tiprehensive  review  of 
Exec'jtive  Branch  resources  available   for   addressing   these 
proh 1  ems  . ' 

II.    The  outcome  of   deliberations  over   technology  and  arms 
sales  often    is    influenced  by  such   factors   as    the   relative  clout 


-A.T.onc   positive   steps,    the  administration   has   elevated  non- 
pi'oliforat ion  to  the   level   of  a  directorate    in   the  National 
Security  Council,    has    consoli;5ated  i.Tiportant   non-proliferation 
functions  within   the   Departments  of   State   a.nd  Defense  and   in   the 
Central    Intelligence   Agency,    and  has  r.sde   clear   through   the  new 
CIA  Director  Ja.T.es  Woolsey   that   the  .-onitoring  of   technology   for 
non-rpoliferation   is   a   critical   intelligence  priority. 
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of   the  agencies     involved,    the  perceived  i/r^portanco  of  the 
recipient   in  domestic     political   terms,   and  even  the  expertise  or 
endurance  of  individual  participants   involved  in  evaluating 
cases.      Bureaucratic  warfare,    rather  than  analysis,      tends   to  be 
the     modua  operandi,    in  what   is  often  a  protracted  process  of 
plea     bargaining  and  political   compromise  which  may  or  may  not 
reflect   long-term  national  objectives.   This  is  particularly  the 
case  when     there  is  no  unanimity  about  US  objectives  at  the 
highest   levels     of  policy-making,    as  is  now  true  in  most  areas  of 
US   technology  transfer  policy. 

(To  the  extent   that  biases  can  be  suirrrarized  across 
Cabinet  agencies,   the  State  Departn-.ent   typically  will  be  more 
concet~r.ed  about   the  adverse  political  and  diplomatic  effects  of 
turning  dov/n  requests   for  arms,    while  the  Department   of  Defense 
and   its  constituent     agencies   tend  to   focus  on  the  effects  on 
military  capabilities  of   recipients,    and  the  ccsts  or  benefits  of 
arms   experts   for  US  .nn:litar>'  planning.    The  Cc.rr.arce  Department, 
which     has   played  a  rcre      salient   policy   rcle  5S    the   content   of 
trade  has   shifted  towards  a     greater  e.Tphasis  en   cominercial 
tecr.::clogi6S ,    -.■^r.is.    to  protect      A.'riC-r:car.   eccr.:^T.ic  cor^pet  it  iver.ess 
^srd  often  opposes  e>3)ort  controls   on  these  grounds.) 

III.    Tncerr.at  ional    defense   trade   ccntrols  have 
typically  been   i.Tpooed  by   the   US   govern.-.ent   without   prior 
consultation  with  ir.dustry.    0)ie    result   has   been   industry 
antagonis.T.  ard  efforts   to  undercut   unpopular  policies   through 
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Congress  or  the  media.  But  Industry  has  a  potentially  vital  role 
to  play  in  future  restraint  regime. 

As  the  main  source  of  expertise  about  technology  and 
usually  the  party  most  involved  in  actual  transactions,  industry 
may  be  the  only  means  by  which  governments  can  track  and  enforce 
restrictions  on  exported  products.  Industry  assistance  could  be 
use  to  identify  relevant  technological  inputs  for  particular 
proscribed  technologies  and  helping  devise  safeguards  and  other 
end-use  restrictions  to  prevent  the  diversion  of  civilian  or 
dual-use  equipment  to  military  application  which  cannot  be 
controlled  by  export  restrictions. 

IV.   Supplier  restrictions  still  have  a  critical  role  to 
play  in  identifying  and  targeting  a  few  of  the  technologies 
pertinent  to  weapons  development.  Many  vital  inputs  for  nuclear 
or  rrissile  development,  such  as  advanced  guidance  needed  for 
r.issile  accui.-ac:>',  rejr.ain  in  the  hands  of  just  a  few  suppliers, and 
nuclear  ccrrzr.erce   can  be  segregated  from,  routine  trade.  But  the 
enf  crce.T.e.nc  of  r.hpse  restrict:  ions  has  bee,';  weak  and  s^zradic. 
TC'iay ,    the  ponaUies  for  illc-Tal  technology  trade  are  .--.uch  lower 
than  those  imposed  on  violators  of  banking  or  securities 
regulations . 
CCNCL0SIO3S 

The  US  needs  export  control  policir-s  which  are  in  sync 
with  a  cochnolo'jy  market  in  which  there  are  many  ch.innels  cf 
supply,  v.-hero  many  advanced  technologies  which  can   contribute  to 
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weapons  development  have  wholly  legitimate  applications,  and  when 
economic  imperatives  demand  a  competitive  trading  system. 

--  The  growing  weakness  of  supply-sida  controls  argues 
for  a  control  system  which  begins  to  shift  the  focus  away  from 
controls  only  on  exports  to  controls  on  the  actual  application  of 
technologies.  Such  arrangements  would  require  far  greater  levels 
of  transparency  in  the  international  trading  system,  and  a  system 
of  cooperative  enforcement  among  like-minded  states  to  verify 
compliance  and  to  isolate  and  penalize  violators. 

--  Tlie  US   also  needs  policies  which  recognize  that 
econcmic  competitiveness  and  non-proliferation  can  not  only  co- 
exist but  be  harmonized.  Proliferation  controls  affect  a  .marginal 
percentage  of  high  technoloQfy  trade.  Controls  will  be  supported 
by  industry  if  specific,  coherent,  arid  implemented  without 
cutting  drastically  into  profit  margins. 

--  Foreign  clients  will  need  a  balance  of  positive 
and  Tegacive  inducerionts  to  co.mply  with  nacicnal  and 
incern.^tior.al  policies  guiding  technology  exports.  Most  countries 
w:2I  not  be  cc-^-rced  into  joining  a.-  international  non- 
proliferation  regi-Tic.  with  the  exception  of  cbvicus  outMers  li'<e 
Irao,  rrost  nations  need  positive  inducements  which  reflect  their 
self-interest,  not  edicts  or  threats. 

--  Effort'.^  to  co'jnter  proliferation  need  to  be 
coordinated  to  take  advaj^tage  of  fill  forx^s  of  US   leverage,  from 
economic  inducerr;ents  to  intelligence  operations  to  military 
Ope:  at  ions,  if  noccssaiy.  The  US  governm-ent  has  the  resources  to 
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identify  and  target  the  nvDst  significant  violators  of  export 
laws,  to  severely  irr.pede  or  even  cripple  illegal  supplier 
networks,  and  to  make  clear  that  the  costs  of  violations  are  high 
--  but  only  if  clear  authority  is  given  to  the  intelligence 
agencies,  the  Department  of  Defense  and  other  key  agencies  to 
pursue  such  a  strategy. 

--  Multilateralism:  The  US  is  far  from  alone  in 
contributing  to  the  spread  of  dangerous  trchnology,  and  cannot 
pursue  effective  policy  without  cooperation  from  other  states  -- 
developed  and  developing.  It  is  time  to  move  the  issue  of  export 
controls  from  the  realm  of  politically  controversial  national 
burdens  to  an  internationally  share  obligation. 

'-  Regional  diplomacy  --  the  demand  side: 
Regionally-based  technology  control/non-proliferation 
arrangejn&nts  (in  South  Asia,  South  A.Teric5,  the  Middle  East)  best 
reflect  countries'  security  interests  and  are  the  most  effective 
foundation  for  pro.Tioting  restraint  in  weapons  develcp.T.ent . 
Supplier  ir.str'_Tents  which  fuel  perceptions  of  discr  iminsc  rion 
iT.ay  hinder  the  Jevelopmenc  of  irore  effective,  ccc;^erative  scyiern^s 
which  roke  6ccc5s  tc   technology  contingent  on  cpen  disclosure  and 
transparency. 

The  n-^joricy  of  countries  support  non-proliferation  and  want 
3  srab!e  serurity  system.  The  US  can  le^d  the  way  to  a  global 
cooperative  security  regi.^e  in  which  the  ddvcintages  of 
cooperation  (access  to  technology,  security  guarantees,  political 
stature,  etc.)  obviously  exceed  advantages  sought  through 
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military  agsression  or  lawlessness. 

--  In  the  final  analysis,  proliferation  and  export  controls 
are  an  economic  and  industrial  issue.  The  extent  to  which 
defense-related  technological  innovations  may  re<5uire  exports  to 
defray  their  cost,  as  such,  and  the  associated  risks  that  highly 
lethal  technologies  could  proliferate  suggest  that  non- 
proliferation  policy  must  be  crafted  prior  to  decisions  guiding 
defense  investment.  The  cost  of  innovations  and  the  dangers  of 
the  latter' s  proliferation  need  to  be  integrated  into  decisions 
ds  to  whether  or  in  what  way  not  to  acquire  new  capabilities,  and 
the  pace  at  which  they  should  be  procured. 

It  must  be  recognized  that  many  of  the  traditional 
Instruments  for  controlling  the  diffusion  of  dual-use 
technologies  for  weapons  of  mass  destruction,  advanced  delivery 
vehicles,  and  their  necessary  support  services  by  denying  access 
to  msterials  cind  mforriaticn  have  been  underrr.ined  by  tecMical 
diffusion  ^nd  changed  political  iirperac  ives .  I.^.creasingly, 
national  choice,  not  technical  access,  will  becc.T.e  the  decisive 
factor. 
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TESTIMONY 
Of 

Benjamin  H.  Flowe.  Jr.' 

before 

The  Subcommittee  on 

Economic  Policy,  Trad©  and  Environment 

of  the 

House  Committee  on  Foreign  Affairs 

June  9,  1993 

Mr.  Chairman,  thank  you  for  inviting  me  to  testify  today  in  connection  with  your 
vi'ork  on  reautPiorization  of  the  Export  Administration  Act.  With  your  permission,  I  would 
like  to  submit  my  written  testimony  for  the  record  and  present  a  brief  summary  at  this 
time. 

The  Center  for  Strategic  and  Intennational  Studies  (X:SIS')  project  on  Exporf 
Controls  In  a  Changing  World  has  been  addressing  how  the  export  control  systems  can 
t>e  improved  to  help  meet  national  security  and  foreign  policy  objectives  without  need- 
lessly damaging  the  U.S.  economy.  As  an  outgrov/th  of  its  bipartisan  Strengthening  of 
America  project,  OS'S  has  assembled  an  extraordinary  Steering  Committee  comprised 
of  experts  with  both  practical  and  theoretical  grounding  in  the  subject,  iocjuding  prior 
executive  and  legislative  branch  offldais,  industry  representatives,  and  expert  academics. 
The  final  report  of  the  Project  will  ba  issued  in  the  near  future.  My  testimony  today  is 
directed  towards  legislative  issues  and  is  based  upon  deliberations  of  tliat  Steering 
Committee.  However,  v;hat  I  have  to  say  does  not  necessarily  represent  the  opinions  of 
all  members  of  the  Committee.  (I  have  also  attached  a  copy  of  that  Project's  Transition 
Paper.  Export  Controls  and  Nonproliferatlon  (Dec.  15,  1992).  that  was  addressed  at  what 
the  Clinton  Administration  should  do  on  its  own.) 


'.  Benjamin  H.  Powe,  Jr.,  is  a  partiwr  In  the  Washington,  DC.  tased  law  firm,  Vemar,  IJp/erL  B«nViard, 
McFherson  and  Hand,  Chartered,  and  practices  law  in  the  fiaid  of  Wematlorvii  trade  with  a  pa.tlcular 
emphasis  on  export  llcerisJng.  He  Is  tesltfytng  on  behalf  d  the  Export  Controls  In  a  Changing  Worid  Project 
sponsored  by  tho  Cenier  for  Strategic  and  Intematlonai  Stijdies  In  Washington,  DC. 
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During  the  Cold  War,  tha  United  States  and  its  allies  agreed  that  mutual  interests 
would  be  well  served  by  restricting  the  flow  of  militarily  useful  goods  and  technologies  to 
the  Warsaw  Pact  countries.  COCOM  based  muttilataraJ  export  controls  in  that  era  were 
relatively  successful  and  made  an  important  contribution  to  ending  the  Cold  War.  But, 
the  end  of  the  Cold  War  has  not  meant  an  end  to  our  use  of  or  perceived  need  for  export 
controls.  Export  controls,  at  least  In  principle,  continue  to  play  a  role  In  advancing  the 
nation's  interests. 

Today,  our  national  well-being  is  threatened  more  by  the  proliferatjon  of  the  ability 
to  use  modern  weapons  and  weapons  of  terror.  What  we  call  the  'proliferation  threat"  Is 
not  new  nor  has  It  grown  appredabty  in  the  last  few  years.  Rather,  the  diminished  threat 
from  the  old  Warsaw  Pact  and  intelligence  gained  after  the  war  with  Iraq  have  dramatically 
Increased  the  relative  Importance  of  the  proliferation  threat  and  the  political  will  of  nations 
to  address  It.  We  also  continue  to  have  strategic  concerns  atxxrt  the  states  of  the  former 
Soviet  Union  as  well  as  China,  so  we  maintain  a  level  of  controls  on  exports  to  those 
destinations.  In  addition,  we  continue  to  use  export  controls  as  a  means  of  protesting  the 
policies  and  practices  of  other  countries  and  to  press  them  to  change. 

While  there  are  strong  reasons  for  maintaining  some  system  of  export  controls,  that 
system  should  be  reformulated  and  applied  with  certain  key  prindpies  in  mind.  Some  of 
those  prindpies  are  very  close  to  those  that  have  guided  the  evolution  of  the  current 
control  system;  others  are  new  and  reflect  changes  that  have  occurred  in  the  world's 
poiiticaJ  dimate  after  the  Cold  War  and  the  war  with  Iraq.  The  CSIS  Project  has 
addressed  four  broad  categories  of  the  guiding  prindpies  for  export  controls:  tf?e  pur- 
poses and  otf'ectjves  of  controls;  the  effect/veness  of  controls:  tho  costs  of  controls; 
and  the  n'ghts  of  persoos  to  export.  These  are  not  mutually  exdusive.  and  there  Is  a 
considerable  aiiount  of  overlap  and  Interconnection  among  them. 
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PyrpesM  and  Oblectfves  of  ControlB: 

Export  controls  have  been  imposed  for  many  purposes  to  help  fulfill  mary  otyeo 
tfves.  It  Is  critical  to  define  clearly  the  purpose  and  Intended  t)eneflt3  of  export  controls 
and  to  consider  them  In  the  context  of  what  additional  tools  are  to  tie  used  to  accomplish 
such  purposes. 

For  example,  export  controls  have  a  legitimata  role  to  play  in  flmiting  the  ability  of 
foreign  entities  to  acquire  and  use  weapons  of  mess  destruction  or  terror.  However,  they 
are  certainly  not  the  only  tools  to  advance  our  national  security  interests,  nor  are  they  our 
best.'  They  also  can  be  used  In  protesting  the  poDdes  and  practices  of  foreign  entities 
and  In  trying  to  persuade  them  to  change,  although  historically  they  have  not  been  very 
successful  In  accomplishing  such  a  change  (as  In  the  case  of  the  Haitian  embargo). 

As  wo  will  note  later,  the  United  States  acting  alone  has  almost  no  power  at  this 
time  to  deny  a  foreign  entity  access  to  the  products  of  modem  technology.  Therefore, 
our  ability  to  achieve  the  objectives  of  controls  unilaterally  is  severely  limited  (unless  we 
admit  that  the  purpose  of  controls  is  simply  symbolic  -  to  distarKje  the  U.S.  from  a 
country  despite  the  U.S.  economic  costs  of  doing  so).  In  no  case  should  export  oontrote 
imposed  by  the  United  States  be  the  sole,  or  even  the  most  prominent,  tool  to  accomplish 
these  purposes. 

Export  controls  are  all  too  convenierrt  for  government  officials  to  impose  and  often 
are  the  first  reaction  chosen  without  a  careful  balancing  of  their  Intended  effects  and 
likelihood  of  achieving  their  purpose  with  their  unintended  but  likely  consequences. 
Instead,  export  controls  sfiould  be  used  only  as  part  of  a  v.ell  thought  out,  comprehensive 
response  to  a  well  understood  and  dearly  described  need.  The  national  response  should 
focus  primarily  on  a  full  range  of  dipJomatic  efforts,  economic  sanctiona,  and,  where 


'  Other  methcxls  Indude  many  types  ol  dlp/cxnatlc,  economic  and  military  aftematfves.  For  a  r^o^bncQ 
to  soma  dl  these  other  methods,  s£S  <^0  Repon  NSI 40-86-1 72,  Export  Ckxitrots  -  Aasesamart  df 
CofT^TKsrca  Departmant  Foreign  PoJlcy  Report  to  Cor>gress,  App.  Ill  (Aug.  1906),  and  the  rango  of  sanctions 
In  recent  nonproltferaHon  sanctions  laws  and  blls. 
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appropriate,  military  action.  Only  when  export  controls  hold  realistic  promise  for  success 
should  they  l^e  invoked  and  then  only  as  adjuncts  to  more  appropriate  tools  for  advandng 
foreign  policy  and  national  security  interests. 

Effe^veneaa  of  Controte: 

Effecthreness  of  export  controts  In  achieving  their  Intended  purposes  should  be  the 
primar/  criterion  In  establishing  and  using  export  controls.  If  a  control  cannot  or  will  not 
b3  effective  enough  so  that  the  actual  tienefHs  outweigh  the  costs.  It  should  bo  abarh 
doned. 

Unilateral  controls  are,  almost  without  exception,  destined  to  fail.  Today,  almost 
all  the  products  arKl  technologies  we  want  to  control  are  available  from  foreign  sources. 
In  the  few  areas  where  the  U.S.  has  the  technological  lead,  export  controls  that  operate 
unilaterally  have  the  effect  of  hindering  U.S.  sales  while  competitors  catch  up.  You  have 
heard  testimony  today  on  how  this  is  happening  right  now  in  the  fields  of  supercomputers 
and  workstations.  While  a  unilateral  control  may  allow  us  the  Illusion  that  we  are  dealing 
adequately  with  a  situation,  In  fact,  such  controls  cause  much  more  damage  to  U.S. 
interests  than  any  benefils  yielded.' 

To  m.ake  a  control  effective,  it  is  axiomatic  that  all  significant  suppliers  must  apply 
similarly  effective  controls.  This  implies  that  all  significant  suppliers  must  coordinate  their 
control  activities.  Where  signi-ficant  suppliers  do  not  and,  despite  our  best  efforts,  will  not 
cooperate  in  controlling  exports,  or  whore  targets  of  controls  are  themselves  suppT.ers  of 
the  controHed  Items,  the  controls  cannot  be  effective  and  should  rvDt  be  applied  by  the 
United  States. 


'  TWs  te  hardly  a  new  sJory.  Aftw  hearlrxjs  by  this  CommWea  and  othert.  Congress  In  1988  amended 
Section  5  o(  the  Export  ^mlnislratkxi  Act  to  coAsiraln  the  ovofuse  of  uiSataraJ  controls,  wUh  sane  fiexibUfty 
10  apply  them  In  appropriate  clrcumsiafx>ea.  There  has  t>©en  a  reJuctance  to  remember  the  lessons  learned 
by  1388  In  the  receni  appilcatlon  of  unQatera/  controls  urxJar  Section  6  for  nonproWoraUon  reasons.  We 
should  re.Tiember  that  when  the  constraints  were  Imposed  iJtriar  Section  5.  the  Warsaw  Pact  was  at  least 
as  great  a  threat  as  those  we  fa:e  today  -•  the  lessons  learned  should  not  be  Ignored. 
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Some  items  are  inherently  difficult  to  control.  Some  are  so  small  that  they  defy 
detection.  Others,  such  as  software,  are  embodied  as  much  In  Ideas  as  In  tangible  flems. 
Some  can  be  easily  replicated,  so  that  the  leakage  of  one  or  two  of  them  can  make  the 
control  ineffective.  And  some  items  are  treated  by  the  marketplace  as  commodities  and 
are  in  such  widespread  commerce  that  controls  cannot  be  effective.  The  requirement  for 
an  effective  control  demands  that  the  Item  be  controllable. 

Another  source  of  ineffectiveness  is  the  sheer  span  of  frie  controls.  We  sometimes 
try  to  control  all  the  items  that  would  contribute  in  any  measure  to  a  capability  we  wish 
to  deter.  Overly  broad  controls  that  criminalize  normal  business  behavior  undermine 
respect  for  those  controls  that  truly  matter.  A  better,  and  ultimately  more  effective, 
approach  is  to  limit  the  application  of  controls  to  those  items  tf^at  are  critical  to  that 
capability  -  "choke  poinf  items  -  and  to  raise  the  penalties  for  violations  of  dearly 
defined  controls. 

Congress  has  recognized  the  futility  and  the  costs  to  the  natksn  of  trying  to  control 
U.S.  exports  of  items  that  are  available  from  unrestricted  foreign  suppfiers.  To  address 
this  problem,  Congress  in  the  mid-1^0s  established  the  foreign  avaJiability'  process. 
That  program  is  a  sensible  way  of  analyzing  wheU^er  controls  have  lost  their  effectiveness. 
Personal  computer  decojitrols  are  a  good  example  of  how  this  system  worked  well.  While 
Congress  ar^l  U">is  Committee  deserve  considerable  credit  for  legislating  this  analytical 
approach  to  a  difficult  issue,  it  needs  substantial  refinement.  The  practical  success  of  that 
process  has  been  limited  by  several  factors:  (1)  there  has  been  significant  opposition 
vWthin  the  Administration  to  decontrols  forced  by  a  low-level  office  within  the  Department 
of  Commerce;  (2)  tfie  mandatory  decontrol  process  has  been  limited  to  "national 
security"  controls  -  this  and  other  limits  legislated  on  national  security  controls  to  prevent 
repetition  of  past  mistakes,  such  as  unilateral  controls,  have  motivated  admirAistrat'ons  to 
shift  new  controls  to  the  "foreign  polic/  category/   (3)  the  process  has  become  overfy 


'  Th«  dIstlnctJona  bervveen  "Ssct'^jn  5  -  nattona)  securtt/  cootrote  and  "Soctkyi  8  •  foreign  poflcy* 
cofitrols  are  largely  artJflcIal.  Preventing  pfX)itferatlon  o<  v/eapons  of  mass  destruction  b  no  less  a  natkmaJ 
secjrity  l«su«  than  was  limiting  the  mfiliary  mlglit  of  the  Warsaw  Pact  Revised  legL'^latlons  sfKuid  des'eJop 
a  paradigm  that  synthesizes  the  LtseW  elements  {ron  both  sections  Info  one  comprehens^e  framework. 
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prescriptive  and  buroaucratio;  and  (4)  perhaps  of  gj'eatest  significance  In  the  current 
context,  the  process  is  rfltroapectlve  only  and  does  not  provide  any  analysis  or  action 
until  after  the  damage  to  U.S.  ecorxjmy  is  already  wel  under  way  and  the  foreign  sales 
that  have  already  caused  lost  U.S.  Industry  market  share  (and  hence  jobs)  can  be  proven 
in  fact. 

The  foreign  availability  process  is  nevertheless  an  excellent  basis  upon  which  to 
constaict  a  more  successful  process  for  assessing  and  maintaining  the  effectiveness  of 
export  controls.  In  particular,  the  establishment  of  a  high  level  body  (reporting  directly 
to  the  Under  Secretary  of  Commerce  for  Export  Administration,  for  example)  charged  with 
assessing  all  aspects  of  the  effectiveness  of  controls,  upon  their  imposition  and  at 
prescribed  time  Intervals,  and  recommendir>g  (with  nnandatory  effect)  actions  either  to 
make  the  controls  effective  or  to  abandcn  them,  coakJ  improve  the  ctin-ent  foreign 
availability  process.  This  new  body  would  analyze  foreign  availability  as  one  aspect  of 
effectiveness,  but  would  also  look  at  basic  controllability  (Lfi^  are  the  Items  that  we  seek 
to  deny  to  target  countries  or  end-users  in  fact  capable  of  being  denied),  and  woukJ  try 
to  assess  effectiveness  in  an  anticipatory  mode  to  help  us  do  better  than  merely  react  to 
harm  after  it  has  been  done.  The  effectiveness  function  should  also  be  charged  with  the 
responsibility  for  initiating  technical  discussions  with  foreign  sources  In  order  to  ascertain 
and  enhance  tfie  likelihood  of  their  cooperation. 

Here  is  one  example  of  how  this  effectiveness  function  might  be  applied  to  the 
three  part  Enhanced  Proliferation  Control  Initiative  ("EPCI").  The  first  two  parts  of  the 
EPCI  controls  address  key  items  that  can  be  used  as  precursors  to  chemical  and 
Diologica]  weapons  and  keystone  equifjmerrt  that  can  b©  used  to  develop  them,  in  those 
areas,  as  with  aiticai  missile  technology  arxi  nuclear  weapons  techrvslogy,  there  has  been 
reniarkable  success  in  achieving  multilateral  agreement  on  the  scope  of  the  controls,  with 
tne  one  major  exception  that  the  U.S.  Is  the  only  member  of  the  Nudear  Suppliers  Group 
imposing  export  cont'Ols  on  computers  for  tiiat  purpose.  An  effectiveness  paradigm 
would  provide  a  framework  for  analyzing  the  extent  to  v/hich  these  items  that  have  been 
identified  as  "choke  point"  technologies  are  in  fact  being  denied  or  are  capable  of  being 
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denied  to  target  countries  and  the  extent  to  which  these  muttilateraJ  controls  may  need 
to  be  refined,  enhanced,  or  even  !n  part  scrapped.  In  contrast,  this  anafysis  would  likely 
find  severely  wanting  the  catch-all  EPCI  restriction  that  prevents  the  export  of  anything, 
from  potato  chips  to  signa'  processing  chips,  to  destinations  of  prdtfer afon  concera  This 
"knowledge*  based  control  is  wholly  unilateral,  covers  many  things  totally  Incapable  of 
being  controlled  and  that  can  make  no  material  contribution  to  tJie  end-oses  and  end- 
users  of  concern,  and  Is  almost  impossible  for  U.S.  industry  and  the  government  to 
adiT^inisler  or  enforce  effectively.  The  costs  of  compTiance  to  law  abiding  companies  that 
are  unlikely  to  make  any  material  contribution  to  the  targets  are  enormous  by  comparison 
with  the  benefits,  which  themselves  lack  focus.'  This  is  only  one  view  of  how  this 
ar;alysis  might  play  out  The  most  important  point  is  that  such  an  analytical  framework, 
as  an  extension  of  current  requirements,  shouid  provide  an  Improved  basis  for  continuous 
reassessments  of  the  pluses  and  minuses  of  given  controls. 

During  the  Cold  War,  COCOM  was  relatively  effective  In  coordinating  controls 
among  the  significant  suppliers  of  most  Items  we  wanted  controlled  to  the  Warsaw  Pact 
countries.  In  response  to  new  export  control  objectives  that  fall  outside  the  traditkDnal 
COCOM  pur^'iew,  several  other  multilateral  regimes  have  come  into  existence.  The 
Missile  Technology  Control  Regime  attempts  to  stem  the  proliferation  of  the  most  impor- 
tant miss'ie  capabiiities.  Its  success  has  not  t>een  objectiy/ely  evaluated,  but  indications 
are  that  proliferation  of  missile  capability  continues.  The  Australia  Group  deals  with  the 
proliferation  of  certain  chemical  and  biological  weapons.  The  Nudear  Suppliers  Group 
has  addressee  critical  dual-use  nuclear  technologies.  Several  other  specialized  mutti- 
lateraJ groups  deal  with  supercomputers  and  other  specific  items  or  technologies.  The 
recent  success  of  these  groups  in  agreeing  to  common  lists  of  controlled  products  and 
technologies  has  been  a  rennarkabls  achievement  of  U.S.  led  negotiations,  thanks  in  large 
part  to  the  threats  exposed  by  the  war  with  Iraq.   However,  none  of  these  groups  yet 


'  LeQltimala  compantea  are  not  coocemod  wtth  potential  llabJfty  for  any  intefrtlooal  conspiracy  to  assist 
In  deveJopmert  of  weapons  of  mas3  destruction  bocause  few  If  any  would  do  so.  Rather,  xindor  the  catch-aJI 
EPO  standard,  they  art  concerned  v.-ttti  a-vokilng  even  tt*  potentkil  of  a  prosecution  using  20-20  h!ndsJgtTt 
and  pieces  of  data  heJd  by,  say,  several  cferics  thial  might  ba  used  to  construct  a  case  that  the  corporate 
enttty  had  reason  to  know  that  comnvxlHy  products  wouid  be  used  in  a  weapons  facility. 
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have  (and  may  nover  develop)  practical  agreements  on  the  structure,  unifofm  application, 
and  enforcennerK  of  export  controis.  None  of  them  has  established  the  broad  but  well 
defined  collaboration  we  find  in  CCXXJM.  Despite  its  limitations,  the  prospects  for 
expanding  COCOM  membership  and  coverage  hold  greater  promise  for  the  needed 
multilateral  cooperation  than  trying  to  make  the  other  groups  more  effective. 

The  Coato  of  ExDorl  Conlroft: 

Wq  need  to  evaluate  formally  the  potential  and  actual  economic  costs  of  expon 
controls  to  t)aJance  the  decisions  on  whether  to  Implement  or  maintain  them. 

Although  export  controls  are  easy  to  impose  and  the  costs  to  the  government  of 
operating  the  control  system  are  relatively  small,  they  have  an  economic  Impact  on  the 
nation's  exporting  community  many  orders  of  magnitude  greater.  The  costs  of  export 
controls  include  not  or^  the  lost  sales,  but  also  direct  effects  on  Jobs  and  ripple  effects 
on  suppliers,  loss  of  any  chance  for  follow  on  sales,  loss  of  parts  and  servlcir^g  sales,  loss 
of  sales  to  third  parties  who  can  buy  unrestricted  products  from  other  suppliers,  the 
expense  of  maintaining  a  good  legal  compliance  program  wrth  attendant  manpower, 
materia's,  training,  and  related  expenses,  and  many  oihers.  Today,  we  can  no  longer 
afford  to  give  lip  service  to  such  effects  because  tfiey  have  far  reaching  consequences 
for  the  competitiveness  of  U.S.  Industry  and  in  turn  our  national  economic  health  and 
trade  ba'ance.  The  ASEAN  countries,  China,  and  the  Middle  East,  that  are  the  targets  of 
our  recent  nonproliferation  controls  already  account  for  nearly  $60  Billion  in  U.S.  exports 
(more  than  Japan  and  over  half  that  of  the  EC)  and  are  our  fastest  growing  export 
markets. 

In  the  past,  we  have  not  formally  anayzed  the  economic  Impact  of  controls 
because  this  is  not  required  to  be  addressed  by  the  law  and  because  those  costs  are 
very  difficult  to  calculate.  We  have  assumed  that  the  benefits  of  the  controls,  as  gauged 
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informally  by  the  government,  outweighed  the  costs.*  But  those  assumptions  do  not  fit 
our  current  drcumstarjces.  We  cannot  simpJy  assume  that  controls  accomplish  their 
purposes  and  are  beneficial.  We  need  a  better  formalism  for  defining  the  intended 
benefits  to  the  nation  from  imposing  controls,  in  the  same  vein,  we  must  find  better 
methods  for  estifrwrting  the  costs  of  controls  and  for  comparing  those  costs  with  tho 
intended  benefits.  Even  if  our  methods  of  measur^nent  are  imperfect,  as  they  wlH  be, 
a  legislative  requiren-tent  that  the  costs  as  weJI  as  the  benefits  be  defined  and  formally 
evaluated  would  be  a  great  service  to  the  country. 

At  this  time,  attempting  to  facilitate  the  conversion  of  industry  from  defense  to 
dvilian/commerciai  markets  is  a  high  priority  issue.  We  should' pay  particular  attention 
to  the  impact  of  'dual-use*  export  controls.  Defense  conversion  is  difficult  enough  without 
regulatory  impediments  th.at  dull  any  U.S.  competitive  edge  being  applied  to  the  commer- 
dal  arena  without  proper  justification. 

Only  where  thie  benefits  meet  or  exceed  the  costs,  both  figured  on  a  national  scale, 
should  we  be  willing  to  accept  the  use  of  export  controls. 

E;<porter  Rlght$: 

In  the  United  States  we  consider  exporting  to  be  a  privilege  licensed  by  the  federal 
government.  Other  countries  ad^owiedge  a  right  of  their  people  to  export.  The  distinc- 
tion preserves  an  assumption  In  the  United  States  that  the  government  can  deny  the 
license  to  export  with  a  minimum  of  explanation  or  accoLnlabllity.  While  in  practice  there 
need  be  no  real  difference  in  v^at  Is  controlled  or  how,  the  diffusion  or  responsibility 
among  myriad  agencies  and  the  corresponding  lack  of  accountability  in  government 
dedsion-making  on  export  controls  leads  to  inetfldencies,  added  costs,  and  uncertainties 


'  From  time  to  time,  we  Itave  reacted  to  demonstrHled  a<t/BfS8  economfc  Impacts  o*  export  controls 
and  adjusted.  Re'^islons  to  the  Slberiain  pipeline  cootrds,  creatkjn  of  jlfi  minimis  exceptions  to  reexport 
comrois  as  a  resdt  o(  '.ofsigrt  compares  'deslgnlr^  oU"  U.S.  components,  and  foreign  avaiabSlr/  de- 
controls are  exampia*.  Reactions  to  maior  political  'cxossure  as  a  result  of  enormotjs,  d9mor.3trat>le 
eoonotnlc  harm  have  boon  al  tl2£  rather  than  part  of  any  systematic  mechanism  to  assess  and  address 
costs  versus  t^enefts. 
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in  tho  minds  of  the  exporting  community.  A  simple  ecknowiedgement  that  exporting  from 
the  United  States  is  considered  to  be  a  right  that  can  t>e  abridged  by  the  government  for 
purposes  of  critJcal  national  importance  would  be  very  helpful  in  makJng  the  system  more 
transparent  and  responsible. 

Such  a  riglit  would  Imply  the  right  to  Judida]  review  (for  example,  under  the 
Administrative  Procedures  Act)  of  the  dedsion-making  process.  Of  course,  the  govern- 
ment's prerogatives  in  setting  and  pursuing  its  foreign  policy  and  national  security  objec- 
tives would  be  reserved  from  Judidal  review  (though  not  from  administrative  and  legislative 
debate).  Judidal  review  would  be  expected  to  extend  only  to  the  appllcatJon  of  tivDsa 
government  polides  In  administrative  procedures  prescnbed  by  law  and  regulation. 

In  your  letter  of  invitation,  Mr.  Chairman,  you  posed  four  questions  arvj  asked  for 
responses. 

1.        What  are  ttia  primary  problems  associated  with  the  U.S.  systom  of  export 
cor^trots? 

The  primary  problems  are  as  follows: 

we  establish  and  Invoke  controls  without  consideration  of  their  effec- 
tiveness. Controls  that  do  not  accompftsh  thoir  objectives  fail  to  Justify  tiTeir 
costs.  Foreign  availability  of  controlled  items  is  one  factor  that  undermines 
th9  effectrveness  of  controls.  Other  factors  that  render  Hems  ineffectively 
controlled  Indude  small  size,  commodity  status,  and  ease  of  duplication  or 
reverse  engineering. 

Today,  there  are  almost  rx)  controlled  items  or  techrxjiogiea  exdu- 
sively  under  tine  jurisdictbn  of  tiie  UnJted  States.  Therefore,  to  accomplish 
the  objectives  of  an  export  control  system  requires  effective  coordination  of 
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controls  (and  their  enforcement)  among  an  significant  suppliers.  Given  the 
span  of  the  controls  across  Ixoad  ranges  of  products  and  technologies  at 
all  levels  of  sophistication,  the  diverse  political  and  economic  relationships 
among  supplying  and  acquiring  entities,  and  the  often  incompatible  aims  of 
supplying  nations,  such  coordination  is  rvow  orders  of  magnitude  more 
difficult  to  achieve. 

we  fall  to  consider  tho  costs  of  controls  in  light  of  their  bensftts. 

Export  controls  penafize  U.S.  Industry  in  subtie  and  far  reaching  ways  that 
go  many  orders  of  magnitude  bsyofxj  the  direct  costs  of  lost  sales.  We  do 
not  attempt  to  gauge  these  costs  either  In  establishing  controls  or  in  exer- 
cising them.  \Vhere  the  t>©nefits  to  national  interests  can  reasonably  be 
expected  to  justify  the  costs,  the  controls  are  useful.  But,  Just  as  costs  are 
generally  ignored,  the  putative  benefits  are  not  evaluated.  There  is  no 
doubt  that  t>oth  costs  and  borvafits  of  controls  are  exceedingly  difficult  to 
measure.  Nevertheless,  the  costs  to  the  nation  of  impeding  the  competitive- 
ness of  U.S.  industry  are  so  great  that  they  cannot  be  left  for  evaluation 
only  after  significant  harm  has  fc>oen  done.  Inability  to  quantify  these  costs 
in  specific  dollar  figures  is  not  a  good  reason  for  failing  to  conduct  any 
formaJ  and  rigorous  evaluation  of  both  the  costs  and  the  benefits. 

tho  bureaucratic  structure  of  the  U.S.  export  control  system  Is  so 
complex  that  It  Is  countetproductlve.  We  have  a  fractured  system  et  all 
levels  that  is  based  on  old  notions  and  that  has  too  many  interfaces  and 
unclear  decision  points.  The  attached  list  of  agencies  responsible  for 
administering  export  controls,  interagerkcy  dispute  resolution  committees, 
and  international  regimes,  all  of  which  c/erlap  greatly,  demonstrates  this 
point  clearly.  If  one  overlays  the  flow  charts  of  license  processing  and 
policy  review  procedures  among  these  groups,  the  confusion  of  exporters 
and  the  reason  the  export  portion  of  our  trade  t>alanca  Is  hindered  more 
than  import  side  becomes  readily  apparent.  The  process,  viewed  from  the 


124 


outside,  has  become  opaque  and  obfuscatory.  even  for  those  who  spedal- 
ize  In  this  field.  It  gives  the  impression  of  many  cooks  who  lack  proper 
aocountabllity.  The  need  for  Independent  objective  review  {qjl  Juditiai 
review)  has  never  been  greater. 

Too  much  time  Is  spent  duplicating  effort  and  defending  turf  when  the 
various  bureaucracies  have  much  more  in  common  than  they  do  in  dis- 
agreement. The  Defense  Department,  now  nrwre  than  ever,  has  no  desire 
to  pursue  controls  at  the  expense  of  undermining  the  U.S.  defense  industrial 
t>ase.  Likewise,  the  Commerce  Departn^ent  does  not  want  to  authorize  any 
export  that  undermines  r«itkxwl  security.  The  t>alanclng  of  these  two  goals 
is  a  fundamental  tenet  of  those  and  all  the  other  agencies  involved  in  export 
controls.  The  bureaucratic  structures  that  have  grown  up  around  what  ere 
realty  only  disagreements  at  the  margins  have  undermined  more  than 
served  this  t>alance.  While  expert  input  from  various  agencies  will  always 
be  required  for  intelligent  decision-making,  there  is  no  reason  that  the 
United  States  should  lead  the  world  in  the  number  of  agerv^Ies  that  share 
responsibility  for  export  control  decisions  arxJ  is  alone  in  having  no  central 
agency  with  decision-making  authority. 

2.  Ooestfwcu/yienf  sysfemecteguate^pnstec^t^/iatforja/sect/n^ccyjcems 
for  wNch  tt  was  designed?  U  not.  In  what  respects  does  it  fail  to  addrass 
th3SQ  concoms? 

The  system  has  proved  valuable  in  protecti.ng  the  *force  multiplier'  advantage  that 
technology  gave  us  in  relation  to  strategic  warfare  with  the  Warsaw  Pact  countries.  Our 
current  major  national  security  concerns  now  are  quite  different.  Our  interests  seem  most 
threatened  by  the  increasing  numt>er  of  countries  (and  non-governmental  entities)  that  are 
acquiring  weapons  of  mass  destruction  and  the  nwaTS  to  deliver  them.  The  cun-ent 
system  fa'ls  to  protect  us  adequately  against  this  proliferation  of  war  making  capability. 
But,  perhaps  we  are  asking  too  much  of  an  export  control  system.    The  problem  of 
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proliferation  cannot  be  sofved  by  export  controls  atone  even  with  broad  effective  coopera- 
ton  among  major  supplier  countries.  Such  controls  can  make  a  signiffcant  contn"butIon 
but,  without  intense  diplomatic  and  other  efforts,  export  controls  are  bound  to  fail. 

3.  Does  the  ajnent  system  ad^quaiety  protect  U.S.  economic  Interests?  If  not. 
In  wt)at  respects  does  the  system  faJl  to  eddrass  these  concerns? 

No.  Ojr  current  system  actually  Impairs  U.S.  economic  interests  without  much 
consideration  of  them.  The  system  does  not  require  any  accounting  for  that  side  of  the 
equation.  When  the  national  benefits  Justify  tiie  costs,  export  controls  are  acceptable. 
Otherwise,  we  cannot  afford  the  economic  Impairment  Please  note  that  this  is  a  crftlcism 
of  the  system  and  not  r^ecessarily  the  people  running  it.  There  is  no  doutDt  that,  spurred 
in  large  part  t»y  pressure  from  Industry,  the  administrators  do  consider  economic  factors 
in  making  policy  and  ricensing  decisions.  However,  there  is  littte  requirement  that  they  do 
so  nor  any  methodology  required  by  our  current  system. 

In  addition  to  considering  the  economic  costs  of  controls  Imposed  for  ott^er 
purposes,  many  of  the  CSIS  Steering  Committee  think  that  it  would  be  a  mistake  to  try 
to  impose  new  export  controls  for  the  purpose  of  prctectir^g  economic  interests,  aithough 
this  is  a  controversial  issue.  There  already  is  a  perception  among  U.S.  allies  that  the 
Unitea  States  uses  export  controls  in  part  to  limit  foreign  competition. 

4.  Is  the  current  system  of  export  co/TtroJs  keeping  pace  wfth  act/ances  in 
technology?  If  not,  what  are  the  (^fects  of  ttie  failure  to  keep  pace? 

No.  The  current  system  does  a  poor  job  of  anticipating  either  tiie  need  for  controls 
or  their  effects.  Technology  advances  rapidly.  The  current  two-year  cyde  of  evaluating 
and  then  revisir>g  controls  results  in  a  time  lag  of  more  than  two  years  behind  technologi- 
cal advances.  Obsolete  controls  are  only  abolished  after  they  have  been  proven  ineffec- 
tive. In  the  interim,  the  costs  of  those  controls  dearly  outweigh  \hQir  benefits.  Since  this 
cycle  is  dynamic,  tinis  means  \he  costs  of  controls  outweigh  their  benefits  at  least  Uaii  the 
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time.  Technotogy  also  cWfuses  rapidly,  imposition  of  cxxitrols  after  the  technology  lias 
diffused  to  a  significant  degree  htemationaily  is  ineffective  in  stemming  its  spread  to 
controiled  destinations. 

Earlier  lagisiative  efforts  to  require  indexing  of  controls  in  ant'cipation  of  advances 
In  technology  are  fine  in  principle,  but  administrative  offidala  have  rejected  implementing 
such  automatic  requirements  to  change  controls.  Yet,  no  fonmal  method  for  evaluating 
what  chartges  should  be  made  to  l<eep  pace  with  technology  has  been  adopted  In  place 
of  indexing.  Rather  than  simpty  accepting  or  rejecting  an  automatic  indexing  and  sunset 
of  export  controls,  may  I  suggest  at  least  requiring  the  use  of  an  indexing  methodology 
as  one  yardstick  for  a  formal  ongoing  effectiveness  evaluative  process. 

Failing  to  i<eep  pace  with  advances  in  technology  makes  the  controls  less  effective 
in  achieving  their  intended  purpose,  impairs  the  competitiveness  of  U.S.  industry,  under- 
mines the  cooperation  of  the  controlled  industry,  and  reduces  the  creditDility  of  controls 
among  our  International  partr>ers.  We  need  to  be  forward  lool<ing  and  anticipate 
announced  changes  in  technology  just  to  keep  pace,  rather  than  continuing  simpty  to  be 
reactive,  lagging  over  two  years  beiiind,  and  maintaining  controls  whose  costs  outA^eigh 
their  benefits  at  least  haif  the  time. 

************** 

In  conclusion,  an  export  control  system  can  still  serve  very  important  national 
objectives.  Hov/ever,  we  can  no  longer  afford  the  costs  of  ineffective  controls.  This 
implies,  among  other  things  much  tighter  multilatorai  coordination  in  the  appiication  and 
enforcement  of  controls.  We  must  take  stronger  measures  to  ensure  that  the  benefits  we 
realize  from  applying  export  controls  outv;eigh  their  nalior»al  costs.  Finally,  the  bureau- 
cratic structure  of  our  control  system  needs  on  overtnaul  aimed  at  making  the  process 
faster,  more  predictable,  transparent,  and  accountable. 

C:\SKMiE0V>C^ILniJ\BHF\CSItIIST.7 
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SUMMARY  UST  OF 

EXPORT  CONTROL  AGENCIES,  COORDINATINQ  GROUPS, 

AND  MULTILATERAL  CONTROL  REGIMES 


U.S.  Agencies  Directly  Responsible  for  Administering 
Export  Control  and  Licensing  Reglmee 

A.  TT^ree  PrincioaJ  Agencies 

Bureau  of  Export  Administration.  U.S.  Department  of  Commerce  (Export  Administration 
Act  and  Regulatiofw) 

Office  of  Defense  Trade  Controls,  U.S.  Department  of  State  (Arms  Export  Control  Act 
and  International  Traffic  in  Arms  Regulations) 

Office  of  Foreign  Assets  Controls,  U.S.  Departnnent  of  Treasury  (Sanctions  and 

Emtsargoes) 

B.  Additional  Agencies  with  Direct  Responsibility 

Nudear  Regulatory  Commission  and  Department  of  Energy  (Atomic  Energy  Act, 
nuclear  equipment  and  materials) 

Maritime  Administration,  Department  of  Transportation  (Merchant  Marine  Act,  U.S.  flag 
vessels) 

Environmerrtal  Protection  Agency  (various  laws  with  no  central  export  controi  authoriy 
-  pestiades,  ozone  depletants,  etc.) 

Drug  Enforcement  Agency,  Department  of  Justice  (Controlled  Substarxes) 

Department  of  Energy  (natural  gas  and  electricity) 

Agricultura!  Marketing  Service,  Department  of  Agriculture  (tobacco  seeds  and  plants) 

Rsh  and  Wildlife  Servie,  Department  of  Interior  (endangered  fsh  andwiidlife,  migratory 
birds,  etc.) 

Patent  and  Trademark  Office,  Department  of  Commerce 


Agencies  Reviewing  Licenses  and  Policies  on  a  Referral  Basis 

Department  of  Defense  (Defense  Technok^gy  Security  Administration,  Office  of 
Proliferation  Controls  and  Countermeasures,  National  Security  Agency,  Service 
BrarKhes) 
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Department  of  Stata  (Office  of  East-West  Trade  and  Foreign  Policy  ControJs,  Office  of 
Weapons  Proliferation  Policy,  Office  of  Export  and  Import  Control  -  Nuclear  Energy 
and  Energy  Technology  Affairs) 

Department  of  Energy 

Arms  Control  and  Disarmament  Agency 

NASA 

National  Security  Council 

Interagency  Policy  and  Disputa  Resolution  Commltteee/Groups 

A.  Poficv  Coordination  fNSC  Coordinated) 

Interagericy  Workng  Group  (formerly  Policy  Coordinating  Committee)  on 
Technology  Transfer 

Interagency  Workng  Group  (formerly  Policy  Coordinating  Commirtee)  on 
Nonprollferation 

Missile  Technology  Advisory  Group 

B.  Dispute  ResolLttion  -♦  Rrst  Level 

Operating  Committee,  Chaired  by  Commerce  (DuaJUse) 
Sut>-Group  on  Nuclear  Export  Coordination,  Chaired  by  State 
SHIELD,  Chaired  by  Stale  (CBW) 

C.  Dispute  Resolution  -  Sepond  Level 
Advisory  Committee  on  Export  Policy 

Export  Administration  Review  Board 
E.   Dispute  Resolution  -  Highest  Level 
President  of  the  United  States 
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Mutttlattral  Export  Control  Regimes 

Consultative  Group  Ckjordlnating  Committee  (COCOM) 

COCOM  Forum 

Nudear  Suppliers  Group  (with  Internationa]  Atomic  Energy  Agency) 

Australia  Group  (Chemical  and  BioJogical  Weapons,  with  U.N.  Convention  on  Chemical 
and  Biological  Weapons) 

Missile  Technology  Control  Regime  (MTCR) 

Convention  on  Conventional  Weapons 

Supercomputer  Regime  (U.S.  and  Japan) 
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Dear  Mr.  Presldent-EIccf 


The  Center  for  Strategic  and  International  Studies  project.  Export  Controb 
in  a  Changing  Worid,  has  been  addressing  the  role  of  export  controls  in  achieving 
critical  national  objectives,  including  stemming  the  proliferation  of  weapons  of 
mass  destructioa  Current  unilateral  and  uncoordinated  multilateral  controls  are 
ineffective  and  imdennine  the  health  of  vital  U.S.  industries. 

Enclosed  Is  a  CSIS  paper  "Export  Controls  and  Nonprolife  ration"  which  sets 
forth  an  action  agenda  to  make  these  controls  more  effective  and  remedy  their 
detrimental  effects  on  our  industrial  competitiveness. 

This  project  grew  out  of  our  Strengthening  of  America  project,  co-chaired  by 
Senators  Nunn  and  Domenid.  That  project  identifie^l  expon  controls  as  one  of 
the  important  re[:ulatory  impediments  to  U.S.  competitiveness. 

We  have  assembled  an  extraordinary  group  of  approximately  50  experts  and 
analysts  in  the  Steering  Committee  for  the  export  control  project  (a  list  of 
partidpants  is  appended).  This  committee  is  co-chaired  by  Mr.  Boyd  McKelvain, 
a  GE  corporate  official,  and  Ambassador  Richard  Burt.  It  includes  present  and 
pa<;t  executive  level  government  officials,  industry  representatives  and  exjicrienced 
and  thoughtful  acidemics. 


A  hallmark  of  CSIS  studies  is  their  bipartisan  nature, 
present  study. 


That  is  true  for  the 
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The  paper  we  offer  has  been  drafted  by  a  designated  sub-group  of  the  Steering 
Committee.  They  have  made  an  earnest  effort  to  develop  this  paper  as  an  effective 
instrument  whose  recommendations  can  be  implemented  through  the  White  House 
Economic  Policy  Council,  and  the  several  key  departments  -  Defense,  Commerce,  State  and 
Energy.  The  full  Steering  Committee  has  not  had  a  chance  to  comment  on  the  paper. 

The  members  of  the  drafting  group  offer  individually  or  as  a  group  to  make 
themselves  available  for  consultation  with  your  transition  team. 


Director 

Science  &  Technology  Program 
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A  transition  paper  prepared  by 
CSIS'  Export  Controls  in  a  Chan^ng  World  Project 


December  15.  1992  The  Science  &,  Technology  Program 
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EXPORT  CONTROLS  AND  NONPROUFERATION' 


ISSUE:  How  can  the  export  control  system  be  Improved  to  slow  the  spread  of  nuclear, 
chemical,  and  biological  weapons  and  missile  delivery  systems  and  also  to  stop  needlessly 
damaging  the  U.S.  econooQ^ 


Problem 

Present  unilateral  and  uncoordinated  multilateral  controls  are  ineffective  yet  they 
disadvantage  U.$.  products  in  world  markets  and  give  aw^  U^  political  and  economic 
leverage.  BillioDS  in  sales  and  sales  opportunities  are  lost,  relationships  with  customers  are 
damaged  and  U.S.  jobs,  income,  and  ultimately  R&O  ijwestmeot  are  lost 

a.  Controlling  proliferation  through  ejq)ort  restrictiaa  is  considerably  more  difficult 
than  was  restricting  strat^c  advanced  technology  to  the  Soviet  Bloc 

•  Goods  and  technology  sufficient  for  many  proliferation  activities  are  widely 
av^dlable  and  cannot  be  controlled  eCfectivety. 

•  Multilateral  regimes  have  agreed  on  several  control  lists  of  proHferation- 
rclated  items  but  they  do  not  agree  on  bow,  and  against  which  countries, 
control  lists  should  be  applied 

b.  The  United  States  imposes  untlateral  controls;  utilizes  lower  thresholds  for  denial 
of  multUaterally  controlled  goods;  and  processes  cases  less  efficiently  than  do  other 
members  of  the  multilateral  regimes. 

•  Even  allies  refuse  to  cooperate  on  US.  unilaterally  controlled  items. 

•  Efifofts  to  establish  disciplined  enforcement  of  multilateral  controls  have  been 
largely  unsuccessful 

c.  Multiple  U.S.  regulatory  regimes  arc  inconsistent  and  overlapping  in  jurisdiction. 

•  Commerce,  State,  Defense,  Energy,  Treasury  and  several  other  agendcs  and 
bureaus  In  these  agendcs  have  overlApping.  often  competing,  regulations  and 
licensing  jurisdiction,  and  they  function  without  effective  coordmation. 

d.  Statutory  guidance  for  controlling  dvil  exports  is  missing  because  the  Export 
Administration  Act  expired  in  1990.  Renewal  legislation  requires  immediate 
attention  by  the  incoming  Administration, 


'This  paper  does  not  necessarily  represent  the  opinions  of  all  of  the  steering 
committee  members  of  CSIS'  Expon  Controls  in  a  Changing  Worid  project 
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EXPORT  CX)NmOLS  AND  NONPROUFERATION  (continued) 
IMMEDUTC  ACTION 


1)  The  U.S.  should  coovene  a  ministerial  level  meeting  of  significant  supplier  countries 
to  consolidate  and  harmonize  export  control  polices  and  procedures. 

2)  Bureaucratic  gridlock  in  the  export  control  system  should  be  broken  immediately  by 
having  the  I^esident  direct  that  an  interagency  task  force,  under  the  direction  of  the 
Economic  Security  Council: 

•  publish  a  sin^^e,  harmonized  list  of  controlled  goods  and  technologies; 

•  begin  developing  a  single  set  of  integrated  control  regulations;  and 

•  streamline  the  interagency  dvil  case  review  processes  into  a  single  process 
with  the  Commerce  Operating  Committee  as  the  primary  forum. 

3)  Commerce  should  be  charged  with  the  responsibility  to  assess  the  effectiveness  of 
nonproliferatioQ  controls  based  on  standards  it  establishes  for  controllability  and 
impact  on  restraiiung  proliferatioa 

•  Ineffective  controls  should  bo  removed  unless  prompt  action  Is  taken  with  the 
reasonable  expectation  of  making  the  controls  effective. 

•  The  catch-all  Enhanced  Proliferation  Control  Initiative  restrictions,  which 
prevent  the  export  of  anything  to  destinations  of  proliferation  concern,  should 
be  focused  on  items  that  make  direct  and  material  contributions  to 
proliferation. 

4)  A  new  Export  Administration  Act  should  be  proposed  by  the  Administration 
including  these  improvements: 

•  A  dear  delineation  of  jurisdictions  and  responsibilities  of  the  various 
departments  and  agencies; 

•  A  requirement  for  multilateral  coordination  of  nonproliferation  controls  as 
well  as  adherence  to  standards  of  effectiveness;  and 

•  Provisions  for  administrative  and  judicial  review  that  are  consistent  with  the 
Adininisirative  Procedures  Act. 
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Backgrocm)  Discussion 

The  negative  economJc  impact  of  Cold  War  export  cootroU  was  minimlred  because  a 
multilateral  consensus  oo  iht  threat  provided  an  ioceotive  for  cooperatlofl  amoog  the 
principal  suppliers,  the  Western  allies. 

As  proliferation  has  become  a  threat,  the  United  States  has  attempted  to  apply  similar 
control  methodologies  to  an  inherently  different  problem.  Commodities  suffldent  for  many 
proliferatloa  activities  are  widely  avaflable.  Even  where  multilateral  regimes  have  reached 
agreement  on  control  lists,  there  is  a  lack  of  consensus  on  target  destinations  and  on  criteria 
for  denial 

Moreover,  U.S.  businesses  face  an  expanding  group  of  opaque  and  inefficient  bureauciades 
in  the  licensitig  process.  Foreign  competitors  have  easier  market  access  because  their 
governments  control  e:q>orts  less  stringently  and  process  cases  more  efBdently. 

The  United  States  has  imposed  'end-use'  controb  to  provide  political  insurance  against 
any  U.S.origin  good  being  fotmd  in  a  proliferation  facility,  regardless  of  its  relevance  to 
we^^ns.  While  U.S.  exporters  tiy  not  to  contribute  to  proliferation,  failure  of  the 
regulations  to  provide  a  standard  of  materiality  means  that  exporters  of  products  with  no 
conceivable  rektionship  to  proliferation  must  undertake  the  costly  burden  of  internal 
procedures  for  customer  and  transaction  saeening. 

U.S.  unilateral  controls  often  cost  the  United  States  more  than  the  target  country.  Other 
suppliers  simply  move  in  to  displace  the  U.S.  suppliers,  which  in  torn  lose  their  reputations 
for  reliability  in  world  markets.  Over  time,  this  provides  a  motivation  for  foreign 
manufacturers  to  design  out  U.S.  components  in  products  for  the  global  marketplace. 
Moreover,  the  U.S.  government's  leverage  afforded  by  the  ability  to  cut  off  essential  parts 
and  service  from  a  violating  country's  infrastruaure,  such  as  airlines,  is  foredosed  by 
denying  U.S.  partidpation  in  berjgn  product  markets. 

In  conclusion,  the  use  of  export  controls  to  combat  proliferation  should  require  evidence 
that  they  will  have  an  impact  commensurate  with  their  cost 


"This  paper  specifically  addresses  urgent  problems  with  nonproliferation  controls. 
However,  its  recommendations  are  generally  applicable  to  all  export  controls,  induding 
impxDrtant  restrictions  on  the  transfer  of  arras  and  other  advanc«l  dual-use  technologies. 
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Export  Controls  and  Nonproliferation 
CSIS  Press  Briefing 
Jan  5, 1993 

Boyd  J.McKeIvain 

WHY  THE  SUBJECT  OF  EXPORT 
CONTROLS AND 
NONPROLIFERATTON  IS 
IMPORTANT  TO  THE  US  ECONOMY 
AS  WELL  AS  NATIONAL  SECURITY 

Most  people  don't  realize  that  the 
ASEAN  economies  plus  Korea,  Taiwan 
and  China  provide  a  market  for  U.  S. 
exports  of  $60  billion.  That's  more  than 
our  exports  to  Japan  and  more  that  half 
of  our  exports  to  the  EC. 

Even  more  important  from  a  marketing 
point  of  view  is  that  these  dynamic 
economies  are  growing  at  a  rate  of  7-to- 
10%  a  year  while  the  EC  and  Japan  are 
stuck  at  a  rate  of  l-to-2%.  Indeed, 
exports  to  Japan  in  '91  actually  declined 
by  2%  while  our  exports  to  the  ASEAN 
grew  by  10%  over  1990. 

With  slow  growth  in  the  United  States, 
the  EC,  Japan  and  Canada,  where  in  the 
World  would  you  guess  the  competition  is 
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most  fierce  among  international 
companies? 

Now,  you  already  know  how  important 
exports  are  to  our  economy  and  how 
tough  the  international  competition  is. 
But  I  think  it's  important  to  have  in  mind 
this  backdrop  of  the  shape  of  the  global 
economic  battlefield  to  understand  why 
the  United  States  is  faced  with  a  dilemma 
regarding  how  to  stop  proliferation: 
Specifically,  how  can  we  use  export 
controls  in  the  effort  to  stop  the 
proliferation  of  weapons  of  mass 
destruction  without  suffering  defeat  in 
our  efforts  to  achieve  economic  securitj'? 

These  dynamic  Asian  economies,  along 
with  the  Middle  East  -  which  also  is  an 
important  and  fast  growing  market  for 
U.  S.  exports  -  are  t]ie  regions  of 
proliferation  concern  targeted  by  the 
United  States  and  its  Allies.  Allies, 
which,  by-the-way,  also  are  those  same 
slow  growing  economies  that  are  soaking 
up  less  of  our  exports  while  they  are 
fighting  tooth  and  nail  with  us  for  those 
precious  Asian  and  Middle  East  markets. 
The  point  I'm  trying  to  establish  is  that, 
more  than  ever  -  more  even  than  was 
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true  of  East- West  COCOM  controls  on 
strategic  technologies  -  real,  honest-to- 
God  multilateral  cooperation  is  crudal  to 
effective  export  controls. 

It's  important  to  remember  that  a 
multilateral  export  control  regime  is 
nothing  more  that  an  international  cartel. 
It's  not  worth  a  damn  if  the  self  discipline 
of  the  suppliers  is  not  reliable.  Or  how 
good  is  a  cartel  of  15  or  20  suppliers 
where  only  one  really  dem'es  exports. 

THE  PROBLEM 

Historically,  the  effective  discipline  of  the 
Cold  War,  COCOM  export  control 
system  minimized  its  negative  impact  on 
the  members.  Now  as  proliferation  has 
become  a  threat,  we're  attempting  to 
apply  similar  methodologies  to  an 
inherently  different  problem. 
Commodities  sufficient  for  many 
proliferation  activities  are  widely 
available.  And  target  countries  are 
critical  trading  partners. 

We've  got  three  or  four  different 
multilateral  regimes,  and  the  members 
don't  agree  on  target  destinations,  nor  on 
denial  criteria.  For  example,  most  of  the 
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major  supplier  members  approve  virtually 
all  control  list  items  to  Iran,  while  the 
U.  S.  approves  none  of  its  exporters' 
applications. 

And  we're  subjecting  ourselves  to  a 
horrendous  experience  of  bureaucratic 
gridlock,  partly  because  of  the  failure  of 
the  Administration  and  the  Congress  for 
over  two  years  to  renew  the  Export 
Administration  Act. 

Without  the  framework  of  the  basic  legal 
infrastructure  for  our  export  control 
system,  we  have  a  proliferation  of  laws 
and  implementing  agencies  imposing  M 
hoc  controls  with  abandon. 

Just  to  illustrate  what  I  mean  by 
bureaucratic  gridlock:  the  1991  National 
Defense  Authorization  Act  authorizes  the 
State  Department  to  identify  entities 
involved  in  missile  proliferation  activity 
and  then  requires  denial  of  export 
licenses  for  controlled  items  to  such 
destinations.  Sounds  reasonable  if  you 
don't  have  it  in  context  with  existing 
controls.  At  the  same  time,  the 
Commerce  Department's  Enhanced 
Proliferation  Control  Initiative 
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Regulations  require  exporters  to  apply 
for  an  export  license  if  they  know  that  the 
end  use  is  a  proliferation  activity. 

That  applies  to  everything...  including 
bedpans  and  medical  equipment. 

Now  let's  see  how  that  works  in  practice. 
The  State  Department  identifies  for  the 
NDAA  missile  sanctions  a  major 
government  agency  of  India,  the  Indian 
Space  Research  Organization,  or  ISRO. 
Tlien  an  exporter  gets  an  order  for 
refrigerators  for  the  ISRO  cafeterias  .  He 
must  apply  for  a  license  or  risk  violation 
of  the  EPCI  controls. 

Now  Commerce  only  denies  such 
applications  under  EPQ  if  there  is  a 
significant  probabilit)--  that  the  items  will 
be  diverted  to  the  missile  activity  and 
would  contribute  materially  to  that 
activity.  Nevertheless,  Commerce  refers 
the  application  to  State.  Now,  State 
claims  its  hands  are  tied.  The  NDAA 
requires  that  no  export  license  be 
approved  to  an  entity  sanctioned  for 
missile  proliferation. 
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Presently,  there  are  hundreds  of  export 
cases  caught  in  this  gridloclc  Many  have 
been  there  for  months  and  nobody  is 
willing  to  break  them  out.  I  understand 
two  small  firms  are  on  the  brink  of 
bankruptcy  because  ISRO  is  their  major 
customer  for  unlisted,  general  license 
items. 

And  the  story  repeats  itself  when  you 
consider  the  entire  country  of  Iran.  The 
new  NDAA  requires  no  approval  of 
validated  licenses  to  Iran.  The  U.  S.  has  a 
long  list  of  unilateral  controls  on  things 
our  Allies  refuse  to  cooperate  on.  These 
unilateral  controls  result  in  denial  of 
nothing  to  Iran,  but  cost  thousands  of 
U.  S.  jobs  and  $BilIions  in  lost  income. 

From  the  point  of  view  of  effectiveness, 
we  haven't  even  been  able  to  get  our 
closest  allies  to  deny  all  Munitions  items 
to  countries  like  Iran,  much  less  these 
benign,  generally  available  exports. 

So  at  the  end  of  the  day,  everybody  wants 
a  part  of  the  nonproliferation  grandstand, 
but  nobody  has  yet  taken  responsibility  to 
figure  out  the  real  role  of  export  control 
policy  in  stopping  proliferation. 
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We  believe  export  controls  are  not  the 
appropriate  weapon  of  choice  in  this 
battle.  Indeed  we  think  the  U.  S.  is  giving 
up  economic  and  political  leverage  with 
the  proliferation-prone  countries. 

By  opting  not  to  participate  in  helping 
them  grow  their  economic 
infrastructures,  we're  turning  over  our 
influence  to  countries  without  the 
intelligence  systems  and  the  will  to  use 
their  muscle  when  proliferation  activity 
needs  to  be  stopped. 

IMMEDUTE  ACTION 

We're  recommending  that  the  new 
Administration  act  immediately  to 
convene  a  ministerial  level  meeting  of 
major  suppliers  to  consolidate  and 
harmonize  policies  and  procedures. 

Secondly  we  call  for  stopping  the  gridlock 
by  having  the  President  direct  an 
interagenc)'  task  force,  under  the 
Economic  Security  Council,  to  do  three 
things: 

Publish  a  single  harmonized  control 
list; 
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Begin  developing  integrated 
regulations;  and 

Streamline  the  civil  case  review 
process  with  Commerce  as  the 
primaiy  forum. 

We  also  want  to  see  the  new 
Administration  charge  Commerce  with 
responsibility  to  assess  effectiveness  of 
controls  based  on  published  standards  of 
effectiveness 

And  finally,  we  recommend  that  the  new 
Administration  should  move  ahead  to 
propose  a  new  Export  Administration  Act 
that  matches  today's  global  environment 

Delineate  jurisdictions  and 
responsibilities  of  the  agencies; 

Require  mulitlateral  coordination  of 
nonproliferation  controls  and 
adherence  to  standards  of 
effectiveness;  and 

Provide  for  judicial  review  in  a 
manner  consistent  with  the 
Administrative  Procedures  Act. 
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rOREIGM  AVAILABILITY  REVICTI  0/  C0HP0TEJi3 

BXECOTIVt  80XKAAY 

INTRODDCTIOM 

(U)       This  study  reviews  the  foreign  availability  of 

computers  that  are  export-controlled  for  national 
security  purposes.  The  review  focuses  on  non-COCOM 
computers  (ranging  from  desktop  workstations  to 
supercomputers)  with  Composite  Theoretical  Perfonrance 
(CTP)  greater  than  the  current  G-DEST  level  of  12.5 
Million  Theoretical  Operations  Per  Second  (MTOPS).' 

(U)       The  study  was  undertaken  to  provide  information  about 
the  foreign  availability  of  computers  for  U.S. 
negotiators  to  use  at  the  COCOM  discussions  of  computer 
export  control  thresholds,  held  during  September  and 
October  1992.   The  portion  of  this  study  that  examines 
non-COCOM  supercomputers  will  be  expanded  into  a  more 
comprehensive  paper  to  support  U.S.  negotiators  in 
separate  talks  on  supercomputers  in  October  1992. 

(U)        For  the  sake  of  simplicity,  workstations  are  defined 
herein  as  general-purpose  computers  with  CTP  values 
above  12.5  MTOPS,  but  below  the  supercomputer  level. 
Workstations  include  high-end  personal  computers  and 
other  desktop/deskside  machines  with  single  or  aultiple 
CISC  (conplex  instruction  set  computer)  or  RISC 
(reduced  instruction  set  computer)  microprocessors. 
Current  CTP  limits  for  workstation  exports  are 
suinjiarized  in  Table  III-2  at  the  end  of  this  section. 

(U)        Machir.GS  currently  classified  as  "superco.-pjters"  are 
Chose  r.achir.es  with  CTP  values  greater  than  195  MTCPS. 
Superconputers  include  vector  processor  and  r.assively 
parallel  processor  rachines. 

(U)        While  this  study  revievs  the  foreign  availability  cf 

computers,  some  consideration  is  also  given  to  leading 
■icroprocessors  (or  MPUs)  available  on  the  -erchant 
aarket.   MPUs  are  the  heart  of  a  ccdern  ccnputer  and 
directly  determine  its  strategic  utility  for  export 
control  purposes. 

METHODOLOGY 

(U)        This  study  reviews  non-COCCM  computers  in  terras  of  the 
custonary  four  criteria  of  foreign  availability:  1) 
non-U. S,  origin;  2)  comparable  quality;  3)  sufficient 
quantity;  and  4)  avai labi lity-in-f act . 
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z^)  ]fos-(7.fl.   orlfia  Beans   that  an   itea  Is  not  th«  direct 

product  of  U.S.    technology,    and   that  th«   item  dots  not 
Incorporate  mors  than  25%    (by  value)   of  export- 
controlled  U.S.   parts  and  components.     Coapax*hl« 
quelity  refers  to  comparable   performance,    technical 
approach,    and  reliability.      Sufficient  quantity  refers 
to  a  cfuantity   large  enough   so   that  export  controls  for 
that    item  are  rendered    ineffective.      Availtblllty-ln- 
fsct  means  that  the   item    is   actually  available  without 
export   licensing  restrictions  comparable  to  our  ovn. 

(U)  Sources  of   information  used   for   this  study  include 

commercial   and  technical   publications  from  the  public 
domain,    technical  specifications   and  other  information 
supplied  by  U.S.   and   foreign   manufacturers,    online  data 
base   searches,    intelligence   comounity  reports,    and 
information  solicited   from   U.S.    embassies.      Trade  and 
market  data  was  derived    largely   from  industry  forecasts 
such  as   those  made  by  Dataquest  and   IDC,    from 
consultations  with  members    of    BXA's  Coaputer  Systems 
Technical  Advisory  Committee    (CSTAC) ,    and  from  the 
staff   of  the  Office  of  Computers  and  Business   Equipment 
(OCBE)    of  the  International  Trade  Adninistration. 


C0NCLDSI0N8 

Workstations 

(U)  Workstations   above  export   control    levels  are  produced 

in   Braiil,    the   People's   Republic   of  China    (PRO,    India, 
South   Koret,    Sinqapore,    and    Taiwan.      Non-U. S.    origin 
workstations   based   on    leading   microprocessors    (both 
CISC    and    RISC)    are   available    free    of   COCCM-conparable 
export    controls    from   the    countries    listed   above.       Such 
workstations    are   available    in    quantities   sufficient   to 
render   current   COCOM  export   controls    ineffective. 

/•J)  The    nunber   of    sources   of    controlled-level  .workstations 

and    the    nurJ^er   of   different    types    of   workstations 
av«ilable    froa   non-cocCM    countries    is    increasing. 
Table    III-5   at   the   end   of    this    executive   suirvjsary    lists 
sources    and   perforcance    levels    for    non-COCOM   and 
comparable   U.S.    workstations. 

(U)  The    lack   of   effective   export    controls    in   the   six   non- 

COCOM    nations    listed   above    clearly    indicates    that    the 
workstations    they  produce    are    availabla-in-f act. 
Although   South   Korea,    Taiwan,    and   Singapore  have 
undertaken   r.easures   to   establish    export  controls,    they 
have    yet   to   be    fully   implenented.       India  and   Brazil 
have    not    yet    inpleoented   COCOM-comparable   export 
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control   pollciea   and  practices.      Th«  PRC  does  not  hav« 
an  export  control  system  for  COCOK-controlled  product*. 

(U)  Til*  gap  betv««a   tb«  perforaanca  of  vorkstations 

controlled  by  COCON  and  that  of  workstations  used  is 
industry   is   growing.      The  current  CX)COM  control  llait 
is   12.5   MTOPS.      CTP  values   for  low-end  workstations 
commonly  used    in    industry  both  here  and  abroad  now 
range   from  about    12.5  HTOPS  to  about  30  MTOPS. 
Workstations   with  CTP  values  up  to  and  above  the 
current   superconputer   liait  of   195   MTOPS  are  also  in 
standard  use   by    industry  worldwide.      As   the  perforaance 
gap  widens   between  COCOX-controlled  workstations  and 
•tandard  workstations  uied  by  industry,    a. 8.   makers 
will  be  at  a   competitive  disadvantage  vls-a-vis  noa* 
COCCK  firms,    who   can   Increasingly  offer  workstations  at 
all  performance    levels  without  export  restrictions. 

(U)  Multi-processing  workstations  with  high  CTP  values, 

though  produced    in  small  quantities,    are  available  to 
proscribed   destinations  from  non-OOCON  sources.     Multi- 
processing CISC  and  RISC  systems  are  unlikely  to  become 
high  volume  products    in  the  near  future  because  the 
global   market    for   them   is  still   small    in   unit   terms. 
Because  multi-processing  workstations  have   become 
easier   and   cheaper   to  make,    however,    the   number  of 
potential    sources    is  growing.     The   proliferation  of 
know-how  on  multi-processing,   coupled  with   availability 
of  cheaper   and    faster   microprocessors,    means   that  the 
CTP    levels   of    multi-processor  workstations    from   non- 
COCOM   sources    will    continue   to   increase.      This 
availability,    even    in   small   quantities,    provides 
proscribed    nations   with   an  alternative   source    for 
vorkstations    with    high   CTP   levels    in   cases   where  COCCM 
approval    is    denied    or   delayed. 

(U)  Vorkstations    are   markotad   through   such   diverse   methods 

that   truly    affective    erport   controls    may   be    illusory. 
Workstations    based    on    80486   MPUs   are    truly    mass-r.arket 
items,    sold    through    hundreds   of   chanr.els    worldwide    such 
as   retail    stores,    wholesale  distributors,    value-added 
resellers,    mail    order,    kits,    end-user   upgrades,    etc. 
RISC-based    workstations   are    starting    to   use    the    sace 
distribution    channels,    with   some    (e.g.,    CompuAdd's 
SPARCStation    2    clone)    already   available    by   mail    order. 

(U)  widespread    foreign    availability   of   workstations   with 

CTP   up    to    24.8    MTOPS    supports    the   cuxrant    0.8.    proposal 
to  raise    the   COCOM    limit   to   25   HTOPS.      Non-COCOM 
nanufacturers    can    now  produce   very    large    nunbers   of 
workstations    based   on   the   Intel   80486   MPU  with   CTP 
values   up   to   24.8    MTOPS.      It   is   estimated   that   more 
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than  a  quartar-nillion  such  workstations  and/or 
■otherboards  could  b«  produced  by  non-COCOM  Asian  firms 
alon*  in  on*  year.   Such  Bachines  art  comaodity  itens, 
representing  tha  low  end  of  workstation  perfomanct. 

(U)       Workstations  vith  CT7  value*  from  2S  to  90  MT0P8  ar* 

available  in  saall  q^jaotitles  froa  Don-COCOM  couatrias. 
Manufacturers  in  non-COCOM  nations  now  offer  both  CISC 
and  RISC  workstations  with  CTP  ratings  in  tha  range  of 
25  to  90  MTOPS,  without  export  restrictions.   These 
workstations  include  multi-processor  systems  based  on 
the  80486  MPU,  and  single-  and  multi-processor 
computers  based  on  various  RISC  microprocessors.   While 
such  machines  are  produced  in  relatively  small  numbers, 
the  availability  of  even  a  few  machines  diminishes  the 
effectiveness  of  current  export  restrictions.   Larger 
cjuantities  of  such  computers  could  be  produced  in  non- 
COCOM  countries  if  demand  warranted  it. 

(U)       Workstations  with  drajsatically  higher  performance  ar* 
likely  to  b*com*  availabl*  froa  non-COCOM  producers 
ov*r  th*  n*xt  12  to  24  nonths.   Powerful  new 
microprocessors  (such  as  Intel's  P5,  DEC'S  Alpha,  TI's 
SuperSPAJ^C,  and  others)  are  now  (or  soon  will  be) 
available  on  the  merchant  market  in  large  quantities. 
The  first  generation  of  single-processor  workstations 
based  on  these  chips  will  have  CTP  values  ranging  from 
about  50  MTOPS  to  194  MTOPS;  multi-processor  systems 
will  have  CTP  values  that  are  multiples  of  these 
figures.   Non-COCOM  firms  have  proven  their  capability 
to  design  and  manufacture  computers  comparable  to  those 
from  COCOM  makers  within  months  of  the  availability  of 
a  new  microprocessor.   Non-COCOM  firms  are  already 
working  on  single-  and  multi-processor  systems  based  on 
the  P5  and  SuperSPA_RC.   New  COCOM  (yT7    liaits  should 
anticipate  non-COCOM  availability  of  such  systems. 

(U)        ImpeDding  foreign  availability  of  workstations  with 

performance  above  the  current  "suparcoxputer"  threshold 
presents  a  serious  challenge  for  D.S.  tanuf acturers . 
U.S.  firiES  already  offer  workstations  with 
"supercomputer"  performance,  based  on  the  current 
generation  of  open-architecture  RISC  MPUs.   Non-COCOM 
companies  will  begin  to  produce  their  own  .Tachines, 
based  on  the  sane  microprocessors,  over  the  next  12  to 
24  months.   If  such  workstations  remain  subject  to 
supercomputer  export  controls,  U.S.  firrs  are  likely  to 
lose  their  critical  f irst-to-r.arket  lead  over  non-COCCM 
manufacturers.   The  profit  margin  on  a  $250,000 
workstation  with  supercomputer  perfonnance  will  not 
support  compliance  with  regulations  that  require  rour.i- 
the-clock  supervision  of  computer  security  in  countries 
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such  as  Brazil  and  Israsl.   Kor  will  foreign  custocers 
b«  willingly  burdened  with  such  requirements.   This 
situation  presents  a  real  threat  to  the  competitiveness 
of  U.S.  firms  such  as  DEC  and  Sun,  which  depend  on 
exports  for  50  percent  or  more  of  their  revenue. 

(U)       U.B.   i&anufaoturers  %aj   lose  technological  leadership  ia 
workstations,  if  current  export  control  levels  are  not 
adjusted  to  reflect  current  market  realities.   U.S. 
manufacturers  lead  in  workstation  technology  and  are 
very  competitive  in  tima-to-market  for  workstation 
products.   If  current  escport  controls  are  not  modified, 
or  are  adjusted  to  a  level  that  does  not  reflect  the 
realities  of  the  U.S.  industry's  competitive  position, 
then  industry  is  likely  to  increase  their  offshore 
licensing  of  workstation  technology. 

(U)       While  commercial  licensing  of  advanced  computer 

technology  provides  near-term  benefits  to  U.S.  firms, 
it  will  accelerate  foreign  development  of  leading-edge 
workstations,  narrowing  the  current  estimated  U.S.  lead 
of  two  years.   In  addition,  commercial  licensing  will 
result  in  the  proliferation  of  workstation  clone  makers 
who  will  take  market  share  and  revenue  from  U.S.  firms. 

(U)       Reduced  revenues  available  for  U.S.  firms  to  finance 

development  of  new  computer  systems  forces  more  of  the 
the  computer  manufacturing  base  offshore  and  U.S.  firms 
nay  lose  their  technological  primacy.   This  will  have  a 
cumulative  negative  impact  on  civilian  industry  and  the 
defense  industrial  base. 


Superconputers 

(U)        The  only  producers  of  supercomputers  in  the  non-COCCM 
vorld  are  Kussia  and  Okraine,  which  have  several 
hundred  high-p«rf oraaDce  parallel  processors,  and 
India,  which  has  recently  established  an  indigenous 
Industry  centered  around  the  PMLXM  supercomputer. 

(U)        Russia  and  LTXraine  do  not  have  an  export  control  syste.ii 
for  COCC.'^-controlled  products,  while  India  has  not  yet 
implemented  COCCM-cor.parable  export  control  policies 
and  practices.   Therefore,  controlled-lavel 
supercomputers  are  currently  aval lable-in-f act  fro« 
these  three  countries. 

(U)        The  Russian,  Ukrainian,  and  Indian  massively  parallel 
processors  require  very  specialized  software  tools  and 
programming  language  to  be  effective.   It  is  not  clear 
how  far  along  these  countries  are  in  the  developr.ent  of 
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•uch  software. 


(U)       Although  the  Indian  supercomputer  industry  has  received 
foreign  orders  for  the  PARAM,  it  Is  unclear  how 
software-functional  this  machine  will  prove  to  be  when 
compared  to  competing  U.S. -made  Cray  Research  machines. 

(U)       Because  of  the  PARAM  supercomputer  and  some  university 
demonstration  projects  in  non-COCOM  countries,  it  is  no 
surprise  that  U.S.  industry  seeks  an  increase  in  the 
supercomputer  performance  definition  and  a  decrease  in 
the  stringent  on-site  safeguards  mandated  by  the 
supercomputer  control  regime. 

(U)       V.8.    industry  contends  that  the  availability  of  high- 
performance  ■icroprocassors  allows  non-COCOM  computer 
engineers  to  construct  comparable-quality  massively- 
parallel  supercoaputers.   This  arguaent  is  flawed 
because  the  existence  of  hardware  alone  does  not  imply 
conparable  quality.   It  could  take  years  before  the 
electronic  reliability  and  software  resources  of  such  a 
machine  become  equivalent  to  those  of  COCOM  machines 
that  have  gone  through  years  of  expensive  development. 

(U)       The  quality  of  a  computer  is  not  dependent  solely  on 

hardware.   Quality  is  also  a  function  of  software  such 
as  operating  aysteas  and  language  compilers.   The 
operating  system  allows  the  machine  to  respond  to 
various  ccmmands,  while  the  compiler  translates 
programming  language  into  statements  that  can  be 
executed  by  the  machine's  circuits.   Operating  systems 
and  conpilers  for  workstations  are  openly  published 
worldwide  and  exportable  under  general  license  GTDA. 
Operating  systecs  and  compilers  for  supercomputers  are 
nore  coxplex  than  these  for  workstations,  and  are 
generally  proprietary,  reflecting  the  linited  rarket 
for  supercomputers.   The  functionality  of  operating 
systems  and  con-.pilers  for  use  on  non-COCCM  produced 
supercomputers  has  not  been  docu.-ented . 

(U)        In  particular,  it  is  to  be  noted  that: 

The  functionality,  reliability,  and 
extensiveness  of  software  for  the  Russian, 
Ukrainian,  and  Indian   machines  has  not  been 
widely  demonstrated. 

The  superccTiputers  of  first  choice  by  non- 
COCOM   researchers  are  still  those  nade  by 
U.S.  and  Japanese  firms,  viz,  Cray  Research, 
Alliant,  Control  Data,  NEC,  and  Fujitsu, 
because  these  irachines  have  a  long  history  of 
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(U) 


(U) 


b«ing  reliable  and  software-functional. 

High-end  workstations  with  CTP  ratings  near  or  above 
the  c\irrent  supercomputer  threshold  of  195  HTOPS  are 
liXtly  to  be  available  from  non-COCOM  producers  within 
12  to  24  months,  and  such  machines  may  taXe  some  market 
share  from  low-end  U.S.  supercomputers. 

Soae  upvard  revision  of  the  CTP  value  used  for  the 
deflaition  of  "supercomputer"  la  the  supercomputer 
control  regiae  must  be  considered  because  failure  to  do 
tbli  will  adversely  Impact  tbe  sale  of  a. 8. -made  high- 
end  vorkstationa  (e.g.,  the  Sun  SparcStation  ssio  nodel 
S4  rated  at  20C  MT0P8,  and  workstations  based  on  the 
Alpha  MFU  from  Digital  Equipment  Corporation)  and  low- 
end  ''supercomputers'*  (e.g.,  some  machines  ia  the  Cray 
Research  IXP  series).   Current  supercomputer  controls 
will  have  little  effect  in  preventing  availability  of 
similar  machines  from  non-COCOM  suppliers. 


TABLE  III-2:  NATIONAL  SECURITY  EXPORT  CONTROLS  ON  WORKSTATIONS                1 

CONTROL  lEVa 

DESTINATIONS 

MTOPS 
UMIT 

COMMENT 

G-OEST 

Al 

12.5 

ECCN  4A03A.C. 

AEN 

Q.Y.PflC 

200 

ECCN  4A03A  c.  Advisory  Not*  1     GFW- 
eligible  except  §778,  Supp.  4. 

FC 

Q.Y.PRC 

230 

ECCN  4A03A  c.  Advisory  Note  3     Not 
GFWellg.bl*. 

FC 

W 

41  0 

ECCN  4A03A.  Country  Grooo  W  doLcv 

GE 

Q.Y 

230 

ECCN  4A03A. 

(U) 


Table  III-5  below  lists  a  sample  of  workstations 
available  from  non-COCOM  and  U.S.  companies.   The 
workstations  listed  have  CTP  values  above  the  current 
COCOH  control  level  of  12.5  MTOPS,  and  many  are  in 
excess  of  the  General  Exception  limit  of  23  MTOPS. 
Conputers  based  on  all  of  the  leading  microprocessor 
families  are  r.ade  in  the  United  States,  and  a  few  U.S.- 
-,ade  workstations  are  included  for  conparison.   The 
table  is  not  a  comprehensive  list  of  controlled- level 
non-COCCM  and  U.S.  workstations;  such  a  list  is  beyond 
the  scope  of  this  study  and  would  be  rapidly  outdated 
In  any  case. 
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TABLE  in-5:  WORXSTATTON  SOURCES  AND  P€Rf  ORMANCf                               | 

COMPANY 

Mooa 

MRU  (QUANTITY) 

aocK 

(MHi) 

CT?       1 

(MTOPS)   1 

BRAZIL 

Alfa  Olgitil 

AX-486/50 

804860X2 

50 

18.6 

Linct 

LC  32-48« 

80486OX 

50 

18.6 

MicfOttC 

MF<S« 

804860X2 

50 

18.6 

CHINA 

CCSEC 

Huasheng  4075 

SPARC 

1     « 

:,., 

HONG  KONG 

Genon 

Model  3486 

804860X2 

66 

24.8 

Informtech 

IT486SQ 

80486OX 

50 

18.6 

Ocean  Offic* 

Hlpp<HI 

80486OX 

50 

18.6 

Oricom  Oau 

486/Vtek 

80486DX2 

66 

248 

Peaktron 

PA486-SMT-50 

80486OX 

50 

186 

Porro 

.860  WS 

.860 

40 

61.7 

Triple  0 

T0-80H 

804860X2 

66 

248 

INDIA 

OCM 

Superstation  11 

SPARC 

40 

21  7 

Godrei  i  BO¥C» 

G8860A  Symp-^onv 

360 

33 

51  4 

GocJrei  i  Bovct 

G8860A  Symphony 

i860  (2) 

33 

90  0 

HCL 

We-eof  III 

80-1860X2 

50 

186 

HCL 

Ma  jnum 

R3000 

25 

16.7 

HCL 

MultiRlSC 

R3C00  (41 

25 

57  3 

Penech 

HallmarV  MP 

80436DX  (6) 

33 

65  2 

Wipro 

Landmaric 

804360X2 

50 

18.6 

Wpro 

Landnr.aflc  4860 

i860   ♦  80486DX 

.850;  40 
486:  33 

61.7 

SOUTH  KOREA 
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TABU  III-6:  WORKSTATION  SOURCES  AND  PfRfORMANCC                                | 

COMPANT 

Mooa 

MPy  (QUANTTTYJ 

aocK 

(MHx) 

CT? 

(MTOPSI 

Goldstar 

GW$-40 

SPARC 

40 

21.7 

Hyundil 

HWS-S200K 

SPARC 

40 

21.7 

Mod»m 
Instrument 

MI486-S0 

804860X 

50 

18.6 

Samsung 

SysteMastar 
48602/50E 

804860X2 

50 

18.6 

Samsung 

SysteMastdf  486/50E 

80486DX 

SO 

18.6 

Samsung 

SysteMaster 
48602/66E 

804860X2 

66 

24.8 

Samsung 

MagicStation  1  &  II 

i860 

40 

61.7 

Suk  Jung 

SJ4860X/S0 

80486OX 

50 

18.6 

Trig  em 

SDT-400 

SPARC 

40 

21.7 

SINGAPORE 

GES 

Datamini  MULTIflex 

80486DX2 

50 

18.6       1 

TAIWAN                                                                           1 

Acaf* 

AcerPower  500 

80486DX 

50 

18.6 

Acer* 

AcerFrame  300 

804860X2 

66 

248 

Acer* 

AcerFrame  1000 

80486OX  (2) 

50 

344 

Acer* 

AcerFrame  3000  MP 

804360X  (41 

50 

66.1 

Afche 

APG  4  86 

8C4S6DX 

50 

18.6 

Afche 

M;PAX 

804860X  (6) 

33 

65  2 

Asustek 

EISA-486A 

8C486DX 

50 

186 

Auioccmputaf 

AUVA  435-50 

8C4860X 

50 

18.6 

CAF 

C426-50 

804860X 

50 

186 

Chairitech 

CT400 

80486DX 

50 

18  6 

Chaintfch 

450SC 

80486DX2 

66 

248 

Copam 

PC436/C50 

804860X2 

50 

18.6 

Copam 

PC486/C66 

804S6DX2 

66 

24  8 

Oaiatech 

FEAT-5031 

8C4860X 

50 

18.6 

ES-9 
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TABU  m-6:  WORKSTATION  SOURCES  AND  PERFORMAXCC 


1        COMPANY 

Mooa 

MPU(QUANIIIY) 

CLOCK 
(MHz) 

CTP 

(MTOPS) 

Oatatech 

DTK  Station  VME 

SPARC 

33 

18.1 

Oatatech 

DTK  Station  2 

SPARC 

40 

21.7 

Clitegroup 

ECS  VS-2000 

SPARC 

40 

21.7 

First  IntematJOMJ 

LEO  48e-50SE 

80486OX 

50 

18.6 

Intefland 

E1SA-486-50 

804860X 

50 

18.8 

Jet  Wjy 

Jet-486DX  50 

80486OX 

50 

18.8 

Mitac 

4060T/M 

804860X2 

68 

24.8 

Mitac 

4280G/MP 

80486OX  {4» 

33 

44.1 

Ocean  Offict 

KaiYO  SL-300 

80486DX 

50 

18.6 

Pacific 
Technology 

8CI-W8 

80486DX 

50 

18.6 

Planuon 

PT-486OX-50 

80486DX 

50 

18.6 

Quansan 

486Station 

80486DX 

50 

18.8 

Tatung 

TCS-9300T 

80486OX 

50 

18.6 

Tatung 

Mariner  <i 

SPARC 

25 

16.7 

Tatung 

COMPstation  40 

SPARC 

40 

21.7 

Tatung 

COMPstanon  99» 

SPARC  (2) 

40 

40  8 

Tatung 

Super  COMPserver* 

SuperSPAflC  (4) 

45 

206.4 

Techmca  House 

Mh-4050 

80-:86DX 

50 

186 

TAinhead 

AVlNstauon 

SPARC  (2) 

40 

408 

UNITED  STATES 

ALfl 

POv.©fPro 

80486OX 

50 

186 

Compaq 

SystemPfo  486 

80486DX  (21 

33 

230 

ComcuAdd" 

SS2 

SPARC 

40 

21.7 

Data  General 

AVi.ON  Aveooo 

88100  (4) 

25 

543 

DEC 

433MP 

S04860X  (6) 

33 

65.2 

DEC 

OECstation  5000/240 

R3000 

40 

26.7 

H-P 

Vecira  486u 

804860X2 

66 

24  8 
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TABU  ni-5:  WORKSTATION  SOURCES  AND  PCRTOIWANCC                             | 

COMPANY 

MOOa 

MPU  (QUANTTPO 

aocK 

(MHz) 

CT? 

(MTOPSl 

H-P 

HP9000  S»fl«$  705 

PA-RISC 

35 

36.5 

H-P 

HP9000  S«r>«i  750 

PA-RISC 

50* 

6i.t 

IBM 

RISC  6000  Model  730 

RS-6000 

25 

479 

Si/icon  Graphict 

40yT*PC  Iris  Indigo 

R3000 

33 

22.2 

Silicon  Graphics 

40/480 

R3000  (8» 

40 

178.3 

Silicon  Graphics 

40/CfllM  Iri»  Crimson 

R4000 

50 

79.4 

Sun 

Mo<J«<  4/75  SPARC  2 

SPARC 

40 

21.7 

Sun 

600MP  Model  140 

SPARC  (4) 

40 

79.2 

Sun 

SS10  Model  30 

SuperSPARC 

33 

480 

Sun 

SS10  Model  54 

SuperSPARC  (4) 

45 

206.4 

Source:    Compiled  by  OFA  from  press  sources,  data  supplied  by  manufacturers,  and  8XA/0TPA. 

•  -    Model  should  be  available  within  the  next  six  months. 

•  -    Acer  maintains  that  its  workstations  are  not  available  in  fact  to  proscribed  destinations. 


ENDNOTES 


E1EC0TI7B  SCXKXRY 


COCOM  countries  do  not  require  a  license  for  the  export  to 
proscribed  destinations  of  computers  with  perforrance  less 
than  or  equal  to  12.5  MTOPS.   Such  exports  from  the  U.S.  can 
be  nade  under  general  license  G-DEST,  and  12.5  MTOPS  is 
generally  referred  to  as  the  G-OEST  level  in  this  paper, 
although  certain  unilateral  U.S.  controls  modify  G-DEST 
eligibility  (e.g.,  computers  at  6  MTOPS  and  above  are 
controlled  to  Iran  and  Syria  for  foreign  policy  reasons). 
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t 

$ 

1/134 

319  M 

5S 

95  N 

155 

151  M 

1,344 

565  N 

Co»»put«r  applications  ovar  12.5  KTOPS  (Kxclude*  12.5) 

7.  Ovarall  total 

f  % 

Approved  «,999  $7.2  B 

Danlod  127  133  M 

RWA'd  491  1.2  B 

Total  7,627  8.5  B 

8.  Creator  than  12.5  MTOP«   (Excludaa  12.5) 
(Q,  w,  Y,  z,  s,  and  China) 


Approvad 
Danlad 
RWA'd 
Total 


Graater  than  12.5  MTOP«   (Excludes  12.5) 
(C,  T,  hxA  V) 

*  % 

Approvad        5,858  6.8  B 

Danled             82  38  M 

RWA'd             335  I  B 

Total            6,275  8  B 


9,  Total  4A03  Application* 

#  $ 

Approvad        7,914  8.4  B 

Denied           14*  1^5  *< 

RWA'd               6«9  1.6  B 
Total            8,731    10.2  B 

10.  Total  Applications 

/  $ 

Approved                  20,537  17.9    B 

D.mlad                                457  914   M 

RWA'd                             3,045  5   B 

SUBpcnded                         2  450  K 

Revoked                               2  41  K 

Total                          24,047  24    B 
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All  data  glv»n  ar»  for  ca»ei  clo»»d  out  in  th«  tin*  period  April  1, 
1992   -  March   31,    1993. 

1.  0  KTOPS 


Approved 
Denied 

RWA'd 
Total 

2. 


Approved 
Denied 
RWA'd 
Total 


Approved 
Deniod 
RWA'd 
Total 

4. 


Approved 
Danled 
RWA'd 
Total 

9. 


Approved 
Denied 
RWA'd 
Total 

6. 


Approved 
Doniod 
RWA'd 
Total 


7S3 

141 

909 


5 

1.2  B 
25  K 

360  N 
1.6  B 


.1  -  12.5  MTOPS   (Inclufiva) 


0 

162 

3 

30 

195 


$ 

88  M 
7  N 

14  H 
109  K 


12.51  -   29  MTOPS  (Inclu»iv«) 

/        t 
3,243     $1.2  B 
87      19  M 

194       60  M 
3,524     1.3  B 

25.01  -   50  MTOPS  (Inclusive) 

*  % 

1,317  839  M 
17  5  M 
85      34  M 

1,419      878  M 

50.01  -    100  MTOPS  (Inclusiv*) 

t  5 

1,418      1.7  B 

23       13  M 

107      59  B 

1,548      1.8  B 

ovsr  100  MTOPS  (Excludes  100) 


f 

1,021 
10 

105 
1,136 


9 

3.5  B 

100  M 
1.1  B 

4.6  B 
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STATEMENT  OF  CONGRESSMAN  SAM  GEJDENSON 

CHAIRMAN 
SUBCOMMITTEE  ON  ECONOMIC  POLICY,  TRADE  AND 
ENVIRONMENT 

JUNE  23,  1993 


This  is  the  second  in  our  series  of  hearings  on  the  Export 
Administration  Act.    At  our  first  hearing,  there  was  compelling 
testimony  demonstrating  that  our  export  controls  are  outdated, 
ineffective,  and  in  need  of  overhaul.     There  v/as  agreement 
among  the  witnesses  that  the  U.S.  tries  to  control  a  much 
broader  range  of  equipment  and  technology  than  it  should  and 
that  this  damages  both  our  economic  interests  and  our  national 
security  interests. 

By  cofitroliing  too  much,  we  make  it  difficult  to  properly 
focus  our  regulatory  efforts  on  choke  point  technology,  and  we 
make  it  harder  to  achieve  the  multilateral  consensus  needed  for 
increased  discipline  in  the  non-proliferation  control  regimes. 


71-435  0-93-6 
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We  are  hopeful  that  today's  witnesses  will  help  us  to  frame 
the  solutions  to  some  of  these  very  difficult  problems.     They 
certainly  have  the  qualifications  and  the  expertise  to  do  so.     Dr. 
Roland  Schmitt  is  the  President  of  Rensselaer  Polytechnic 
Institute  and  chaired  the  National  Academy  of  Sciences  panel  on 
export  controls.     He  is  joined  by  Major  General  William  F. 
Burns,  former  Director  of  the  Arms  Control  and  Disarmament 
Agency  and  Vice  Chairman  of  the  National  Academy  of  Sciences 
panel  on  export  controls.     Also  on  the  first  panel  is  Dr.  John 
Steinbruner,  Director  of  Foreign  Policy  Studies  at  Brookings, 
who  served  with  distinction  on  the  NAS  study. 

On  the  second  panel  we  are  very  fortunate  to  have  Jerry 
Jcibinowski,  PrcsMent  of  the  r.'jt'onal  Association  of  | 

Manufacturers.     V/e  lake  Mr.  Jasfnowski's  presence  here  today 
as  a  clear  signal  of  the  importance  that  the  business  coiiiir.;)r^  ty  . 
atlachcs  to  this  legislation.     Mr.  Jasinowski  v;ill  present  to  the 
Subcommittee,  NAM's  draft  bill  to  revise  the  TAA. 

Unless  there  are  any  other  opening  statements,  let's  proceed 
to  hear  from  the  witnesses. 
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TESTIMONY 

Of 

Roland  w.  Schmitt  and  William  F.  Burns 

before 

The  Subcominittee  on  Economic  Policy, 

Trade  and  Environment 

of  the 

House  Committee  on  Foreign  Affairs 

June  23,  1993 


Mr.  Chairman,  we  are  Dr.  Roland  W.  Schmitt  and  Ma j .  General 
William  F.  Burns  (U.S.  Army,  retired)  ,  and  we  are  honored  by  the 
invitation  to  testify  today  before  the  Subccrj- ittee  on  Economic 
Policy,  Trade  and  Environment  of  the  House  Foreign  Affairs 
Corr.ittee  on  the  reauthorization  of  the  Export  Administration  Act. 
Together,  we  served  from  1989-1991  as  chairman  and  vice  chairm.an, 
respectively,  of  a  blue-ribbon  panel  on  "The  Future  Design  and 
I.-plementat  ion  of  National  Security  Export  Controls,"  which  was 
organized  by  the  National  Academies  of  Sciences  and  Engineering. 


Dr.  Schmitt  will  retire  at  the  end  of  June  as  President  of 
the  Fenssel3er  Polytechnic  Institute.  He  previously  spent  37  years 
of  his  career  with  the  General  Electric  Ccrpcration,  from  which  he 
retired  .is  Senior  Vice  President  for  Science  2nd  Technology. 

General  Burns  sen/ed  as  the  ninth  director  of  the  U.S.  Arms 
Control  and  Disarmament  Agency,  after  a  distinguished  military 
career  of  almost  34  years.  Most  recently,  he  served  as  special 
envoy  to  Russia  and  other  states  of  the  former  Soviet  Union 
possessing  nuclear  weapons,  aiding  in  weapon's  dismantlement. 
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The  panel  released  its  report,  Finding  Connon  Ground:   U.S.  Excort 
Controls  in  a  Changed  Global  Environment,  in  1991. 

We  both  have  continued  to  remain  involved  in  critical  issues 
related  to  the  subject  of  this  hearing  in  the  two-year  period  since 
the  release  of  the  report.  As  noted,  General  Burns  served  during 
the  latter  part  of  the  Bush  administration  as  the  head  of  the  U.S. 
Delegation  negotiating  with,  the  republics  of  the  former  Soviet 
Union  on  the  safe  and  secure  dismantlement  of  nuclear  weapons.  Al- 
so during  this  period.  Dr.  Schmitt  has  chaired  the  U.S.  delegation 
for  a  joint  activity  between  the  U.S.  National  Academy  of  Sciences 
and  the  Russian  Academy  of  Sciences  on  the  problem  of  controlling 
dual  use  technology.  Some  of  the  major  recor.mendat ions  resulting 
from  this  latter  activity  are  presented  in  this  testimony. 

The  1991  Academies'  report  was  produced  at  the  request  of 
Congress  under  the  terms  of  the  Omnibus  Trade  and  Competitiveness 
Act  of  1988.  The  executive  summary  for  that  study,  which  also  con- 
tains a  list  of  those  who  participated  on  the  panel,  is  attached  to 
this  staterent,  and  we  ask  that  it  be  entered  into  the  record.  It 
is  worth  noting  that  the  congressional  request  for  the  study  occur- 
red in  19S8,  prior  to  the  opening  of  the  Berlin  Wall  and  all  of  the 
historic  events  th.^t  followed.  Vet,  during  the  course  of  its  work, 
the  panel  recognised  clearly  that  the  Cold  War  period  was  ending 
and  that  the  U.S.  and  multilateral  export  control  system  would  have 
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adapt  to  new  demands  and  challenges.   This  fact  has  only  been  rein- 
forced by  the  lessons  of  the  Persian  Gulf  conflict. 

Key  Findings  of  the  1991  Academies'  Study 

The  1991  Academies'  study,  Finding  Common  Ground:  U.S.  Export 
Controls  in  a  Changed  Global  Environment,  addressed  two  fundamental 
questions:  (1)  How  should  U.S.  export  control  policies  be  organized 
in  the  post-Cold  War  world?,  and  (2)  Are  U.S.  export  control  poli- 
cies formulated  in  a  manner  consistent  with,  and  supportive  of,  the 
full  scope  of  U.S.  interests?   The  conditions  that  determined  the 
feasibility  and  effectiveness  of  national  security  export  controls 
since  the  end  of  the  Second  World  War  have  changed  dramatically, 
and  the  nature  of  the  Western  security  alliance  is  now  changing  as 
well.   The  dissolution  of  the  Warsaw  Treaty  Organization  (WTO)  and 
the  progressive  removal  of  a  forward-based,  strategic  offensive 
threat  fron  the  former  Soviet  Union  led  the  panel  to  conclude  that 
a  new  paradigm  for  the  application  of  West-East  export  controls  is 
now  required. 

Thus,  the  panel  recommended  that  the  U.S.  and  the  other  r,a- 
ticns  participating  in  CoCom  should  change  the  casis  of  their  tech- 
nology transfer  and  trade  relationships  with  the  republics  of  the 
former  Soviet  Union  and  the  East  European  countries  from  the  "de- 
nial regime"  that  has  existed  for  r^ore  than  45  years  to  an  "appro- 
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val  regime,"  based  on  r.ult  ilateral  ly  agreed  and  verifiable  end-use 
conditions.  Indeed,  the  panel  concluded  that  continued  pursuit  of 
a  policy  of  general  denial  is  neither  administratively  feasible  in 
light  of  the  multiple  channels  and  sources  for  acquisition,  nor 
politically  desirable  in  the  context  of  the  current  positive  trend 
in  relations  with  the  states  of  the  FSU  and  the  other  foiTier  WTO 
countries. 

In  contrast  to  the  dramatically  reduced  West-East  threat, 
there  are  growing  concerns  about  the  acquisition  by  certain  coun- 
tries and  political  organizations  of  technologies  contributing  to 
the  proliferation  of  nuclear,  chemical,  biological  weapons,  missile 
delivery  systems,  and  advanced  conventional  weapons.   The  most  im- 
portant distinction  between  traditional  West-East  and  so-called  pro- 
liferation export  controls  is  that  the  United  States  is  not  in  a 
position  to  exercise  the  sane  level  of  influence  over  the  suppliers 
of  proliferation-related  technologies.   Moreover,  to  be  effective, 
such  control  regir.es  must  include  participation  by  (at  least  the 
nuclear-capable)   republics  of  the  for.~er  So%-:ei  Union  and  the 
People's  Republic  of  China.    Indeed,  the  panel  urgei  that  U.S. 
policy  should  acknowledge  explicitly  the  need  to  control  prolife- 
ration-related technologies  as  a  national  security  concern. 


The  notion  of  an  approval  regime  shifts  the  bnsis  of  export 
control  policy  from  a  presurption  of  general  denial  (with  li.mited 
•ixceptions)  ,  where  the  burden  of  proof  is  en  the  exporter  to 
demonstrate  why  a  particular  item  should  be  exported,  to  cne  of 
presu:Tied  approval  to  export,  predicated  on  the  existence  of 
verifiable  end-use  conditions. 
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The  Academies'  panel  reached  four  additional  broad  areas  of 
agreement  with  regard  to: 
(1)  U.S.  Export  Control  Policy  -  The  panel  concluded  that  care- 
fully tailored  and/or  refashioned  export  controls  can  be  ap- 
propriate and  viable  in  support  of  the  following  U.S.  policy 
objectives:  (a)  constraining  access  by  the  Soviet  military  to 
technology  and  end  products  that  contribute  significantly  and 
directly  to  the  improvement  of  weapons  capabilities,  (b)  con- 
straining access  by  certain  countries  to  technology  and  end 
products  that  contribute  significantly  and  directly  to  the  de- 
velopment of  advanced  weapons  systems,  (c)  constraining  access 
by  countries  of  proliferation  concern  to  nuclear,  biological, 
chenical,  and  missile  delivery  technologies  and  know-how,  and 
(d)  imposing  mult i laterally  agreed  sanctions  for  violations  of 
international  agreements  or  nonr.s  of  behavior. 
(2)  The  CoCom  control  regime  -  The  panel  found  that  the  continued 
credibility  of  CoCom  now  depends  on  the  willingness  of  its 
re.-bers  to  recognize  and  respond  to  the  new  political,  eccro- 
r.ic,  and  military  realities  by  developing  a  flexible  and  adap- 
tive strategy.   The  panel  recc-r.ended  that  CoCcm  should  be 
■ontinued  but  that  its  focus  should  be  shifted  from  a  denial 
regime,  based  on  an  embargo  cf  ccntrolled  goods  and  techr.c- 
iogy,  to  an  approval  regir.e,  bas.jd  en  a  sharply  reduced  CoCcm 
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Industrial  List  and  contingent  on  verifiable  end-use  condi- 
tions approved  by  CoCom. 
(3)  Proliferation  Control  Regimes  -  The  panel  found  that  there  are 
insufficient  linkages  between  the  multilateral  arrangements 
established  to  address  nuclear,  chemical,  and  missile  techno- 
logy exports  and  the  present  CoCom  export  control  regime. 
Further,  issues  pertaining  to  international  arms  trade,  and 
trade  in  high-technology  weapons,  require  more  coherent  multi- 
lateral attention  than  they  now  receive.   The  panel  concluded 
that  high-level  leadership  and  policy  coordination  will  be 
needed  from  a  small  number  of  countries,  including  at  least 
the  United  States,  the  United  Kingdom,  the  former  Soviet 
Union,  France,  Germany,  Japan,  and  China,  combined  with  a 
mechanism  or  set  of  mechanisms  for  developing  and  maintaining 
coordinated  international  regimes  to  which  all  interested 
states  can  be  parties.   In  applying  export  controls  to  proli- 
feration problems,  care  must  be  taken  to  make  them  narrowly 
targeted  and  as  fully  multilateral  as  pcssible. 
(4)  The  U.S.  Fxport  Control  Regime  -  The  panel  recommended  that 
the  U.S.  government  should  develop  a  new  policy  process  in 
which  all  interests  are  fully  and  clearly  expressed  so  that 
presidential  leadership  can  drive  decisions  in  a  balanced  and 
timely  fashion.   Even  today,  line  agencies  with  conflicting 


It  should  be  noted  that  the  panel's  report  was  issued  prior 
to  the  establishment  of  the  CoCom  Cooperation  Forum  in  November 
1992.  Thus,  the  panel  took  no  position  on  the  advisability  of 
retaining  or  modifying  CoCom  as  a  vehicle  for  the  integration  of  a 
more  effective  proliferation-related  export  controls. 
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missions  are  sor.etimes  unable  to  integrate  the  various  na- 
tional security,  economic,  and  foreign  policy  issues  and  give 
executive  authorities  a  balanced,  coherent  view  of  the  key 
issues.  As  a  result,  a-  disproportionate  amount  of  bureaucra- 
tic resources  are  expended  in  resolving  disputes,  rather  than 
administering  and  enforcing  the  export  control  system.  The 
resulting  confusion  has  on  some  occasions  caused  additional 
delay  and  expense  for  U.S.  exporters. 

To  resolve  these  difficulties,  the  panel  recommended  that 
clear  policy  guidance  be  established  by  the  President  in  a  na- 
tional security  directive;  that  an  interagency  policy  coordi- 
nating process  be  established  to  formulate  and  review  propo- 
sals and  recommendations  in  full  consideration  of  all  relevant 
national  interests;  and  that  all  routine  administrative  acti- 
vities undertaken  within  the  established  policy  guidelines  be 
consolidated  in  a  single  administrative  agency,  with  clear  in- 
structions as  to  when  issues  should  be  referred  to  the  inter- 
agency policy  coordinating  process. 

Two  years  have  now  elapsed  since  the  publication  cf  the  Aca- 
demi-es'  report.  In  the  case  of  the  former  Soviet  Union  and  other 
WTO  countries,  matters  have  evolved  generally  as  the  panel  antici- 
pated, albeit  with  some  political  difficulties  in  the  Russian  Fede- 
ration  and  Ukraine,  in  particular,  that  could  potentially  derail 
further  efforts  to  liberalize  or  even  eliminate  West-East  controls. 
In  the  case  of  proliferation-related  controls,  many  of  the  lessons 
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learned  in  the  aftermath  of  Gulf  War  about  the  scope  and  extent  of 
Iraqi  efforts  to  acquire  technologies  and  technical  capabilities 
relevant  to  the  production  of  weapons  of  mass  destruction  (W>!D) 
have  only  served  to  underscore  the  need  to  shift  the  policy  focus 
rapidly  in  this  direction.  In  general,  however,  we  believe  that 
these  developments  have  mostly  served  to  validate  the  key  findings 
and  recommendations  of  the  panel.  Moreover,  due  in  part  to  the 
political  exigencies  of  the  Gulf  War  period  when  the  report  was 
released,  most  of  the  panel's  recommendations  remain  unimplemented. 

In  the  remainder  of  our  testimony,  we  will  in  some  respects 
step  beyond  the  1991  Academies'  report.  Thus,  we  wish  to  make  it 
clear  that,  in  what  follows,  we  are  not  speaking  on  behalf  of  the 
panel  or  the  National  Academies  of  Sciences  and  Engineering  or  the 
Institute  of  Medicine. 

Export  Controls  and  Current  U.S.  National  Security  Concerns 

As  noted  previously,  it  is  now  apparent  that  the  array  of  na- 
tional security  threats  facing  the  United  States  in  the  post-Cold 
War  world  are  substantially  different  from  those  which  have  existed 
during  the  past  45  years.  At  the  same  time,  however,  it  would  be 
imprudent--and,  indeed,  inaccurate--to  suggest  that  the  old  con- 
cerns which  motivated  U.S.  national  security  export  controls  have 
disappeared  entirely.  But  the  reduction  and  virtual  elimination  of 
the  monolithic  Soviet  threat,  which  all  of  the  CoCoin  rerber  coun- 
tries previously   recognized,  has  brought  into  qi:estion  whether 
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sufficient  multilateral  consensus  can  be  maintained  regarding  the 
use  of  export  controls  as  an  instrument  to  counter  WMD  prolifera- 
tion. 

It  is  also  undeniable  that  the  center  of  gravity  of  the  na- 
tional security  threats  has  shifted.  But,  unlike  the  Cold  War 
period,  we  do  not  and  can  not  know  with  certainty  who  our  potential 
adversary (ies)  may  be  in  the  future.  In  all  likelihood,  they  may 
be  from  among  the  Third  World  countries,  and  they  could  well  be 
countries  that  we  presently  consider  our  friends.  They  probably 
also  will  be  in  possession  of--or  be  attempting  to  develop  or 
acqxi ire--weapons  of  mass  destruction. 

In  the  West-East  context,  the  United  States  (and  most,  if  not 
all,  of  the  CoCom  countries)  continue  to  have  serious  national  se- 
curity concerns  about  the  management  and  control  of  militarily 
sensitive  dual  use  technologies  during  the  transition  of  the  Rus- 

c 

sian  Federation  and  other  FSU  states'  to  a  stable,  der.ccratic 
societies  with  a  nonr.ally-f  unct  ioning  r.arket  economies.  These 
concerns  feces  both  on  the  residual  prcclen  of  divc-rsion  of  dual 
use  end  products  and  process  technology  to  military  applications, 
particularly  within  the  Russian  Federation  and  on  the  possibility 


Although  we  give  primary  emphasis  to  the  probler.s  associated 
with  the  establishment  of  viable  export  administration  in  the  Rus- 
sian Federation,  we  recognize  that,  with  the  breakup  or  the  foirmer 
Soviet  Union,  the  problem  potentially  exists  with  respect  to  all 
twelve  republics.  The  major  concern,  however,  is  with  those  repub- 
lics which  are  the  more  technologically  advanced. 
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that  technology,  end  products,  and/or  know-how  might  be  nade 
available  to  countries  of  proliferation  concern.  A  second  major 
set  of  concerns  relate  to  the  need  either  to  establish  or  upgrade 
competent  civil  authorities  with  the  will  and  capabilities  to  en- 
force the  laws,  decrees,  operating  regulations,  licensing  proce- 
dures. 

These  concerns  are  particularly  deepened  by  the  realization 
that  military  research  and  production  centers  are  under  extreme 
pressure  to  find  foreign  financial  support  to  ensure  their  survival 
for  the  near-term  future.  Given  this  strong  financial  incentive  to 
export  technology,  if  not  people,  and  the  difficulty  that  the  Rus- 
sian Federation  appears  to  be  having  in  some  circumstances  in  re- 
maining fully  knowledgeable  about  and  controlling  the  export  acti- 
vities of  some  of  the  more  decentralized  manufacturing  enterprises, 
the  united  States  must  pay  close  attention  to  the  actual  practice 
of  export  administration  in  the  FSU  states. 

In  addition,  the  large  number  of  remaining  nuclear  weapons  and 
missile  delivery  systers  and  the  large  numbers  of  conventional  wea- 
pons, many  of  which  could  be  substantially  upgraded  through  access 
to  Western  technology,  are  of  concern.  Indeed,  the  fundamental 
NATO  doctrine  of  reliance  on  "technology  force  multipliers"  (i.e., 
using  advanced  technology  to  overcome  numerical  inequalities)  in 
order  to  maintain  strategic  force  parity  has  created  an  inherent 
conservatism  regarding  the  complete  elimination  of  controls  on  sen- 
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sitive  dual  use  technology  to  the  former  Soviet  Union.  And  these 
conservative  tendencies  have  only  been  reinforced  by  the  continuing 
political  uncertainties  in  Moscow  and  by  the  failure  so  far  of  the 
Russian  Congress  of  People's  Deputies--and  the  governments  of 
certain  other  FSU  states--to  ratify  the  Start  II  strategic  arms 
agreement . 

The  reluctance  of  the  United  States  to  agree  to  the  total  eli- 
mination of  West-East  export  controls  is  likely  to  continue  until 
such  time  as  it  is  apparent  that  the  economic,  political,  and  so- 
cial upheavals  in  the  Russian  Federation  will  be  resolved  peace- 
fully, leaving  in  place  an  open  society  that  is  integrated  with  the 
global  market  economy.  Part  of  this  reluctance  is  also  no  doubt  an 
inevitable  result  of  the  fact  that  old  ways  of  reflexive  thinking 
and  behavior,  born  out  of  forty-five  years  of  Cold  War  mistrust, 
take  time  to  change  (on  both  sides) .  It  also  takes  time  to  build 
mutual  trust  and  to  bring  "normality"  to  political,  economic,  and 
social  relationships. 

At  the  same  time,  concerns  about  the  proliferation  of  WMDs , 
missile  delivery  system.s,  and  advanced  conventional  weapons  have 
resulted  in  a  substantial  upgrading  of  this  other  set  of  problems, 
relative  to  the  old  challenges  of  the  Cold  War  era,  as  a  priority 
national  security  concern.  Indeed,  a  significant  symbolic  outcom.e 
of  the  Persian  Gulf  conf 1 ict--and  the  revelations  about  the  extent 
of  the  Iraqi  acquisition  efforts--is  that  the  problem  is  now  in- 
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creasingly  referred  to  as  counter-proliferation  rather  than  non- 
proliferation,  implying  that  it  has  become  necessary  to  strive  si- 
multaneously both  to  prevent  the  additional  spread  of  WMDs  and  to 
take  appropriate  measures  with  respect  to  those  countries  that  have 
already  developed  or  acquired  WMD  technology. 

There  are,  however,  some  key  differences  between  the  new 
security  threat  posed  by  proliferation-related  technologies  and  the 
old  Cold  War  concerns.   First,  much  of  the  technology  necessary  to 
build  WMDs  is  already  fairly  widely  diffused,  and  in  some  cases  it 
has  achieved  commodity  status  (e.g.,  powerful  personal  computers). 
Second,  the  number  of  known  (and  potential)  proliferant  states  is 
large  enough  as  to  make  it  difficult  to  maintain  the  same  degree  of 
intelligence  monitoring  and  effective  enforcement  as  vas  the  case 
during  the  Cold  War.   Third,  many  of  the  weapons  systems  that  pro- 
liferant states  seek  to  acquire  are  becoming  increasingly  available 
through  the  "global  arms  bazaar"  that  exists  today.   Fourth,  many 
would-be  proliferant  states  are  themselves  now  more  technologi- 
cally-sophisticated (often  the  result  of  calling  home  expatriate 
citizens  with  advance'd  training),  and  therefore  they  are  =ible  to 
produce  weapons  systems  based  on  indigenous  design  and  fabrication. 
And  finally,  crude  versions  of  many  WMDs  and  missile  delivery  sys- 
tems can  be  assembled  using  technologies  and  end  products  that  are 
often  many  generations  out  of  date  (and  therefore  widely  available 
on  the  secondary  market) ,  but  nonetheless  effective  and  lethal  for 
the  intended  purpose. 
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Changes  in  the  process  by  which  the  technology  needed  for  the 
development  of  new  weapons  systems  are  developed,  together  with  the 
rapidly  growing  and  wide-spread  availability  (i.e.  comnodit ization) 
of  many  previously-controlled  items,  such  as  personal  computers  and 
certain  types  of  semi-conductor  chips,  makes  the  continued  enforce- 
ment of  comprehensive  restrictions  on  the  export  of  sensitive  dual 
use  technology  extremely  difficult.   These  new  circumstances  sug- 
gest that  future  efforts  to  control  sensitive  technology  will  re- 
quire that  an  assessment  be  made  of  its  actual  "controllability," 
i.e.,  whether  the  item  in  question  is  widely  available  and  whether 
access  to  it  actually  can  be  constrained.   They  also  suggest  that 
it  will  be  necessary  to  identify,  through  both  national  means  and 
bilateral  consultation,  specific  "chokepoints"  in  the  process  of 
technology  development  and  deployTnent--part icularly  in  terms  of  its 
military  appl ication--which  enhance  the  possibility  of  control.   In 
addition  to  identifying  effective  chokepoints,  it  may  be  useful  to 
establish  separate  measures  for  the  practical  marking,  tracking  and 
verification  of  end-uses.   Such  scher.es  are  now  more  readily  adopt- 
ed and  useful  in  view  of  the  advances  in  information  base,  analy- 
sis, and  ccmrunicat ion  technologies. 

Problem s  >■  ith  the  Curr e nt  U.S.  Export  Controls 

The  1991  Academies'  study  identified  a  variety  of  organiza- 
tional problems,  many  of  which  continue  today.   Responsibility  for 


The  issue  of  "controllability"  was  dealt  with  extensively  in 
the  1991  Academies'  report.  See  especially  Chapter  10,  pp.  162- 
164,  and  Appendix  C,  pp.  251-253. 
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the  administration  of  the  export  control  system  remains  divided 
among  three  main  agencies  of  the  U.S.  Government,  and  includes  a 
number  of  others  in  policy  formulation  and  execution.  Thus,  the 
process  remains  slow  and  cumbersome.  Although  improved  somewhat  by 
the  more  active  leadership  now  being  provided  by  the  staff  of  the 
National  Security  Council,  many  of  the  old  difficulties  about  un- 
clear agency  jurisdictions,  unharmonized  or  conflicting  control 
lists,  and  ineffective  decontrol  procedures  continue. 

At  a  more  fundamental  level,  the  U.S.  export  control  system 
fails  to  take  sufficient  account  of  the  time  scale  of  technological 
change  and  the  rate  and  scope  of  technology  diffusion,  particularly 
in  terms  of  what  this  does  to  the  controllability  of  a  given  iter.. 
The  result  is  that  list  modification  takes  place  at  an  unrealist- 
ically  slow  pace,  thereby  damaging  the  international  competitive- 
ness of  U.S.  industry.  This,  in  turn,  raises  the  long-standing 
concern  about  the  need  to  "balance  the  national  interest"  --  i.e., 
to  weigh  the  trade-offs  between  the  imposition  of  r.ore  rigorous 
controls  and  the  need  to  do  everything  possible  to  promote  U.S. 
exports  in  a  highly  competitive  global  rarket.  This  debate  has 
never  been  fully  joined,  although  the  current  export  control  syster, 
is  probably  somewhat  less  onerous  for  industry  (i.e.,  in  terms  of 
maintaining  a  "level  playing  field")  now  than  it  was  in  the  past. 

Two  additional  problems  with  the  U.S.  export  control  system 
warrant  attention.   One  is  the  long-held  U.S.  practice  of  imposing 
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unilateral  controls,  which  as  you  pointed  out  in  your  letter,  Mr. 
Chairman,  the  Academies'  panel  said  should  be  eliminated,  except  in 
highly  limited  circumstances.  Part  of  the  problem  is  that  the  U.S. 
attempts  to  use  export  controls  as  a  means  to  pursue  both  multila- 
terally-agreed  upon  national  security  goals  and  unilateral  foreign 
policy  objectives.  Moreover,  unilateral  controls  can  only  work  if 
the  controlling  nation  holds  a  virtual  monopoly  on  the  item  being 
controlled.  Given  the  extent  of  technology  diffusion  today,  there 
are  very  few  items  where  this  is  the  case. 

Unilateral  controls  maintained  as  a  temporary  measure  may 
continue  to  be  appropriate  as  long  as  there  are  active  efforts 
underway  to  bring  about  multilateral  control.  Even  then,  it  re- 
quires a  case-by-case  judgment  as  to  whether  U.S.  unilateral  re- 
straint will  encourage  agreement,  rather  than  encouraging  other 
nations  to  stall  while  their  exporters  take  advantage  of  the  U.S. 
cor:petitive  disadvantage.  Unilateral  controls  on  a  perraanent  basis 
should  be  limited  to  those  cases  either  where  the  offending  coun- 
try's behavior  is  so  egregious  that  the  U.S.  feels  obliged  to  make 
a  sy-tclic  statement  on  moral  grounds  or  where  the  statement  cf 
U.S.  displeasure  has  som.e  possibility  of  actually  changing  the 
offending  behavior  in  the  short  term. 

The  other  problematic  dimension  of  the  U.S.  export  control 
system  has  to  do  with  re-export  controls  and  the  issue  of  extra- 
territorial reach.   The  United  States  continues  to  be  the  only 
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CoCon  country  to  impose  comprehensive  re-export  licensing  require- 
ments, and  there  is  substantial  evidence  that  it  is  only  U.S. -based 
or  U.S. -owned  corporations  that  comply  with  these  controls.   Many 
of  our  allies  continue  to  object  on  principle  to  the  extraterri- 
torial application  of  such  controls,  arguing  that  it  is  an  invasion 
of  their  sovereignty.   Our  prescription  on  re-export  controls  is 
similar  to  that  for  unilateral  controls:  (a)  impose  them  only  on  a 
temporary  basis,  while  active  efforts  are  underway  to  obtain  the 
cooperat ion--and  action--of  the  government  of  the  re-exporting 
country,  or  (b)  maintain  them  on  a  continuing  basis  only  for  those 
items--and  end  users--where  the  re-export  would  cause  serious,  con- 
tinuing harm  to  U.S.  national  security  (e.g.,  to  prevent  the  kind 
of  shopping  of  world  markets  and  clandestine  importing  through 
third  countries  undertaken  by  Iraq  prior  to  the  Gulf  War). 

Futu re  E xport  Controls  and  the  Former  Soviet  Union 

The  United  States  and  its  allies  currently  face  a  "Catch  22" 
situation  with  respect  to  the  continuation  of  export  controls  for 
the  republics  of  the  former  Soviet  Union.  We  have  made  the  eco- 
nomic ani  political  transf  orr.at  ion  of  the  republics  a  major  foreign 
policy  goal,  while  at  the  sane  time  we  continue  to  enforce  export 
controls  directed  at  these  countries.  But  these  export  controls, 
originally  established  during  the  Cold  War  as  a  means  to  restrain 
both  the  r.ilitary  and  economic  development  of  the  Warsaw  Pact  coun- 
tries, ray  now  pose  an  obstacle  to  successful  r.arket-oriented  eco- 
nomic development,  defense  conversion,  and  democratization  in  the 
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FSU  republics  which  the  West  seeks.  In  this  respect,  U.S.  foreign 
policy  and  national  security  concerns  appear  to  be  in  conflict. 
Vet,  it  can  be  argued  persuasively  that  increased  technology  trans- 
fer between  the  United  States  and  the  FSU  states  is  a  means  both  to 
safely  and  efficiently  rebuild  the  economies  of  Russia  and  its 
neighbors,  and  to  generate  revenue  for  Ainerican  companies,  while 
also  promoting  the  national  security  of  the  United  States. 

At  the  same  time,  while  the  long-term  goal  of  U.S.  policy  is 
to  bring  the  FSU  states  into  the  CoCom  framework  as  full,  equal 

and  economically-developed  partners,  responsible  policymaking  in 
the  short-term  must  seek  (a)  to  prevent  dual  use  products  and  tech- 
nology from  being  diverted  to  military  applications  within  the  FSU, 
and  (b)  to  ensure  that  FSU  technology,  end  products,  and/or  know- 
how  is  not  made  available  to  countries  of  proliferation  concern 
through  re-export.  These  concerns  directly  correlate  to  the  wil- 
lingness and  ability  of  the  FSU  states  to  adopt  and  implement  ef- 
fective export  adcinistrat ion  regimes.  In  all  of  these  countries, 
except  the  Russian  Federation  itself,  the  establishment  of  such 
regimes  is  a  corpiete-ly  new  undertaking  and  entirely  new  bureau- 
cracies and  staffs  must  be  established  and  trained. 


That  is,  to  assist  the  FSU  states  on  a  bilateral  basis  to 
establish  or  strengthen  effective  indigenous  export  administration 
procedures  and  to  engage  these  countries  in  the  broader  CoCora  Coop- 
eration Forum. 
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If  the  United  States  and  the  countries  of  the  FSU  are  to  pro- 
ceed with  the  dismantling  of  the  remaining  West-East  export  control 
barriers,  it  is  essential  to  build  new  and  higher  levels  of  trust. 
The  recent  dialogue  sponsored  jointly  by  the  U.S.  National  Academy 
of  Sciences  (NAS)  and  the  Russian  Academy  of  Sciences  (RAS) ,  in 
which  we  both  participated,  produced  a  number  of  potentially  val- 
uable confidence-building  measures  directly  related  to'  export  con- 
trol. While  we  recognize  that  confidence-building  can  be  accomp- 
lished in  a  variety  of  ways,  we  believe  that  the  following  joint 
NAS/RAS  proposals,  which  were  adopted  unanimously,  warrant  further 
consideration: 

1.  The  United  States  and  Russia  could  agree  now,  even  before  a 
closer  integration  of  Russia  into  a  reformed  CoCom,  to  estab- 
lish a  joint  standing  group  that  would  identify  and  agree  upon 
categories  of  "strategically  dangerous"  technologies,  with  the 
objective  of  promoting  a  convergence  between  Russian  and  West- 
ern export  control  lists.  This  would  also  help  to  ensure  that 
Russian  authorities  would  not  permit  the  transfer  of  sensitive 
technology  to  enterprises  either  in  Russia  or  in  countries  of 
prcliferation  concern  that  are  on  Western  restriction  lists. 

2.  Through  substantially  enhanced  intelligence  sharing,  the  two 
gcvernments  should  identify  and  agree  upon  enterprises  or 
"projects  of  concern"  to  which  certain  technologies  should  not 
be  internally  transferred  or  export'ed. 

3.  The  two  countries  should  consider  establishing  a  bilateral 
laboratory  group  that  would  work  to  identify  and  agree  upon 
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new  technologies  that  may  be  necessary  to  control.   Similarly, 
Russian  specialists,  in  cooperation  with  scientists  and  engi- 
neers from  the  United  States,  should  undertake  an  effort  to 
identify  "chokepoints"  where  the  unwanted  export  and/or  inter- 
nal transfer  of  technology  can  be  prevented  effectively. 
4.  The  United  States  should  help  to  support  a  limited  program  of 
joint  research,  sited  in  Russia,  which  would  involve  the  use 
of  controlled  technology  for  carefully  selected  and  monitored 
basic  research.   Such  uses  of  technology  could  then  be  expand- 
ed subsequently  as  confidence  increased  that  the  items  pre- 
viously made  available  had  not  been  diverted.   The  initiation 
of  a  joint  program  of  research  would  have  many  other  advan- 
tages in  addition  to  confidence-building,  including  the  reduc- 
tion of  brain  drain  and  the  promotioi;i  of  important  scientific 
advances . 

5.  Both  the  Russian  Federation  and  United  States  should  explore 
the  use  of  new  verification  technologies,  such  as  remote  moni- 
toring of  computer  usage  and  bar-coding  and  laser  scanning  of 
controlled  items,  to  verify  compliance. 

6.  Both  governr.ents-  should  promote  m.axir.ur.  openness  and  trans- 
parency, including  publication  of  pre-cor.pet  itive  research 
results  on  an  unclassified  basis,  to  build  confidence  and  to 
avoid  "technological  surprise"  that  could  re-ignite  an  arms 
race  (e.g.,  in  space-based  iefenses). 

7.  Because  both  countries  nay  feel  it  necessary  to  retain  an 
ability  to  reconvert  som.e  dual  use  industrial  enterprises  to 
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military  production  during  times  of  impending  hostility,  the 
two  governments  should  consider  modalities  to  inform  each 
other  as  to  which  enterprises  have  been  identified  for 
reconversion  and  under  what  circumstances. 

Future  Export  Controls  and  Counter-Proliferation 

As  we  noted  earlier,  a  fundamental,  continuing  concern  with 
respect  to  counter-proliferation  is  whether  sufficient  multilateral 
consensus  exists--or  can  be  developed--to  deal  effectively  with 
this  highly  complex  problem.  Some  effort  has  been  devoted  within 
CoCom  to  positioning  that  organization  to  begin  to  deal  explicitly 
with  counter-proliferation  export  controls,  something  that  it  has 
never  done  previously  in  its  history.  In  November  1992,  the  CoCom 
countries  convened  the  first  r.eeting  of  the  so-called  CoCom  Coop- 
eration Forum  (CCF),  which  includes  virtually  all  of  the  republics 
of  the  FSU  and  the  countries  of  East  Europe.  Notably  absent,  how- 
ever, are  China  and  Vietnam,  largely  at  the  insistence  of  the 
United  States. 

Aithcjgh  the  CCF  has  not  yet  evolved  beyond  the  stage  cr  a 
"talking  forum,"  we  consider  its  establishment  to  be  a  useful  de- 
velcpr.ent.  If  all  potential  supplier  states  were  included,  the  CCF 
co.:Id,  in  principle,  become  an  effective  coordinating  mechanism  for 
the  administration  of  multilateral  counter-proliferation  expert 
controls.  We  do  not  believe,  nor  are  we  arguing,  that  it  is  neces- 
sary for  the  CCF  to  become,  as  some  have  suggested,  a  "supersecre- 
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tariat"  for  the  administration  of  multilateral  controls.  However, 
the  current  amalgam  of  counter-proliferation  regimes--i . e- ,  the 
MTCR  for  missiles  (of  a  certain  size,  range  and  throwweight) ,  the 
Australia  Group  for  chemical  weapons  (soon  to  be  supplanted  by  the 
Chemical  Weapons  Convention)  and  the  Biological  Weapons  Convention- 
-each  with  their  own,  non-identical  group  of  member  countries  and 
varying  degrees  of  cooperation  and  enforcement,  is  not  adequate  to 
the  task  at  hand.  Thus,  we  are  convinced  that  some  sort  of  coor- 
dinating mechanism,  even  if  it  only  coordinates  more  closely  the 
work  of  the  separate  regimes,  is  urgently  needed. 

There  is  also  another,  more  conceptual  problem,  that  must  be 
addressed:  the  lack  of  a  well  articulated,  fundamental  strategy 
with  respect  to  each  of  the  areas  of  proliferation  concern  (i.e., 
nuclear,  biological,  chemical,  missiles,  advanced  conventional, 
etc.   How  are  we  to  decide  who  we  are  trying  to  prevent  from  get- 
ting what?   The  problen  is  that  today's  cooperating  nation  nay  be- 
come tomorrow's  pariah  state.   Moreover,  there  is  the  question  of 
whether  the  fundarental  differences  in  the  nature  of  the  prolifera- 
tion threat  (versus  the  eld  Cold  War  threat)  require  us  to  rc-'sval- 
uate  the  existing  philosophy  that  underlies  the  controls.   Given 
the  fact  that  sore  of  the  weapons  of  concern  require  relatively 
unsophisticated  technology,  does  the  focus  on  technology  rather 
than  end-products,  as  recommended  nearly  a  decade  ago  in  the  so- 
called  Bucy  report,  still  make  sense?   And,  if  counter-prolifera- 
tion controls  must  then  be  expanded  to  include  less  sophisticated 
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and/or  obsolescent  technologies  and  end  products,  is  such  an  ap- 
proach feasible  in  the  current  world  econor.ic  and  political  envi- 
ronment? 

These  serious  doubts  about  the  scope  and  nature  of  what  must 
be  controlled  to  effectively  counter  proliferation  cause  us  to  con- 
clude that  so-called  "supply  side"  approaches--namely ,  the  denial 
of  technologies  and  products  through  export  controls--have  real 
limitations.  Indeed,  further  expansion  of  a  denial  regime  to  in- 
clude new  proliferation-related  items  is,  in  our  judgement,  likely 
to  be  futile.  Instead,  attention  should  be  focused  increasingly  on 
the  "demand  side"  of  the  equation. 

"Demand  side"  policy  approaches  would  involve,  first,  active 
efforts  to  identify  the  specific  reasons  why  nations  feel  compelled 
to  acquire  or  develop  V.'MDs--and  then  acting  to  eliminate  or  at 
least  reduce  these  perceived,  regional  and  other  insecurities.  Se- 
cond, such  approaches  would  seek  to  provide  positive  incentives 
through  a  variety  of  instruments  (i.e.,  through  foreign  aid,  ex- 
port/import credits,  technical  assistance,  and  sc  on)  to  convir.re 
would-be  proliferants  that  their  larger  economic  and  political  in- 
terests are  better  served  by  renouncing  atterpts  to  acquire  wy.Ds  or 
adv.->ncod  conv  -ntional  weapons  or,  at  the  very  least,  Ly  maintaining 
a  policy  of  openness  and  disclosure.  (It  should  be  noted,  in  this 
regard,  that  the  so-called  Nunn-Lugar  funds  are  intended  to  promote 
precisely  this  kind  of  transparency  in  the  republics  of  the  FSU.) 
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Where  such  "demand  side"  approaches  fail,  and  where  there  is 
persuasive  intelligence  evidence  of  continued  attempts  to  acquire 
or  develop  such  weapons  systems,  export  controls  must  be  applied, 
preferably  on  a  nultilateral  basis.   In  extreme  cases,  of  course, 
where  such  "supply  side"  approaches  also  fail  to  halt  the  prolife- 
ration,  there  will   be   no  alternative  but  to   resort  to  the 
threatened  or  actual  use  of  force  in  order  to  remove  the  threat  to 
U.S.  national  security.   The  kind  o^  "approval  regime,"  which  the 
Academies'  panel  advocated  for  those  countries  now  subject  to  CoCom 
controls,  would  then  not  be  appropriate,  since  that  approach  is 
predicted  on  the  existence  of  openness  and  transparency,  and  a 
willingness  to  permit  verification  of  the  actual  end-use  of  the 
items  subject  to  control.   As  we  have  witnessed  in  the  case  of 
post-war  Iraq,  obtaining  the  cooperation  of  a  would-be  proliferant 
country  in  verifying  end  use  and  in  acting  in  an  open  and  respon- 
sible manner  is  extremely  difficult. 

Implications  for  the  Reauthorization  of  Jthe _EAA 

The  export  control  problem  is  so  cor.plex  and  multi-faceted 
that  it  would  be  ur.rc- rl  ist ic  to  atter.pt  to  address  -.n  the  reiutr.:- 
rization  of  the  Export  Administration  Act  (EAA)  all  of  the  issues 
we  have  raised  here.  Indeed,  Congress  has  in  the  past  been  r.is- 
taken,  in  our  judgr.ent,'  by  attempting  to  be  too  ambitious  in  "micro- 
r.anaging"  the  administration  of  export  controls  in  the  terms  of  the 
EAA.  This  became  necessary  in  the  past  due,  in  part,  to  the 
gridlock  caused  by  conflicting  national  priorities  of  the  Cold  War 
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period  (e.g. ,  retarding  Soviet  military  capability  versus  promoting 
U.S.  exports).  But  we  have  now  entered  a  different  era,  one  that 
calls  for  a  different  legislative  approach. 

What  is  needed  at  the  present  time  is  for  Congress  to  craft  a 
new  EAA  that  is  both  comprehensive  and  highly  flexible  in  the  au- 
thority it  grants.  The  law  should  be  fundamentally  grounded  in  the 
notion  that,  in  today's  highly  competitive  global  environment, 
where  technology  is  diffusing  rapidly  through  multiple  channels, 
"supply  side"  policies  emphasizing  the  denial  of  technology  and  end 
products  can  only  hope  to  succeed  if  they  are  fully  multilateral  in 
nature.   Thus,  the  new  EAA  should  avoid  reflexive,  unilateral  ap- 
proaches to  the  greatest  extent  possible  and  should  offer  the  Exe- 
cutive branch  r.axinum  flexibility  in  negotiating  with  other  poten- 
tial supplier  nations.   Similarly,  the  law  should  emphasize  that 
the  principal  purpose  of  export  controls  is  to  pronote  L'.S.  na- 
tional security,  which  must  explicitly  include  the  proliferation  of 
v.'MDs,  rissile  and  other  weapons  delivery  systems,  and  advanced  con- 
ventional weapons,  and  which  rust  also  take  account  of  economic 
ccns  iderst  icr.s  (i.e.,  the  continued  ccrp^t  it  iver.ess  of  U.S.  in- 
dustry) as  well.   By  implication,  therefore,  a  new  EAA  should  dis- 
courage the  use  of  export  controls  as  an  inst rur.er.t  of  unilateral 
U.S.  foreign  policy,  dxcept  in  extreris. 

Beyond  these  fundamental  philosophical  principles,  there  is 
much  that  the  new  EAA  can  and  should  do  to  provide  guidance  to  the 


183 


Executive  branch  regarding  the  further  streamlining  the  U.S.  export 
control  regime.   In  this  regard,  we  call  attention  once  again  to 
the  findings  and  recommendations  of  the  1991  Acader.ies'  panel  on 
this  subject,  which  are  su.iimarized  in  the  Executive  Summary  at- 
tached to  this  testimony  (see  pp.  34-38).   In  our  judgment,  these 
proposals  remain  essentially  as  valid  (and  unir.plemented)  today  as 
they  were  when  the  report  was  released  two  years  ago.   Alone  among 
the  major  countries  participating  in  CoCom,  the  United  States  is 
hobbled  by  an  alr.ost  impossibly  complicated  system  of  export  con- 
trol, replete  with  multiple,  competing  agency  jurisdictions  and 
conflicting  policy  objectives.   The  adoption  of  the  report's  pro- 
posals for  a  strear.lined  system  would  do  much  to  address  these 
problems  and  to  provide  the  Executive  branch  with  t^.e  flexibility 
and  agility  it  needs  to  respond  to  rapidly  changing  political  and 
econom.ic  conditions. 

Above  all,  there  is  a  need  for  Congress  tc  act  expeditiously. 
As  you  k.-.cw  well,  Mr.  Chairm.an,  too  often  i.-.  the  recent  past  the 
Legislative  cranch  itself  has  teen  unafcle  to  reach  a^reer.ent  on  a 
r.ew  E.-J-.  cr  iz  resist  the  terptation  tc  try  tc  u£e  tr.e  rewrite  of 
the  law  <-^s  a  means  to  respond,  inappropriately  m  c-^r  judg-ent,  tc 
the  multitude  of  the  serious  foreign  pclicy  problers  facing  the 
United  States.  Indeed,  during  the  previous  adr,  i  r  ist  rat  ion,  this 
resulted  :n  the  expiration  of  the  EAA  and  the  neei  to  continue 
export  control  authority  under  the  terms  cf  the  International 
Economic  Emergency  Powers  Act  (lEEPA).   Now  is  the  tire,  therefore, 
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for  congress  to  act  boldly  and  progressively  by  laying  out  a  new 
blueprint  for  the  administration  of  U.S.  export  controls,  one  that 
safeguards  vital  U.S.  national  security  interests  while  also  as- 
suring U.S.  industry  that  it  will  not  be  placed  at  a  disadvantage 
in  the  increasingly  competitive  global  market.  The  world  has  en- 
tered a  new  era  in  international  relations,  it  is  imperative  that 
this  reality  now  become  embodied  as  well  in  the  reauthorization  of 
the  Export  Administration  Act. 
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I  an  pleased  to  be  able  to  contribute  to  th«  Subcomjnittee'i 
deliberations  on  the  Export  Administration  Act.  I  do  so  on  the 
basis  of  independent  research  regarding  th«  national  security 
aspects  of  the  legislation.  The  views  I  will  express  have  sooe 
standing  in  the  professional  community,  but  I  present  them  solely 
as  a  matter  of  personal  judgment.  I  do  not  attempt  to  represent  the 
position  of  any  institution  or  political  organization. 

I  can  summarize  my  perspective  very  briefly.  I  believe  the 
Export  Administration  Act  as  the  central  elerent  of  the  U.S.  export 
control  system  should  undergo  a  fundamental  redesign.  The  export 
control  arrangements  that  were  legislated  in  1979  and  that  have 
evolved  incrementally  since  then  no  longer  fit  the  circumstances. 
Many  of  the  technologies  .T.cst  relevant  to  advance  weapons 
application,  particularly  thise  based  on  electronic  circuitry,  have 
diffused  sc  widely  in  the  ir.terr.at icr.al  -irket  that  categorical 
denial  of  a;ccs3  to  any  ra-or  country  has  becore  infeasible. 
M;.-CDver,  .-.c  =  t  cf  the  cour-ries  once  i-c;-icts::  to  c-^tcyor.cal 
ciscrin- r.af.  :n  have  jndergor.e  radiral  politic*!  tr  ir.sf  orr  jt  ion,  and 
It  is  no  Ic.-srjer  appropriate  to  treat  then  as  pr^s-.-.ed  ereJT.les.  In 
particular  all  forn.-r  7>er,bcrs  of  the  V.'ars  jv;  Treaty  Organisation 
have  abandoned  ccnf ront.^t  1  ona  1  policies  ar.d  are  atter.ptirg  inter.'ial 
reform.  L'nitc-d  Statiis  interest  in  enccuriging  their  constructive 
economic  devslopreni  now  overrides  the  tra-iitior.al  objective  of 
imposing  constraint.';  on  their  military  capacity.  In  this  altered 
world  export  controls  for  national  security  and  for  foreign  policy 
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purposes  cannot  be  prinarily  based  on  the  objective  of  denial.  The 
only  serious  hope  to  control  the  dangerous  process  of  proliferation 
is  to  induce  cooperative  restraint  among  all  the  major  industrial 
economies  reinforced  by  more  extensively  developed  rules  of 
disclosure. 

Admittedly  the  shift  from  denial  to  disclosure  as  the  basic 
jcethod  of  export  control  will  be  difficult  in  conceptual  and  in 
emotional  terras.  It  requires  that  traditional  attitudes  be  altered 
and  that  political  consensus  be  reformulated.  The  necessary  effort 
is  motivated,  however,  by  some  very  strong  reasons.  A  disclosure 
based  arrangenent  '.vould  be  more  responsive  to  national  security 
requirements  under  the  new  conditions  that  have  er.erged.  It  would 
also  diminish  interference  with  comjf.ercial  trade  and  would  enable 
more  efficient  administration.  The  potential  for  inprovenent  in  all 
three  dimensions  is  bound  to  cor.mand  serious  attention. 

EVOLUTION  OF  THE  DENIAL  STR.-.r£GV 

The  current  exj-^'crt  czr.zrol  regi.-e  crigir^rei  ■.■.i:h  the  Export 
Control  Act  of  l?49  er.acced  as  the  alliance  ccnfrontarion  of  the 
Cold  v:ar  period  '..-as  ^'erring.  The  Unite:!  £-.aics.  -.-as  then  undertaking 
the  initial  development  of  an  array  of  nev.  cechnolo^'ies  d-rStined  to 
revolutionize  the  capacities  of  nilitary  forces,  nost  notably 
nuclear  explosives,  jet  aircraft,  radar,  space  satellites  and 
ballistic  missiles.  K'e  were  doing  so  in  sharp  technical  and 
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ideological  competition  with  th«  Soviet  Union,  and  we  perceived  an 
immintnt  threat  of  aggression.  With  this  immediate  danger  in  mind 
and  with  reasonable  aspiration  for  preserving  an  immediate 
technical  advantage,  the  original  act  provided  for  comprehensive 
export  restrictions  directed  against  communist  countries  in  service 
of  defense  against  deliberately  calculated  strategic  attack. 

Twenty  years  later,  when  the  Export  Administration  Act  of  1969 
was  enacted,  the  strategic  confrontation  with  the  Soviet  Union  was 
locked  in  place  but  had  already  matured  to  the  point  that  sone  of 
its   youthful   intensity   had   been   lost   and   some   competing 
considerations  were  recognized.  The  1969  act  provided  for  the 
continuation  of  export  restrictions  in  service  of  the  established 
confrontational  security  objectives,  but  it  encouraged  practical 
qualifications.  In  the  Interest  of  protecting  the  U.S.  trade 
position  the  act  provided  for  the  re^ioval  of  restrictions  on 
technologies  and  products  that  were  readily  available  fro.T.  sources 
outside  effective  U.S.  control  dnd  similarly  for  products  that  had 
relatively  r.ir.or  ccr-.seq-ance  for  rilitary  =ppl  icat icn. 

A  decade  later  ti'.e  1979  t>J:  reiterated  the  tension  between 
established  security  ocr.siderat  ior.s  and  ■icor.z.r.ic  interests  and 
directed  the  irplerenting  agr-ncic-s  to  set  £  judiciou£  balance.  Ey 
then  it  was  conceded  that  the  Soviet  Union  hid  in  fact  rastored  t.he 
full  array  of  relevant  technology  but  authority  for  ir.posing  export 
controls  was  nonetheless  continued  in  hopes  of  protecting  narginal 
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technical  advantages  and  in  order  to  exercise  economic  pressure  on 
behalf  of  a  broader  s«t  of  foreign  policy  considerations.  The  1979 
EAA  suggests  that  unilateral  export  controls  not  supported  by  other 
industrial  countries  are  ineffectivt  and  are  particularly  damaging 
to  U.S.  commercial  interests  but  gives  leeway  for  persisting  in 
unilateral  efforts  while  seeking  to  induce  other  countries  to  adopt 
supporting  restrictions. 

Implementation  of  the  EAA  during  the  1980s  is  generally 
considered  to  have  weighed  the  confrontational  security  and  foreign 
policy  objectives  ir.ore  heavily  than  the  countervailing  economic 
interest  In  liberalized  trade.  Restrictions  were  expanded  to  an 
extensive  list  of  dual-use  ite.T.s  at  technical  thresholds  well  below 
the  most  advanced   standards.   The  United  States  assertively 
pressured  the  other  r.erbers  of  CoCo:^   (the  Coordinating  Conimittee  on 
Multilateral  Trade)   to  tighten  their  relatively  jr.ore  relaxed 
enforcenent  cracticijs.  In  response  to  Gorbachev's  re*cr.r.s  and  tc 
the  dissolution  of  the  Sevier  Union  the  ccr.::rol   lists  were 
signficintly  reduced  and  the  thr;ihclds  fcr  rtrstr  ict :  ^n  were  s^t 
closer   to   tf^chnc^l   frontiers.  Kor.&z'r-.&less      the   cactern  of 
discrir.inato)-y  restriction  set  by  the  Coli   Kar  confrontation  still 
crevails.   The   irc£.t   advar.ced   cc.t.p'^ters  and       nost   advanced 
telecoxr.uni  crttions  isquipr^  nt ,  for  ex2-ple,  are  r.oc  licenced  for 
export  to  Russia  or  China  dc-spite  general  availability  on  the 
international  r.arket  and  despite  their  ev'ident  i.-^pcrtance  for 
economic  development.  Though  it  is  concridtd  that  denying  the  export 
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of  this  equipnent  will  not  impose  any  decisive  rsstrictlon  on 
military  capacity,  residual  distrust  has  prevented  full 
liberalization. 

NEW  CONDITIONS 

In  the  forty-four  years  that  have  elapsed  since  the  Export 
Control  Act  of  1949  the  international  diffusion  of  technology  has 
become  extensive  and  weapons  development  programs  are  no  longer  at 
the  frontiers  of  most  fundamental  technology.  In  general  technical 
development   is   being   driven   by   commercial   application   by 
corporations  operating  on  a  global  scale.  Competitive  pressures  and 
the  emergent  potential  of  advanced  technology  produce  rapid  product 
developxent  cycles  that  the  most  sluggish  weapons  development 
programs  cannot  hope   to  match.   The   enormous   expansion  of 
telecorjnunications  capability  is  producing  massiva  international 
flows  of  inforcatior.  that  national  governments  can  only  r.arginally 
restrict.  This  rear.s   that  r.o  country  v/ir.h  siynificant  assets  thac 
isintegrated  into  zl.^    mtc-rr. at :  :.r.al  eccr.^r.ic  £y£ie:r.  ci;.-.  ci  der:i>--d 
access  necjisary  tc  ccrduct  successful  vsapcr.s  i£\cl^pr-rnt  prrgrsr.s 
if  they  chcsa  to  dedicate  t^.erselves  to  ti.at  task.  It  also  mans 
that  countries  tha^  have  not  heretofore  cu.-suci  r.a^or  vc-apcr.s 
development  programs  have  sc-.e  potentiai  lo  leapfrog  these  that 
have  simply  by  teing  more  adrcit  at  qi-propriat  ing  cc.-.moicial 
technology.  These  trends  have  transforrei  the  technical  ccntext  of 
international  security. 
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since  1989  the  military  context  has  also  been  transformed.  The 
opposing  alliance  system  that  inspired  the  export  control  rtgijna 
has  dissolved.  All  of  its  former  members  have  changed  their 
political  and  economic  structures  and  have  adopted  accommodating 
policies.  The  residual  military  establishments  that  they  maintain 
present  an  entirely  different  set  of  problems.   In  the  most 
prominent  example,  some  forty  percent  of  the  military  assets  once 
deployed  by  the  Soviet  Union  are  now  held  by  Russia,  including  for 
the  moment  at  least  comprehensive  control  over  all  of  the  nuclear 
weapons.  The  Russian  establishr.ent  preserves  large  capacities  for 
long  range  destruction  but  has  decisively  lost  the  ability  to  mount 
an  invasion  cf  Western  Europe.  The  threat  of  deliberate  aggression 
it  poses  is  minimal  and  the  traditional  objectives  of  deterrence 
and  containment  are  not  in  question.  The  problem  rather  is  that  the 
Russian  establishment  or  that  of  cr.e  of  the  other  successor  states 
might  disintegrate  to  the  extent  that  it  could  not  be  able  to 
exercise  responsible  control  ever  its  deployed  weapons  ar.d   ever  the 
c-cple  vho  cpsrcte  j.-.d  rar. jf.^cturG  the.-.  The  thrGit  jf  i.'-.terr.al 
disinttoratic.  i£  a  f -jr.d^r  -r.z  illy    i.f  ft::  ^r.t    r>..-o..r  iry  problen  than 
the  threat  of  delitS'Tite  i^zretsior. .  ^ 

These  two  basic  changes  in  circ>.. -stance  --  zha  tr.ir.~f or.-at icn 
of  tcchnoloay  a.'-.d  cf  threat  --  create  i.'-.ternat  ic.ial  £:ecurity 
iirperac  ives  starkly  different  fro.-n  t,hose  that  producGd  the  E.\A  in 
its  currently  evolved  forn.  The  dc.ninant  principle  structuring 
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United   States   relations   with   the   other   major   military 
€stablishiaents   is  cooperative  engagament  rather  than  active 
confrontation.  That  principle  now  applies  to  all  of  the  members  of 
the  UN  Security  Council.  Th«re  is  no  other  military  establishttent 
capable  of  conducting  traditional  aggression  on  short  notice 
against  the  resistance  of  the  United  States  and  the  international 
coalition  we  would  be  able  to  form.  Though  we  still  do  our  military 
planning  with  reference  to  unspecified  contingencies  of  this  sort, 
our  actual  security  problems  have  to  do  with  the  longer  term 
consequences  of  technical  diffusion.  Modern  technology  is  providing 
substantial  potential  to  small  states  and  sub-state  actors  who 
believe  they  have  reason  to  resist  an  international  order  based  on 
the  rule  of  lav.  They  could  not  conduct  a  classic  military 
operation  to    seize  and  hold  territory,  but  they  could  seriously 
disrupt  vital  econcric  activities.  They  could  also  produce  large 
casualties  anong  concentrated  urban  populations.  The  international 
cor.r.ur.ity  clearly  reeds  a  nev  fcrr.  cf  security  organiiation  to 
protect  against  thi3  type  of  threat.  Expert  controls  unier  a  new 
design  are  lihely  to  ire  an  elc.-c-.t  of  £_;.^  an  ^rr  a:.yc."tnt . 

N£W  DESIGfJ 

The  basic  i.iea  of  a  rev  export  control  at  rar.ge.Tent  designed 
for  new  international  conditions  is  to  create  a  for.T.ulating  and 
enforcing  coalition  t.'-.at  includes  all  the  r.ajor  weapons  producers 
(to  a  first   r.pproxir.at ion  the  oerr.anent  .-^erbors   of  the  UTl  Security 
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Council)  and  all  th«  major  industrial  economies.  Th«  arrangement 
would  facilitate  access  to  advanced  technology  for  conuneroial 
purposes  in  exchange  for  an  agr«*ment  not  to  apply  it  to  weapons 
development.  Export  of  dual-use  technology  would  be  generally 
allowed  to  countries  that  accept  the  arrangement,  but  there  would 
be  strict  rules  of  disclosure  and  criminal  sanctions  taken  against 
individuals  and   organizations   that  violated   the   disclosure 
requirements.  Thus  most  items  currently  on  the  control  lists  could 
be  shipped  for  legitimate  commercial  purposes  without  prior 
approval,  but  they  would  have  to  be  unalterably  labeled  at  the 
point  of  production,  any  transfer  recorded,  and  their  end-use 
specified.  Production,  shipment  and  end-use  information  would  have 
to  be  reported  to  a  central  registry.  For  particularly  sensitive 
items  the  designated  end-use  v.-ould  be  routinely  monitored.  For  any 
item  enabling  provisions  would  be  made  for  verification  of  the 
registry  information. 

There  are  several  iroortant  features  of  an  arrar.ger.ent  based 
on  :!  isclcs'jr?  .  2y  .-Bk  '  ng  r.or.'al  cor  r.€rci^l  •.ni~  tr  ar  ;  parent ,  it 
would  create  a  bac-.grour.d  =;j3ir:st  vh:.c.'.  .t  vculi  be  e.";s:f-r  to 
detect  and  tiace  systeratic  violations  --  t.hat  is,  illicit  weapons 
dcvolcp-ent  project;.  3y  rcrcving  the  burdc.-.  of  rro.-i  i  tor  ing  all 
relc-vant  trade  in  advarcC;  it  would  ir.cru-o5&  the  ability  of 
enf '-^rccr.&.nt  ogcncier.  to  concentrite  on  problc-.Tat ic  activities  and 
would  give  them  a  dramatically  improved  information  base  for 
tracking  such  activities.   l",-ider  such  an  arrangement  willful 
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violators  would  faca  a  ir.uch  greater  chance  of  being  detected,  and 
the  sanctions  for  being  caught  would  be  more  severe. 

For  comir.ercial  producers  the  regulatory  burdens  of  an 
arrangement  based  on  disclosure  would  be  substantially  less.  The 
information  they  woald  be  required  to  report  is  integral  to  doing 
business,  and  they  would  be  relieved  of  the  current  licensing 
procedures.  They  would  have  to  be  given  assurances  that  the 
registry  would  not  compromise  legitimate  proprietary  information, 
but  there  is  precedent  for  such  reassurance.  As  long  as  they 
complied  with  end-use  regulations  and  disclosure  rules,  the 
government  would  not  interfere  in  their  trade  relationships. 

Disclosure  cannot  be  substituted  for  direct  licensing  for  all 
items   currently   restricted.   For   sone   things,   irost   notably 
fissionable  materials  (Plutonium  and  highly  feririched  Uranium),  it 
will  be  necessary  and  feasible  tc  restrict  access  ir.Jef i.'.itely . 
Mcreovftr,  I  would  concede  that  the  r.o.-ent:..-  o:  zr.s    pa~t    will 
probably  exte^.i  direct  licensing  and  htnce  "he  icr.iil  stritrigy 
scr.3v;hat  tsycr.i    the  list  of  :tc-.-£  for  -^T.icr.    :'.    :£  :.i:r.    r.iccs.-?iiy 
^nd  realistic.  I  b^ilisve  it  is  vitally  i.t  cort  j.ot ,  hcv,e-.cr,  to 
pursuo   systvratic   and   ccrpreh-^rsivc   c-vop&r  = : : :.'-.   a.-cng   .-.ijcr 
supplier  and  to  ir-.trcduca  discrcsure  rule'-:  uz.   tr.e  pri.-ripjl  .-.echod 
of  gi^neralised  fexport  controls,  withc^t  sjch  a  shift  in  strategy 
and   design,   we   will   assuredly   loose   control   over   weapons 
proliferation  and  will  generate  potential  un.T.anagfiable  security 
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problems. 

For  those  who  have  difficulty  appreciating  this  argument,  I 
urge   them   to   contemplate   the   situation   with   regard   to 
biotechnology.  Its  development  is  integral  to  medical  science.  Its 
materials  and  inf or.Tiation  are  necessarily  a  natter  of  easy  public 
access.  The  progress  of  basic  science  and  available  technology  in 
this  area  has  made  the  production  of  extrenely  dangerous  agents 
entirely  feasible.  As  the  appearance  and  appalling  spread  of  the 
AIDS  virus  and  rr.ore  recently  of  drug  resistant  strains  of 
tuberculosis  have  nade  apparent,  natural  evolution  is  readily 
capable   of   producing   severe   threats   to   human   populations. 
Deliberately  destructive  individuals  and  organizations  can  do  so  as 
well,  and  the  equiprent  and  information  they  would  need  is  not 
burdensone  to  asserble.  In  order  to  ccpe  with  this  situation  we 
rust  have  much  r.ore  systematic  Internatior.al  cccperation  and  core 
ccrprehensivs  -onitoring  than  va  currently  ha'.'e.  Many  dual-use 
technologies  present  lesser  cases  of  the  sara  proble.r.. 


196 


STATEMENT 

OF 

JERRY  J.  MSINOWSKI 

PRESIDENT 

NATIONAL  ASSOCIATION  OF  MANUFACTURERS 

ON 

REFORM  OF  EXPORT  CONTROL  SYSTEM 

BEFORE  THE 

SUBCOMMITTEE  ON  ECONOMIC  POUCY,  TRADE  AND  ENVIRONMENT 

COMMTTTEE  ON  FOREIGN  AFFAIRS 

U.S.  HOUSE  OP  REPRESENTATFV^BS 

AJNH  23,  1993 


I  appreciate  the  opportunity  to  testify  today  on  the  issue  of  U.S.  export  control  policies 
aa  they  apply  to  comrhercial  goods.  I  am  accon^panied  by  Chris  PadiUa,  GcncraJ  Manager, 
Federal  Government  Affairs,  AT&T,  and  by  Howard  Lewis,  Vice  President,  International 
Economic  Affairs,  National  Association  of  Manufacturers  (NANf). 

Since  1987,  exports  have  accounted  for  about  45  percent  of  Lhe  real  economic  grvMh  in 
this  cojntry.  Today,  7  million  Americans  owe  their  jobs  to  expor.s  and  a  study  last  ye^r  by  Lhe 
L'STR  found  ihi!  l,c  usees  cor-.ecied  with  t*-ese  jobs  are  17  ;^^T<•^.t  higher  ih.r^.  Lhe  v-eTZge 
industrial  nage  in  this  country.  In  many  of  our  leading  Industries,  a  subs'-intfal  snare  of 
dc.T:C5*Jc  ojiput  is  c.\pcr.ed--40  percent  in  «cir.icondjotors,  50  pc.T^.-.r  in  aircraf^s,  ?5  p^ercent 
in  cc-jpu'-ors,  and  30  percent  in  irdusirial/analyiical  instruments.  Exjorts,  in  short,  aj-e  Vey  to 
economic  growth  and  good  jobs  in  ihiis  country. 

Many  people  recogni;:c  Lhis  fact  and,  over  the  past  sc•^'c:aJ  years,  we  ha\c  he,-..'d  a  lot  of 
rhetoric  about  the  need  to  reorganize  national  priorities  to  emphasize  Lhe  gro\\i''.g  importance 
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of  our  intematioDal  economic  and  commercial  interestJ.  So  far,  this  rhetoric  hasn't  trar,slat«d 
into  much  concrete  action.  I  see  this  Subcommittee  u  trying  to  change  this  situation  in  regard 
to  an  Important  issue  for  U.S.  busbcjs--lhe  fundamental  reform  of  the  U.S.  export  control 
system  as  it  applies  to  commercial  goods  and  technology.  In  a  1992  NAM  survey  of  \op  U.S. 
exporters  who  reg^olarly  deal  with  the  control  system,  90  percent  of  the  respondents  rated  this 
Issue  as  "important*  or  "very  Important"  to  their  companies. 

Let's  assume  for  a  moment  that  you  arc  a  U.S.  manufacturer  and  have  Just  signed  a 
contract  overseas.  Perhaps  you  are  a  small  company,  new  to  International  business,  and  have 
answered  your  govemmeni's  call  to  help  spur  growth  and  jobs  in  the  United  States  by  exporting. 
You  discover  that  you  need  a  validated  export  license  to  ship  your  product.  So  you  pore  through 
this  document,  the  1 ,500  pages  of  U.S.  Export  Administration  Regulations,  to  find  out  what  you 
need  to  do. 

From  the  point  of  N-icw  of  you,  the  exporter,  this  (chart  #1)  is  what  you  see.  You  fJl 
out  an  export  license  applicauon  and  send  it  to  Lhe  Commerce  Department.  In  a  few  weeks,  or 
mayb-e  a  few  months,  you'll  get  an  answer  ba:k,  or  m£>be  a  re<;_e?'.  for  more  inform^'Jon. 

TTils  (chart  fr2)  is  \^hal  hapj-ens  in  between.  Your  applir^tion  goes  into  the  hel!i5h  rare 
Lhat  is  today's  U.S.  export  cc.-.L-ol  s^iic-n.  In  this  s^s'-cn,  -Ae  r'nd  f.ve  Ccbinet  depir^-.:-/^, 
four  inte.'agency  wo.'ldr.g  groups,  three  i.^.teragency  escalation  g.'oups,  three  different  intelligence 
age.-.cies,  two  i.-^.depende.nt  agencies,  at  least  three  enforcement  c-.dtles,  ihie  Joint  Chie.''s  o.' Staff, 
Lhe  Nh'Jc-ial  Security  Ccjncil,  t.'-.e  Nr.tioral  Eociorac  Council,  and  ultimately,  the  President 
himself.  It's  inpossible  to  J'jiow  how  many  people  work  inside  this  maze,  because  Lhe  export 
conLrol  bureauci-acy-like  the-  technology  it  deals  with--is  proliferati.''.g  rapidly. 
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EstiinatM  vary  u  to  v.  hat  this  system  costs  the  United  States.  Six  years  ago,  the  National 
Academy  of  Sdcnccs  (NAS)  calculated  that  50  percent  of  U.S.  manufactured  exports  had  to  go 
through  the  export  control  maze,  and  that  over  $9  billion  of  exports  were  lost  as  a  result  of 
controls.  A  recent  NAM  survey  of  leading  exporters  suggests  that  even  after  the  end  of  the  Cold 
War,  30-40  percent  of  U.S.  exports  still  need  some  form  of  prior  written  government  approval. 
A  m^'or  research  institute  is  in  the  final  phase  of  a  study  which  Indicates  that  our  control 
policies  may  be  e%en  more  costly  than  estimated  by  NAS. 

Mr.  Chairman,  this  system  is  more  than  Just  broken.  It  is  inefficient,  costly  to  our 
economy,  and  ineffective  in  controlling  access  to  lechno.'ogies  which  could  pose  a  threat  to 
national  security.   It  needs  to  be  rebuilt  from  the  ground  up. 

To  that  er.d,  a  group  of  large  and  small  exporters  formed  at  NAM  more  than  18  months 
ago  to  consider  the  fundamental  reform  of  U.S.  export  controls.  The  result  is  a  completely  cew 
law  written  by  t>.e  business  comnr.jnity  as  a  call  to  action.  I  am  submitting  a  discission  draft 
of  our  legislation  for  the  record.  I'd  lil:e  to  spend  wne  tir:e  today  teili.ng  you  w-^jt  our 
proposal  does,  '^hai  it  does  not  do,  i-.d  how  it  differs  f:or.  today's  s>stem. 

The  most  i;-;x)rint  p-emisc  of  the  NAM  propose!  is  that  e^I>i>^t  coptrob  on  ccmmorcial 

History  shows  that  cooperation  between  supplier  coan tries  can  succeed  in  de.".ying  cridcal 
tn:hr;o!og:cs  to  countries  ar.d  petpie  who  ought  not  to  have  L^em.  Abv:nt  riuitiL-tcral 
agrcx.ncnt,  expo.n  controls  tie  inc f.'ective  ard  hurt  only  U.S.  e\p>?neTS. 

Under  our  propos-il,  the  United  Stiles  must  rcsLrict  exports  of  commercial  ^xds  and 
technology  through  muUDateral  agrwrnenis,  sjch  as  COCOM,  the  Missile  Technology  Control 
Regime  (MTCR),  the  Australia  Group,  or  the  Nuclear  Suppliers  Group,  to  countries  orendusers 


199 


greed  to  by  these  multilatcml  regime.   The  U.S.  and  iti  alliw  wou^d  adopt  common  poliCM 
yn  exports  to  countries  which  don't  belong  to  a  control  regime,  and  would  cooperate  in  Imposing 

sanctions  when  necessary. 

Recognizing  that  it  ii  often  difficult  to  achieve  multilateral  agreement,  O'or  proposal 

export  control  regimes.  Each  covers  different  technologies  and  operates  according  to  different 
procedures.   Some  are  more  effective  than  others,  but  there  are  few  incentives  for  countries  to 

join  any  of  thcra. 

The  NAM  proposal  would  offer  preferential  treatment  to  countries  that  agree  to 
participate  in  control  regimes  by  creating  a  "license-free  rone*  for  trade  among  members  of 
effecUve  regimes.  This  would  facilila'.e  U.S.  trade  Nv-ith  responsible  members  of  the  interr.atior^ 
commurity,  and  give  countries  that  don't  currenUy  abide  by  technology  control  agreements  a 

tt&soa  to  sign  up. 

To  facilitate  negotiaL^ons,  \^e  woJd  establish  an  18-nor.th  transition  period  whe.n  exist:.-.| 
co-.-'ols  v^ojld  be  grar.dfaberc-d  while  the  .Adr.uiisLra^ion  seels  ru'.'Jatcral  ag.rccmer.t  on 
controlled  counLrit;?,  cndusers.  a.-.d  ccT.r-od-ics.  This  prccess  of  intcmatio-a!  regoVa'Jor.  u-:!]. 
qui-.e  naf.raily,  lead  ic  DStdc»iQns_pn_J_rfiaiiiiIv  _^mi.n  ii;Ji-abiJ^J?f 
lch5kfii:datlJ.ei^llUilo£i^,whkJl_canJ!iLJiall^ic^alIy-Iiin^^  T^.is  is  critical,  b-v^-se 
excessively  long  conL-ol  lists  only  spur  resistance  from  our  allies,  and  Lh-s  ultimately  hinl-r  tt 
effectiveness  of  co'-.t'ol  rcgines. 

What  if  multilateral  agreement  cannot  be  reached?  Should  the  V.S.  re'^.ln  its  abili^  to 
control  e ".ports  u.iilalerally?  This  is  a  difficult  question,  because  unilateral  export  co'trols 
impose  tremendous  costs  on  the  U.S.  economy  that  are  not  shared  by  our  allies,  and  do  lirJe  to 
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prevent  adversaries  from  gaining  sensitive  technologies.  Yet  somctlir.es  intcmaticiul  emergences 
might  require  the  use  of  economic  sanctions.  The  NAM  proposal  balances  these  concerns  by 
InHJgslflgJtlJCt  rit^-lpMne  00  the  im  of  unilateral  ciPQrt  controlj. 

This  approach  borrows  heavily  from  existing  law  governing  controls  on  agricultural 
exports.  It  presenes  discretionary  authority  for  the  President  to  use  economic  sanctions,  and 
leaves  open  an  avenue  for  the  executive  to  impose  strong  embargoes  on  truly  outlaw  regimes. 
It  requires  the  involvement  and  consent  of  Congress  to  perpetuate  limited  unilateral  controls, 
which  are  the  most  damaging  to  U.S.  competitiveness.  And  it  requires  some  tough  but 
necessary  decisions  on  balancing  diplomatic  'signil-sending*  with  U.S.  economic  interests. 

Next  the  NAM  proposal  turns  to  the  Important  question  of  how  export  licensing  should 
be  handled  inside  ihc  U.S.  government.  VvTien  you  look  at  today's  system  what  is  especially 
notable  is  the  lack  of  clear  responsibility  or  accountability.  Who  has  the  final  responsibility  for 
deciding  on  an  export  liccr.s.:?  Today,  it's  often  the  WTii'.fi  House.  W'ho  is  accountable  when 
something  goes  wrong?  Tc-day,  cgencies  point  fingers  at  each  ano'J-.er. 

Our  proposal  establishes  dear  rc?p<^a5lbll]ty  and  accountabilltv  for  evport  ccntrol 
decision  maV-ing.  aid  ba]:^-:;-<fS  L^e  r.ecd  for  cerair.  agencies  to  provide  policy  i.oput  agai.-it  Lhe 
need  for  efficient  export  licensing.  Our  proposal  gst.'^bll<.hc-s  a  CoinirKTCial  .Export  Cc::trQl 
PpUcvJTpjaniiliCi;,  cor-.sis'L'.g  of  the  Secretaries  of  Commerce,  Defense,  Sta;e,  a.nd  Hne.-gy  and 
oL\er  key  age.ncics,  to  establish  broad  policy,  monitor  the  operation  of  Lhc  control  s>$'.eT.  ar.d 
resolve  major  disputes  among  Rgcncics. 

Our  bill  would  poosolldHtc  routine  authority  to  license  commercial  exports  tn  th^ 
IXpnrtment  of  ronimgrvC-  A  revitalized  agency  within  Commerce,  called  the  Comr.ercial 
Export  Control  Adninistration  (CECA),  would  be  established  and  the  President  would  be  given 
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iroad  discretion  to  transfer  personnel  Into  this  agency  &s  nec^ssaiy.  It  would  be  held  solely 
accountable  for  regulating  commercial  cjcports  in  accordanct  with  the  poUdcs  established  by  the 
intcr-a^ency  policy  committee.  On  commercial  export  L'censes,  CECA  could  consult  with  other 
agencies  as  appropriate,  but  all  license  consideration  would  have  to  be  completed  within  30  days 
and  CECA  would  have  responsibility  for  deciding  whether  applications  should  be  approved. 

In  this  area,  our  legislation  closely  tracks  the  recommendations  of  reorganization  of  the 
export  control  system  of  the  1991  National  Academy  of  Sciences  report,  Finding  Common 

Ground. 

Our  proposal  docs  not  transfer  the  licensing  of  munitions  Items,  such  as  combat  airciaft, 
tanks,  or  assault  rifles,  into  the  Commerce  Departn'.eot.  These  would  remain  under  the 
jurisdiction  of  Lhe  State  Department.  But  commercial  items  currently  on  the  State  Depart-Tjent's 
Munitions  List-such  as  comm.ercial  software  with  encryption  capabilities  and  civil  aircraft-- 
v.ould  come  under  exclusive  Commerce  Dcpart.ment  jurisdiction. 

Finally,  our  bill  would  improve  the  clririty  ;xnd  tn^n^pgrf  ncy  of  the  e>'port  control 
ilil^m-  To  be  efrective,  an  export  co.ntrol  syste.m  must  publicly  identify  -Ahich  co.mmoditics, 
coJ.^tries,  a'd  cndusers  a.-e  conirolied.  B-i  today,  licenses  ca-  be  req'jircd  for  d;>ti.?at:or!S  rot 
designated  on  ciy  conL-ol  lis',  o:  v.h.;ch  ap^xuir  on  lists  the  Unito«j  S'Jtes  ref.;>es  to  p^bii'Lh.  A.-.y 
comiTcdity,  even  a  pencil  or  paper  napkin,  requires  a  Licer.se  if  an  exporter  kncsi-s  or  is  deer.ed 
to  kr.c,v  th;at  his  Customer  is  i.-:vol\ed  in  prc<!uc:ng  'Aeipons  cf  m.ass  destruction. 

This  "wtch-air  provision  is  particularly  pernicious.  It  is  not  vuso'^.kblc  to  cx7^x•t  an 
exporter,  pardcularly  a  small  firm  v.hich  may  not  even  have  an  overseas  office,  to  'L'-ow' 
something  of  which  the  vast  L'-.telligenco  apparatus  of  the  U.S.  government  is  ignor.?.it.  Because 
the  catch-aJl  p.-ovision  is  so  broad,  it  has  Lhe  principal  effect  not  of  slemmLng  proliferation,  but 
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raiher  of  shiAing  regulatory  and  mtdligwc<-gathering  respODsibil]tlM--and  all  the  blam«  for 

fajlures-away  from  go\'crnment  and  onto  hapless  cxporten. 

The  NAM  alternative  Is  simple.   Spedflc  goods,  technologies,  countries,  and  enduscn 

which  arc  published  In  the  "Export  Control  Index'  would  require  a  validated  export  license. 

Absent  such  a  specific  designation,  no  permission  or  authority  to  export  would  be  required. 
Mr.  Chairman,  that  is  the  essence  of  the  NAM  proposal  for  fundamental  reform.  It  Is 

much  more  than  a  ritualistic  call  for  de-control.  It  is  a  responsible,  detailed  proposal  designed 
to  taclde  the  tough  problems  of  a  new  world.  It  borrows  heavily  from  the  recommendations  of 
many  independent  groups  which  have  studied  this  Issue,  i:icluding  the  National  Acs.demy  of 
Sciences.  It  will  strengthen  U.S.  rational  security,  an  important  component  of  which  is 
eco.nomic  competitiveness.  And  most  importantly,  it  will  keep  sensitive  technologies  out  of  the 
hands  of  people  v,ho  ought  not  to  have  them  without  standing  in  the  way  of  legitimate 
commercial  cxporj. 
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103d  congress 
1st  Session 


H.R 


IN  THE  HOUSE  OF  EEPRESENTATPv'ES 


Mrs.  Unsoeld  (for  herself,  Ms.  Cantwell,  Mr.  DeFaZIO,  Mr.  DiCKS,  Ms. 
Dunn,  Ms.  Furse,  Mr.  Hamburg,  Mr.  Lvslee,  Mr.  Kopetski,  Mr. 
KJREIDLER,  Mr.  LaRocoo,  :Mr.  McDermott,  Mr.  Smith  of  Oregon,  'Sir. 
Swift,  Mr.  Willjams,  and  Mr.  W\T)EN)  introduced  the  following  bill; 
which  was  referred  to  the  Committee  on 


A  BILL 

To  amend  the  Forest  Resources  Conservation  and  Shortage 
Rehef  Act  of  1990  to  permit  States  to  adopt  timber 
export  programs,  and  for  other  purposes. 

1  Be  it  enacted  hy  the  Senate  and  House  of  Representa- 

2  tives  of  the  United  States  of  America  in  Congress  assembled, 

3  SECTION  1.  SHORT  TITLE. 

4  This  Act  may  be  cited  as  the  "Forest  Resources  Con- 

5  ser\'ation  and  Shortage  Rehef  Amendments  Act  of  1993". 
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1  SEC.  2.  RESTRICTION  ON  EXPORTS  OF  UNPROCESSED  TIM- 

2  BER     FROM     STATE     AND     OTHER     PUBLIC 

3  LANDS. 

4  Section  491   of  the  Forest  Resources  Conservation 

5  and  Shortage  ReUef  Act  of  1990   (16   U.S.C.   620c)   is 

6  amended — 

7  (1)  in  subsection  (a) — 

8  (A)  by  striking  "(e)"  and  inserting  "(g)"; 

9  and 

10  (B)  by  striking  "in  the  amounts  specified" 

11  and  inserting  "as  pro^^ded"; 

12  (2)  in  subsection  (b) — 

13  (A)  in  paragraph  (1) — 

14  (i)    by    inserting    ",    notwithstanding 

15  any  other  pro\Tsion  of  law,"    after  "pro- 

16  hibit";  and 

17  (ii)    by   striking   "not   later   than   21 

18  days  after  the  date   of  the   enactment  of 

19  this  Act"  and  inserting  ",  effective  June  1, 

20  1993"; 

21  (B)  in  paragraph  (2) — 

22  (i)  by  striking  subparagraph  (A)  and 

23  inserting  the  following  new  subparagraph: 

24  "(A)    The    Secretary"    of   Commerce    shall 

25  issue  an  order  referred  to  in  subsection  (a)  to 

26  prohibit,  notwithstanding  any  other  pro\ision  of 
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1  law,  the  export  of  unprocessed  tunber  originat- 

2  ing  from  public  lands,  effective  during  the  pe- 

3  riod  beginning  on  June  1,  1993,  and  ending  on 

4  December  31,  1995."; 

5  (ii)  by  striking  subparagraplis  (B)  and 

6  (C);  and 

7  (iii)  in  subparagraph  (D) — 

8  (I)    by    redesignating    such    sub- 

9  paragraph  as  subparagraph  (B);  and 

10  (II)    by    striking    ''total    annual 

11  sales  volume"   and  inserting  "annual 

12  sales  volume  in  that  State  of  unproc- 

13  essed  timber  originating  from  public 

14  lands"; 

15  (C)  in  paragraph  (3) — 

16  (i)   by  redesignating   such  paragraph 

17  as  paragraph  (4);  and 

18  (ii)   by  striking   "States   pursuant  to 

19  this  title"  and  inserting  "the  Secretary  of 

20  Commerce  pursuant  to  this  title   and  the 

21  effecti\'eness  of  State  programs  authorized 

22  under  subsection  (d)";  and 

23  (D)  by  inserting  after  paragraph   (2)   the 

24  following  new  paragraph: 

25  "(3)  Prohibition  on  substitution. — 
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1  "(A)  Prohibition. — Subject  to  subpara- 

2  graph  (B),  each  order  of  the  Secretaiy  of  Com- 

3  merce  under   paragraph   (1)    or   (2)    shall   also 

4  prohibit,  notwitlistanding  any  other  proAision  of 

5  law,  any  person  from  purchasing,  directly  or  in- 

6  dii'ectly,    unprocessed   timber   originating   from 

7  public  lands  in  a  State  if — 

8  "(i)  such  unprocessed  timber  would  be 

9  used  in  substitution  for  exported  unproc- 

10  essed  timber  originating  from  private  lands 

11  in  that  State;  or 

12  "(ii)  such  person  has,  during  the  pre- 

13  ceding  24-month  period,  exported  unproc- 

14  essed  timber  originating  from  private  lands 

15  in  that  State. 

16  "(B)    Exemption. — The   prohibitions   re- 

17  ferred  to  in  subparagraph  (A)  shall  not  apply  in 

18  a  State  on  or  after  the  date  on  which — 

19  "(i)  the  Governor  of  that  State  pro- 

20  vides  the  Secretar}'  of  Commerce  with  noti- 

21  fication  of  a  prior  program  under  subpara- 

22  graph  (C)  of  subsection  (d)(2), 

23  "(ii)     the     Secretarj'     of     Commerce 

24  approves  a  program  of  that  State  under 

25  subparagraph  (A)  of  subsection  (d)(2),  or 
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1  "(iii)   regulations  of  the  Secretarj"  of 

2  Commerce  issued  under  subsection  (c)   to 

3  carrv'  out  tliis  section  take  effect, 

4  whichever  occurs  first."; 

5  (3)  by  redesignating  subsections  (e)  through  (j) 

6  as  subsections  (g)  through  (1),  respectiveh';  and 

7  (4)  by  striking  subsections  (c)  and  (d)  and  in- 

8  serting  the  follo\ving: 

9  "(c)  Federal  Program. — 

* 

10  "(1)  Administration  by  the  secretary  of 

11  coivdveerce. — 

12  "(A)   In   ge>jeral. — Subject  to   subpara- 

13  graph  (B),  the  Secretaiy  of  Commerce  shall,  as 

14  soon  as  possible  after  the  date  of  the  enactment 

15  of    the    Forest    Resources    Conservation    and 

16  Shortage  Rehef  Amendments  Act  of  1993 — 

17  "(i)  determine  the  species,  grades,  and  ge- 

18  ographic  origin  of  unprocessed  timber  to  be  pro- 

19  hibited  from  export  in  each  State  that  is  subject 

20  to  an  order  issued  under  subsection  (a); 

21  "(ii)  administer  the  prohibitions  consistent 

22  with  this  title; 

23  ''(iii)  ensure  that  the  species,  grades,  and 

24  geographic  origin  of  unprocessed  timber  prohib- 

25  ited    from    export   within    each    State    is    rep- 
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1  resentative    of   the    species,    grades,    and    geo- 

2  graphic   origin   of  timber  comprising  the   totaJ 

3  timber  sales  program  of  the  State;  and 

4  "(iv)    issue    such   regulations   as   are   nec- 

5  essarj'  to  carrj''  out  this  section. 

6  "(B)  Exemption. — The  actions  aiid  regu- 

7  lations    of  the    Secretary  under   subparagraph 

8  (A)  shall  not  apph'  with  respect  to  a  State  that 

9  is  administering  and  enforcing  a  program  under 

10  subsection  (d). 

11  "(2)  Cooperation  with  other  agencies. — 

12  The  Secretar}'  of  Commerce  is  authorized  to  enter 

13  into    a.greements   with   Federal   and   State   agencies 

14  with  appropriate  jurisdiction  to  assist  the  Secretary 

15  in  can-jing  out  this  title. 

16  "(d)  Authorized  State  Programs. — 

17  "(1)   Authorization    of    new   state    pro- 

18  GRa:ms. — Notwithstanding  subsection   (c),   the   Gov- 

19  emor  of  any  State  may  submit  a  program  to  the 

20  Secretary  of  Commerce  for  approval  that — 

21  "(A)   implements,  with  respect  to  unproc- 

22  essed  timber  originating  from  public  lands  in 

23  that  State,  the  prohibition  on  exports  set  forth 

24  in  the  Secretarj^'s  order  under  subsection  (a); 

25  and 
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1  "'(B)  ensures  that  the  species,  g^'ades.  aiid 

2  geograpliic  origin  of  unprocessed  timber  proliib- 

3  ited    from    export    within    the    State    is    rep- 

4  resentative    of   the    species,    grades,    and    geo- 

5  grapliic   origin  of  timber  comprising  the  total 

6  timber  sales  program  of  the  State. 

7  "(2)  Approval  of  state  programs. — 

8  "(A)     Program     approval. — Not     later 

9  than  30  days  after  the  submission  of  a  program 

10  under   paragraph   (1),   the    Secretary'  of  Com- 

11  merce    shall    approve    the    program   unless    the 

12  Secretary'  finds  that  the  program  will  result  in 

13  the   export  of  unprocessed  timber  from  public 

14  lands  in  \'iolation  of  this  title  and  publishes  that 

15  finding  in  the  Federal  Register. 

16  "(B)  State  program  in  lieu  of  fed- 

17  eral  program. — If  the  Secretary'  of  Commerce 

18  approves  a  program  submitted  under  paragraph 

19  (1),   the   Governor  of  the   State  for  which  the 

20  program  was  submitted,  or  such  other  official 

21  of  tliat  State  as  the  Governor  may  designate, 

22  maj'  administer  and  enforce  the  program,  which 

23  shall  apply  in  that  State  in  heu  of  the  regula- 

24  tions  issued  under  subsection  (c). 
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1  "(C)  Prioe  state  PROGR-OIS. — Not  later 

2  than  30  da}-s  after  the  date  of  the  enactment  of 

3  the  Forest  Resources  Consen-ation  and  Short- 

4  age  Rehef  Amendments  Act  of  1993,  the  Gov- 

5  emor   of  any  State   that  had,   before   May  4, 

6  1993,  issued  regulations  under  this  subsection 

7  as  in  effect  before  May  4,   1993,  may  pro\'ide 

8  the  Secretary'  of  Commerce  with  wi-itten  notifi- 

9  cation  that  the  State  has  a  program  that  was 

10  in  effect  on  May  3,  1993,  and  that  meets  the 

11  requirements  of  paragraph  (1).  Upon  such  noti- 

12  fication,  that  State  may  administer  and  enforce 

13  that  program  in  that  State  until  the  end  of  the 

14  9 -month  period  beginning  on  the  date  on  which 

15  the   Secretarj'  of  Commerce   issues  regulations 

16  under  subsection  (c),   and  that  program  shall, 

17  during  that  9-month  period,  apply  in  that  State 

18  in    lieu    of  the   regulations    issued   under   sub- 

19  section    (c).    Such  Governor  may  submit,  with 

20  such  notification,  the  program  for  approval  by 

21  the  Secretary-  under  paragraph  (1). 

22  "(e)   Prior  Contracts. — Nothing  in  this  section 

23  shall  apply 


213 

1  "(1)  any  contract  for  the  purchase  of  unproc- 

2  essed  timber  from  pubhc  lands  tliat  was  entered  into 

3  before  October  24,  1990;  or 

4  "(2)  any  contract  under  which  exports  of  un- 

5  processed    timber   were    permitted    pursuant    to    an 

6  order  of  the  Secretary'  of  Commerce  in  effect  under 

7  this  section  before  October  23,  1992. 

8  "(f)  Western  Red  Cedar. — Nothing  in  this  section 

9  shall  be  construed  to  supersede  section  7(i)  of  the  Export 

10  Administration  Act  of  1979  (50  U.S.C.  App.  2406(i)).". 

1 1  SEC.  3.  MONITORING  AND  ENFORCEMENT. 

12  (a)  Monitoring. — Section  492(a)  of  the  Forest  Re- 

13  sources  Conser\'ation  and  Shortage  Rehef  Act  of  1990  (16 

14  U.S.C.  620d(a))  is  amended— 

15  (1)  paragraph  (1),  by  striking  "and"  at  the  end 

16  of  the  paragraph; 

17  (2)  in  paragraph  (2),  by  striking  the  period  at 

18  the  end  of  the  paragraph  and  inserting  a  semicolon; 

19  and 

20  (3)   by  adding   at   the    end   the   follo^ving   new 

21  paragraphs: 

22  "(3)   each  person  who  acquires,   either  directly 

23  or   indirectly,   unprocessed   timber   originating   from 

24  public  lands  in  a  State  that  is  subject  to  an  order 

25  issued  by  the  Secretari,'  of  Commerce  under  section 
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1  491(a),  other  than  a  State  that  is  administering  and 

2  enforcing  a  program  under  section  491(d),  shall  re- 

3  port  tlie  receipt  and  disposition  of  the  timber  to  the 

4  Secretary  of  Commerce,  in  such  form  as  the  Sec- 

5  retarj'  may  by  rule  prescribe,  except  that  nothing  in 

6  this  paragraph  shall  be  construed  to  hold  any  person 

7  responsible  for  reporting  the  disposition  of  any  tim- 

8  ber  held  by  subsequent  persons;  and 

9  "(4)  each  person  who  transfers  to  another  per- 

10  son    unprocessed    timber    originating    from    pubhc 

11  lands  in  a  State  that  is  subject  to  an  order  issued 

12  by  the  Secretary-  of  Commerce  under  section  491(a), 

13  other  than  a  State  that  is  administering  and  enforc- 

14  ing  a  program  under  section  491(d),   shall,  before 

15  completing  the  transfer — 

16  "(A)  provide  to  such  other  person  a  writ- 

17  ten  notice,   in  such  form  as  the   Secretary'  of 

18  Commerce  may  prescribe,  that  shall  identifv'  the 

19  public  lands  from  which  the  timber  originated; 

20  and 

21  "(B)  receive  from  such  other  person — 

22  "(i)  a  written  acknowledgment  of  the 

23  notice,  and 
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1  "(ii)  a  ^\Titten  agreement  that  the  re- 

2  cipient  of  tlie  timber  \vill  comply  \\-ith  the 

3  requii'ements  of  tliis  title, 

4  in  such  form   as   the    Secretar}'  of  Commerce 

5  may  prescribe;  and 

6  "(C)  pro^'ide  to  the  Secretary'  of  Commerce 

7  copies    of    all    notices,    acknowledgments,    and 

8  agreements   referred   to   in  subparagraphs    (A) 

9  and  (B).". 

10  (b)  Crtl  Penalties. — Section  492(c)  of  the  Forest 

11  Resources    Conser\'ation    and    Shortage    ReHef   Act    of 

12  1990— 

13  (1)  in  paragraph  (1) — 

14  (A)  by  inserting  "(A)"  before  "K  the  Sec- 

15  retar\'^';  and 

16  (B)  by  adding  at  the  end  the  following: 

17  "(B)(i)  Subject  to  clause  (ii),  if  the  Secretar}-  of 

18  Commerce  finds,  on  the  record  and  after  an  oppor- 

19  tunitj'  for  a  hearing,  that  a  person,  with  willful  dis- 

20  regard  for  the  restrictions  contained  in  an  order  of 

21  the  Secretaiy'  under  section  491(a)  on  exports  of  un- 

22  processed    timber    from    public    lands,    exported    or 

23  caused  to  be  exported  unprocessed  timber  originat- 

24  ing  from  pubhc  lands  in  ^-iolation  of  such  order,  the 

25  Secretan.'   may  assess    against   such  person   a   ci\'il 
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1  penaln-   of  not   more  than   $500,000   for   each  \io- 

2  lation,  or  3  times  tlie  gross  value  of  the  unprocessed 

3  timber  involved  in  the  \iolation,  wliichever  amount  is 

4  greater. 

5  "(ii)  Clause  (i)  shall  not  apply  with  respect  to 

6  exports  of  unprocessed  timber  originating  fi'om  pub- 

7  he  lands  in  a  State  that  is  administei'ing  and  enfcrc- 

8  ing  a  program  under  section  491(d).";  and 

9  (2)  in  paragraph  (2) — 

10  (A)   by   redesignating  subparagraplis    (A), 

11  (B),  and  (C)   as  clauses  (i),  (ii),  and  (iii),  re- 

12  spectively; 

13  (B)  by  inserting  "(A)"  before  "K  the  Sec- 

14  retar}-";  and 

15  (C)  by  adding  at  the  end  the  following: 

16  "(B)(i)  Subject  to  clause  (ii),  if  the  Secretary'' 

17  finds,  on  the  record  and  after  an  opportunit}'  for  a 

18  hearing,  that  a  person  has  \'iolated,  on  or  after  June 

19  1,  1993,  any  pro\ision  of  this  title  or  any  regulation 

20  issued  under  this  title  relating  to  the  export  of  un- 

21  processed    timber     originating    from    public     lands 

22  (whether  or  not  the  \'iolation  caused  tlie  export  of 

23  unprocessed  timber  from  pubHc  lands  in  \'iolation  of 

24  this   title),   the   Secretary'  maj'  assess   against   such 

25  person  a  ci\'il  penalty  to  the  same  extent  as  the  Sec- 
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1  retard'  concerned  maj'  impose  a  jjenaltj-  under  clause 

2  (i),  (ii),  or  (iii)  of  subparagraph  (A). 

3  "(ii)  Clause  (i)  shall  not  apply  -with  respect  to 

4  unprocessed  timber  originating  from  public  lands  in 

5  a  State  that  is  administering  and  enforcing  a  pro- 

6  gram  under  section  491(d).". 

7  SEC.  4.  SEVERABILITY. 

8  If  any  provision  of  tliis  Act  or  the  amendments  made 

9  by  tliis  Act,  or  the  application  thereof  to  any  person  or 

10  cu'cumstance  is  held  invalid,  the  remainder  of  this  Act  and 

11  such  amendments  and  the  application  of  such  pro\'ision 

12  to  other  persons  not  similarly  situated  or  to  other  cir- 

13  cumstances  shall  not  be  affected  by  such  invalidation. 
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